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Abstract: We introduce an electronic election scheme, that is coercion-resistant, a
notion introduced by Juels et al. in [JCJO5]. In our scheme we encrypt the
credentials that serve as an authorisation to vote during registration. By using a
MIX-cascade we can omit one time-consuming plaintext equivalence test in the
tallying. In addition, the observer facilitates registration and voting for the benefit
of the voter. Pseudonymisation of the ciphertexts during the voting period implies
a permanent secrecy of the submitted votes.

1 Introduction

In 2000 Hirt and Sako [HSO00] presented the first electronic voting scheme in which
voters were not able to prove their voting decision. This so-called receipt-freeness was
achieved under the unrealistic assumption of an untappable channel from each authority
to each voter. To solve this problem, Magkos et al. [MBCO1] introduced an election
scheme in 2001 which is based on a tamper-proof device, a so-called observer. That
system has been improved in the following in [Sch06].

Besides the long unsolved problem of receipt-freeness, there are further possibilities for
an attack on electronic elections, which were described by Juels et al. in [JCJ05] in 2005.
They summed up these attacks by the notion of coercion-resistance and proposed a first
coercion-resistant voting scheme. In this paper, an election scheme is presented, which is
based on the usage of credentials as a proof of authorisation to vote. The tallying is more
efficient than in the scheme by Juels et al. and minimises the voter's effort in the
registration and voting phase by employment of an observer.

Even if the encryption was broken the receipt-freeness would be lost but the secrecy of
the votes could be guaranteed due to the pseudonymisation, nevertheless.
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2 An efficient coercion-resistant observer-based election scheme

For the sake of concreteness, we describe in our paper an electronic voting scheme with
a non-malleable ElGamal encryption. The scheme also works with other encryption-
systems, e.g. Cramer-Shoup (cp. [CS98]) or Modified-ElGamal (cp. [JCJO05]).

2.1 Setup

The MIX-servers define together a multiplicative group G with prime order |G|=:q and a
generator g of G. Then they all generate an ElGamal key pair (s5,4) with h=g" (cp.
[Ped91]). Each authority A4; receives a share s; of s in a (,n)-threshold secret-sharing-
scheme and is publicly committed to this share by 4, = g"/ . This key h is published as
the public-key of the voting-authorities.

2.2 Registration

Each voter V,, (i=1,...,n), is informed by the authorities, goes to the registration office
and authenticates himself towards the registrars. Then the observer is given to the voter.

The voter chooses a random value zyzZ, and computes %, = g as a public share of
zy. This value /4y is stored on the observer. It is important that the observer itself does not
know zj.

The registrars create a probabilistic encryption E(c) of a random string oexG with the
public-key /4 of the authorities in a distributed threshold manner (cp. [GIKR99]). This
ciphertext is transferred to the voter and stored on the voter's observer. The registration
authorities re-encrypt E(o) and prove to the voter, that the obtained value E'(E(0)) is a
correct re-encryption of the transferred ciphertext. In order to prevent the voter from
transferring this proof we therefore use a designated-verifier proof (cp. [JSI96]). In
addition to E(o) the voter creates a fake credential o’ and encrypts it with the public-key
of the voting authorities. This value is also stored on the observer as well as the public-
key of the authorities.

At the end of the registration-phase a list ¥ of the voter's credentials is published by the
registrars via a robust, verifiable decryption-MIX-cascade of the voting authorities.
2.3 Voting

The votes are decrypted by the MIX-cascade in the tallying and published as plaintexts.
Therefore, we can choose a representation of the candidates that enables us to simply
tally the votes by adding the values. The candidates are described in a number system

with the number of  candidates ny as its basis. Let be
L=(my,....m, )= (1,nL,nf,...,nZ”1) the set of candidates.
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Each voter chooses random numbers a,a’'eZ; and encrypts his candidate choice m out
of L: (x,y)=(g",h“m). Furthermore, he computes g“. These values are sent to the observer
which chooses random values b,b'€zZ, and re-encrypts the ciphertext:

' y)=(g"g" h"h'm).

In addition to this, the observer re-encrypts the stored ciphertext E(o) of the credential
with the public-key of the authorities and obtains E"(E(c)). It calculates g " and the
necessary value for the non-malleability

b-H(gx'y\g" " E"(E(c)+b"

The cryptographic hash-function / serves as a challenge in the non-interactive zero-
knowledge proof of non-malleability.

The observer sends
o' y.g""\b-Higx'y'g""" E"(E(c)))+b'E"(E(c)))
to the voter.

If the observer works correctly the voter can compute (g”,4°) from it. Then the voter can
complete the non-interactive zero-knowledge-proof of non-malleability and independent
vote-creation respectively:

(a+b)H(g.x'y'\g" " E"(E(0)))+(a'+D)).

Without any knowledge of the used values a and b it is impossible to create this message
(cp. [TY98)).

In order not to stress the measure of confidence in the observer, the observer proves
correct encryption in a designated-verifier proof to the voter.

The voter has to prove publicly, that he has encrypted a valid candidate choice. This can
be done e.g. by a non-interactive witness-indistinguishable proof P (cp. [CDS94]). If not,
he could cast any message as a vote, which would not be tallied, but its value could be
used as a receipt towards a coercer. This does not mean that the voter cannot void his
vote. It is possible that one option on the candidate list is "cancel vote".

Then the encrypted non-malleable ElGamal message together with the encrypted
credential as an authorisation and the proof P is:

E(m)=(x\y\g"" (a+b)H(gx"y'g""",E"(E(c)))+(a'+b),E"(E(c)),P).

The voter sends all this to the electronic bulletin board, a publicly readable memory to
which everyone can append but not erase or alter data.
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Therefore, the zero-knowledge proof of non-malleability and the proof of a correct
candidate choice are publicly verifiable.

The messages from the voters to the bulletin board have to be sent via an anonymous
channel. Such a channel can be achieved by employment of a MIX-cascade. To
guarantee a permanent secrecy of the votes, the messages from the voters have to be
secured by enabling voters to cast ballots in public places or from any point of the net.
Thereby, the votes are mixed with other ones even if the encryption and thus the
anonymity of the MIX-cascade is broken.

2.4 Tallying

Votes without a valid zero-knowledge proof of non-malleability or without a valid proof
P are ignored. According to a predetermined policy, the votes are ignored that have been
cast together with equal credentials, i.e. equivalent credential ciphertexts. That means
that at most one vote per credential will be tallied. To decide whether two ciphertexts are
encryptions of the same underlying credential, a pairwise plaintext equivalence test (cp.
[JJ00]) is used. Afterwards the votes pass the verifiable robust decryption-MIX-cascade.
Thereby, the parts of the message that include the credential and the vote are not
separately but synchronously permutated. The output of the MIX-cascade is a randomly
permutated list of pairs, each pair consisting of a plaintext-vote and a credential. The
credentials are compared with the list " of authorised credentials. Votes without valid
credentials are deleted. The remaining votes are publicly tallied.

3 Criteria and Analysis

Up to now there have been no common criteria for democratic electronic elections. But it
would be wise if the electronic elections fulfil at least the requirements that are set on
conventional secret ballot elections. In addition there are some further requirements that
derive from the media (e.g. correctness, verifiability, non-malleability and coercion-
resistance).

The described voting scheme fulfils all the demands that are put up for traditional secret
ballot election and to a great extend the requirements that have been set up for electronic
voting schemes so far.

3.1 Authorization, Unforgeability, Single vote

The verification of the authorization and the unforgeability of votes are guaranteed by
comparing the credentials with the list of valid credentials. After the registration the
valid credentials are anonymised and published via a verifiable MIX-cascade. With this
list, everybody can check if a message comes from an authorized voter, but it is
impossible to find out from which one. Unauthorized messages are ignored.
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The unforgeability of votes is based on the security of the scheme used to encrypt the
credentials. Such public-key encryptions are not indefinitely secure. On the other hand
one does not need a perfect secure encryption (i.e. a one-time-pad) as a break of the
scheme is only advantageous for an adversary in the period before the actual tallying.

If only the first cast votes with correct credentials are considered for the tallying and
later submitted votes of the same voter are declared invalid and are erased, then it is
guaranteed that one voter can only cast one valid vote.

3.2 Verifiability

As the bulletin board is publicly readable, everybody can prove the non-malleability
(independent vote-creation) and that the votes contain valid elements of the candidate
list. The plaintext-equivalence-tests for the encrypted credentials to prevent double-
voting are also publicly verifiable. During the tallying the votes are sent through a MIX-
cascade and decrypted. So the actual tallying can be done by everyone. This means that
the verifiability of the voting schemes derives directly from the verifiability of the MIX-
cascade.

3.3 Correctness

The correctness of the tallying is guaranteed if all voters are able to cast the vote of their
choice, i.e. all voters can understand and check the encryption of the observer. This is
ensured by the designated-verifier- and the witness-indistinguishable-proof, the
verifiability of the MIX-cascade and the public tallying of the plaintext votes.

3.4 Honesty, Robustness

A dishonest voter is not able to submit an invalid vote that is accepted and tallied. On the
one hand he has to include a proof, that the cast vote contains a valid candidate choice.
On the other hand the votes are decrypted and invalid votes will be ignored.

It is due to the verification of each action of each MIX-Server that fraudulent authorities
can be identified and excluded. As long as there are not more than a certain threshold of
dishonest MIX-servers the election can be completed without them. Therefore the voting
scheme is robust.

3.5 Expenses

The complexity of communication depends on the used proofs, i.e. the designated-
verifier proof, the zero-knowledge-proof of non-malleability and the witness-
indistinguishable-proof of the valid choice. These proofs can be efficiently implemented
and the communication costs are independent of the number of authorities as well as of
the number of candidate choices.
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The registration can be done for several elections. The efforts on the side of the voters
are acceptable.

3.6 Anonymity

The anonymity of each voter is guaranteed if the used credential cannot be traced back to
the voter. That is the case in this voting scheme, as the votes are cast via an anonymous
channel (MIX-cascade) and the voters can cast their votes from any point of the net. It is
impossible to find out which choice a voter has made, even whether a specific voter has
cast a vote.

Only those who know the credential of a voter prior to the tallying may find out if'a voter
has submitted his message. Assuming that the used encryption would be broken anytime
after the tallying, then the credentials and the anonymous channel still conceal the
relation between the votes and the voters - as long as the voter has not given his correct
credential away prior to the tallying.

3.7 Independent vote-creation

It is impossible to copy a vote of another voter, because he has to prove in zero-
knowledge that he knows the randomness used to encrypt the vote. Due to the non-
malleability (i.e. chosen-ciphertext-security) of the encryption, it is impossible for an
adversary to cast a vote that bears a known relation to a vote of another voter.

3.8 Coercion-resistance

The voting scheme is receipt-free, i.e. it is impossible that a voter creates a receipt which
indicates his choice. If he was able to create one, he would be coercible or corruptible. It
is even thinkable that the voter is controlled by an adversary and casts the vote the
adversary wants him to. As long as he uses a fake credential, this vote will not be tallied
and the voter can still cast his vote he wants to. In addition to that, the scheme is secure
against a randomization attack as it is possible in [HS00], because only one candidate
choice has to be encrypted to construct and cast a vote. It is not even noticeable if a voter
has cast a vote and that is why it is impossible to force a voter to abstain from the
election. Therefore the scheme is coercion-resistant.

4 Conclusion

The electronic voting scheme fulfils the requirements set on democratic electronic
elections in section 3 including coercion-resistance.

If the encryption-key of the authorities was compromised, the pseudonymisation would

guarantee the secrecy of the votes, unless the voter publishes his pseudonym before the
actual tallying takes place.
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The observer does not fulfil the "classical" tasks of an observer (cp. [CP92] and [CP93])
but it rather serves as a convenient and secure transport.

If an adversary forces a voter to hand over his observer, then the voter can give him a
wrong PIN. That results in the fact that the observer uses the fake-credential. The voter
is able to vote without observer even if the adversary has tried to vote with his observer
before.

By using the encryption of credentials and the MIX-cascade for the generation of the list
of authorised credentials, we can omit one of the time-consuming plaintext-equivalence
tests during the tallying.

Only the plaintext-credentials have to be compared.
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Abstract: The principles of equality, secrecy, security and transparency apply to
any democratic election system irrespective of whether paper ballots, mechanical
or electronic means are used to conduct the election. All these principles were
mandated as requirements, designed into, and successfully operated as features of,
eVACS®, the electronic voting and counting system used since 2001 by the
Australian Capital Territory Electoral Commission. How eVACS® achieves these
requirements is described in this paper, with particular emphasis being given to
security and transparency and the approaches adopted to ensure verifiability via
electronic audit trails.

1 Introduction

All democratic election systems have many features in common no matter where a
particular system is applied.

In the UK [Wa02], six principles were initially identified as forming the minimum
requirements of a democratic election procedure. Public consultations established wide
community support as well as leading to their simplification to three principles.

1. the doorkeeper principle: - Each person desirous of voting must be personally and
positively identified as an eligible voter and permitted to complete no more than the
correct number of ballot papers.

2. the secrecy principle: - Admitted voters must be permitted to vote in secret.

3. the verification, tally and audit principle: - There must be some mechanism to
ensure that valid votes, and only valid votes, are received and counted. The system
must be sufficiently open and transparent to allow scrutiny of the votes and
subsequently the working of the political process.

More recently three democratic values were identified as being essential to any voting
system adopted in the USA [To04]:

- 181 -



1) equality (of political participation), including racial equality; multi-lingual access;
disability access; inter-jurisdictional access (or no differential treatment to voters
based on the county or jurisdiction where they reside);

ii) security (the resistance of votes and vote totals to fraud and other forms of
manipulation); and

iii) transparency (the capacity to produce auditable results in which both candidates
and voters can justifiably have confidence).

These values or principles of equality, secrecy, security and transparency, apply to
any democratic election system — no matter whether the election is conducted using
paper ballots, mechanical or electronic means. Exactly these requirements were
recognised and specified in 2000 for the electronic voting and counting system
eVACS®, successfully used by the Australian Capital Territory (ACT) Electoral
Commission in the 2001 and subsequent ACT Legislative Assembly elections [E102]
[E105]. Descriptions follow on how eVACS® ensures equality, secrecy, security and
transparency with particular emphasis on the approaches adopted to ensure verifiability
via eletronic audit trails.

2 Equality

The voting set-up is identical for all users. For the vision impaired, or voters with poor
reading skills, audio is provided and, if required, a larger screen. Privacy is maintained
by the use of a headset, with voters able to use their own headset or a disposable one.
The use of a (special) keypad to record choices/preferences enables voters with a range
of physical impairments to vote without assistance. For preferential or proportional
election systems in which voters are required to indicate a sequence of numbered
preferences, selection of a candidate automatically assigns the next number in the
sequence ensuring there are no missing or repeated numbers. Thereby ensuring voters
do not unintentionally vote informally.

Other features addressing equality include instructions being provided in the voter’s
language of choice, as well as the local language of the region, using any alphabet or
character set. If permissible by law, voters are able to vote away from their normal
polling place. The hardware can be placed to give voters their choice to either sit or
stand to vote.

3 Secrecy
Vote secrecy is maintained in five ways. First, the voting screen is positioned so that no
other person is able to see a constructed vote. Second, the system fits in a normal

(cardboard) voting booth. Third, for the standard arrangement no noise signals are
emitted to alert anyone else as to how a voter may be voting.

-182 -



Fourth, because voters ‘navigate the electronic ballot’ using the keypad, it is extremely
difficult for anyone else to be able to discern who is being voted for. And fifth. a voter
can ‘hide their vote’ if they need to seek assistance from an official.

In addition, all of the equality features (described in Chapter 2) increase the number of
people who can vote without assistance, and thereby vote in secret.

4 Security

Security involves a number of design and operational aspects covering software and
hardware, including a log of all activities. Automated set-up arrangements ensure that
an election is run from a series of auditable write once CDs, and on loading the software,
the hard disk/s are reformatted thereby removing any existing operating system and other
software. Limited functionality, for voters and officials, means software cannot be
modified during an election.

At the polling place each voter is randomly assigned a barcode, from a restricted set of
barcodes internally generated by the system. The barcode determines in which election/s
a voter is eligible to vote, ensures only completed votes are stored, and identifies
incomplete votes if the network is disrupted. Whether a barcode has been used is
checked automatically before voting commences and may also be checked manually.

All votes are cast in a public polling place over an isolated LAN with votes only stored
on physically secure voting servers. No votes are stored on voting machines used by
voters. The votes are stored simultaneouslyin two separate databases to guard against
loss of votes due to hardware failure. Additionally, the outcome of a rerun in sequential
order of voter keystrokes must match with the voter’s choices before a vote is recorded
and stored. Downloading of votes at the end of polling requires password and
encryption keys, not transmitted to polling place officials until after polling closes.
Votes are encrypted and downloaded to two write once CDs with checksum. Both disks
have to be loaded into the counting server and match the checksum.

The combined auditing and internal security features ensure a court is able to verify the
CDs that were used for a specific election, and that the election result is accurate and has
not been tampered with in any way.

4.1 Security of hardware
The election software runs on any hardware that supports the Linux operating system.
The degree of in-built security of hardware can vary significantly between equipment.

Consequently, there is an emphasis on maximising security via the software with
physical security an added feature where available.
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Used in the 2004 ACT Legislative Assembly Election, the ROC - Rugged Operations
Computer - specially designed for electronic voting [Ro04] [EI05], provides advantages
over standard PCs in respect of ease of set-up and use, as well as better protection
against external damage from liquids, solids, heat and physical damage. Each polling
place LAN network is also physically protected against attempts to break into the
system.

5 Transparency

In paper based voting systems transparency is managed by having observers/scrutineers
present at different stages of the voting and counting processes, such as: empty ballot
box and then securing (eg by sealing or locking) the box at the start of polling; ballot
boxes remaining secured until after close of poll; only those people who actually attend
the polling place are marked off the electoral roll at that polling place; assistance to
voters incapable of marking their ballot paper by themselves; only voters place the
appropriate ballot papers in the ballot box during polling; emptying of ballot box at the
close of polling; counting of ballot papers after close of poll; secure transportation and/or
storage of the votes; and recounting of votes.

Electronic voting and counting must, by necessity, change the nature of scrutineering,
but computerising the voting and counting processes ought not prevent elections from
being transparent, nor prevent scrutineers from observing all aspects of the voting and
counting processes. “A computerised voting and/or counting system is in essence a
series of mechanical steps, facilitated by computer hardware and computer programs. A
thorough understanding of the way in which the hardware and programs work — the
electronic trail — should serve to demonstrate that the system is transparent, and in
particular, that ‘what goes in is what comes out’.” [Gr03]

There are some activities of scrutineering that are outside the scope of electronic voting.
To ensure the anonymity of votes there can be no connection between the voter’s details
and their vote. Any system for marking people off the electoral roll (either paper or
electronic) must be independent of the voting and counting processes. Hence, the
observation process to ensure only eligible people vote continues independently of
eVACS®.

As with paper ballots, transparency in an electronic election has a number of stages,
grouped into five levels, none of which is sufficient by itself to demonstrate the required
transparency for an election. Each level of transparency must be completely fulfilled.

In the first level of transparency code is available so others can assure themselves that
the software does what it is meant to do and nothing else. The Electoral Commission
arranged for independent auditing of the software code used for acceptance testing and
then in an election. The audited code was released publicly.
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After the 2001 election, researchers from the Australian National University
independently verified the counting algorithm and replicated the results of the 2001 ACT
Assembly election.

The second level of transparency requires the correct operation of the vote recording and
paper ballot data entry processes, and votes counted accurately according to the specified
election system. Extensive testing prior to the software being put into service was
undertaken, plus acceptance testing by the customer prior to auditing with
representatives from political parties and disability groups observing.

For the third level of transparency, the software used for an election can be shown to be
exactly the same software that passed first and second levels.

The fourth level of transparency involves Officials demonstrating the in-built features of
the closed system ensure the limited functionality cannot be tampered with during use in
an election, there is an empty electronic ballot box at start of election, the number of
votes (formal/informal) in electronic ballot box, the initial results (for specific polling
places), and secure downloading of votes. Downloading of votes is security controlled
both to download and when uploading into counting server with encryption of votes,
password access and checksums on CDs.

To achieve the_fifth level of transparency voters and officials have to be confident that
none of the recorded votes are lost, and that only completed votes are recorded.
Activities to meet other levels demonstrate the former, while the barcode provided to
each voter is used to start and end a voting session and ensure only completed votes are
recorded.

In addition, there must be a well-documented ‘electronic trail” with all the development
artefacts and code available for independent auditing, and the source code published for
examination by interested persons.

On the introduction of computer technology as applied to electoral matters in Australia,
the then Commonwealth electoral authority’s explanation for its reluctance to move too
rapidly into computers in 1982 was: It is absolutely essential not only that an election
system be fair, but that it is seen to be fair. The safeguards built into the current system
are the product of many years of experience. The full-scale introduction of a new, and
much more complicated system could create opportunities for illicit interference, or
allegations of such interference, with the electoral process. A completely new security
process would have to be developed — one which would be acceptable to the electorate,
the candidates and the political parties. (op cit Hansard V.129 1982 1614). [Mc01]

While new steps in computerisation of the election process have subsequently been taken each year, they have
not been submitted, step by step, to parties and candidates for open debate, let alone to the electorate (page
166 of [Mc01]).
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In Ireland the Commission on Electronic Voting in its first report [Ir04] was unable to
recommend use of the chosen electronic voting system because the accuracy and security
could not be established as: 1) there was not sufficient time to fully test the system, ii) the
full source code had not been made available, iii) the version to be used was unknown
and therefore the accuracy of the system could not be certified, and there were concerns
that secrecy of the vote might be compromised.

In marked contrast, the development and introduction of electronic voting and counting
in the Australian Capital Territory occurred with public participation. eVACS® was
developed after direct public consultation had led to legislative changes to enable
electronic voting and counting, undertaken in association with a Reference Group (with
representatives of candidates, political parties and the public) whose members were able
to participate in the acceptance testing, and the source code released for public scrutiny
before use in an election.

Apart from ensuring a completely transparent electronic trail, elimination of
opportunities to tamper with election results is another benefit of electronic voting.
Opportunities such as ballot box stuffing, completed ballot papers from a polling place
being “lost” and completed ballot papers deliberately inserted in the wrong stack for
counting.

Electronic votes cannot be prepared in advance; voting must occur at the polling place
and under the direct observation of others. The period when electronic voting is
available at any polling place is logged by recording the time whenever the system is
activated (start voting) or deactivated (stop voting). A unique barcode must be obtained
for each electronic vote.

Electronic votes are stored in duplicate on the voting server at a polling place. The votes
are downloaded twice onto separate write once CD-ROMs with a checksum. Details
from both CDs are loaded into the counting server and confirmed with the checksum
before the votes are added to the counting database. The only option for downloading
votes is to download all votes stored on the voting server. Votes for a particular polling
place can only be added once to the counting database. A report is available of polling
places from which votes have not been imported into the counting database.

Once confirmed by a voter, the limitation of functionality means there is no way to
interfere with the content of an electronic vote. There is no means to change the
counting program once a specific election has been set-up.

5.1 Recounts and petitions

Recounts were introduced to address the known failings with manual counting of votes,
and usually occur when the result of an election is very close. Either the electoral
agency or a candidate may seek to have the votes recounted. Also, in some jurisdictions
there is a mandatory requirement to recount a proportion of all votes to check the
accuracy of the manual count. Whereas in other jurisdictions, a candidate, a voter or the
electoral agency may dispute the validity of an election via a petition to a court.
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Electronic voting and counting has significant impact on the conduct of recounts and for
contesting election outcomes in the courts. The demonstrable accuracy of electronic
voting and counting avoids the unnecessary recounts when election results are close.
Mandated recounts are not practical with electronic voting, although a random set of
votes could be printed and counted manually with less accuracy. With petitions, the
issues are not ones of ‘who did or did not do what’ or ‘what was permissible under the
election legislation’ but whether the computer program used met the appropriate
standard of accuracy, reliability and trust. The transparency has to enable a court to
independently establish the accuracy, reliability and trust in the election system.

5.2 Electronic voting and voter verifiable audit trails

There is no question about the need for voter verifiable audit trails with electronic
voting. However, as per [To04], a “voter verifiable audit trail’ is not synonymous with
‘paper ballot replicas’.

Voter verifiable paper audit trails are often cited as the solution to addressing problems
encountered with electronic voting in the USA. Yet as has been shown [To04] [EI05],
whether a voter verifiable paper audit trail is both a practical solution and an effective
means of preventing fraud is highly questionable. For example, the tape for a voter
verifiable paper audit trail system used in Clark County, Nevada, USA, contain 64 voter
verifiable paper ballots from one voting machine, is a strip of 10cm (four inch) wide
paper, just under 120 metres in length (318 feet) and “it took a four person team - one
counting votes, one verifying and checking for errors and two recording results — about
four hours to check one tape, or nearly four minutes per ballot” (photograph in [e005]).
The ability of election officials to accurately determine election results under such
circumstances becomes a costly exercise in checking and cross checking.

The USA is not the only country where concerns have been raised about the electronic
voting system used. Others are Brazil [Re03] and the NEDAP Powervote system trialled
in Ireland [Ir04].

There are some who believe no electronic voting system can be trusted and therefore a
paper audit trail is absolutely essential [Me01]. Yet others caution against sacrificing the
voting rights of disabled voters and non-English speaking citizens in order to achieve the
admirable goal of enhancing election security and transparency [To04]. A voter
verifiable paper audit trail is obviously not an option for the vision impaired, poor
readers, or voters who cannot read the language of the print out.

Not all the issues raised with electronic voting have been about ensuring votes are
recorded accurately at the polling place. There have been reports of vote databases
being accessed by the public, uncertified software being used, bug fixing occurring
during an election, and equipment being certified without meeting certification
requirements [Bl05]. With an appropriate ‘voter verifiable audit trail’ none of these
issues should eventuate.
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All of the concerns with electronic voting have arisen where there has been no
transparency of the software used nor any serious attention to security issues prior to
implementation of the system. In contrast, with eVACS® all of these issues were
addressed before the system could be used in an election.

6 Voting is not everything

Maintaining democratic values does not simply apply just to the voting process. The
third principle (see Chapter 1 and [Wa02] and [To04]) is to ensure that only valid votes
are counted and that the counting process is auditable and transparent. Incorporation of
this requirement starts with the set-up for a particular election, and applies equally to all
other phases of the election process.

One of the major benefits of electronic elections is the speed at which election results
can be determined. To achieve these benefits though, all votes need to be available
electronically. Wherever postal voting or the equivalent is available not all votes will be
recorded electronically, so there is need for a module that will convert paper votes into
electronic votes. Ensuring the same level of accuracy and trust, as for electronic voting,
in this conversion process is absolutely critical to ensuring only valid votes are counted.

Having a fully auditable process throughout all phases of an election therefore means
that features of transparency and security have been applied to all modules of the
eVACS® system, as well as to the interconnections.

6.1 Set-up election

Reference is made in Section 4 to an election being run from a set of auditable write
once CDs, and to limited functionality such that the software cannot be modified during
an election. In practical terms, the auditable set-up election CD is loaded on to a
standalone PC — the set-up election server, and the hard disk reformatted. The set-up
election server is then used to generate the voting server and data entry/counting server
CDs for a specific election. All CDs are treated with the same degree of protection as
ballot papers when being transported but in addition have in-built checksum and
encryption features to ensure what was downloaded from one part of the system is
identical with what is loaded into another part of the system.

eVACS® is referred to as a ‘closed system’ since there is no interaction with any other
software.

6.2 Entry of non-electronic votes
The original eVACS® uses a data entry process for incorporation of non-electronic votes

with double entry of the paper ballot details and separate authorisation for editing when
entries do not match. Scrutineers are able to observe the entire process.
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Developments in scanner technology since 2001 mean there may be an alternative to
data entry for managing non-electronic votes, but with two issues that need to be
addressed. First, scanning of all paper ballots is not always achievable, and second,
particularly when preference numbers are written, not every paper ballot can be scanned
with 100% accuracy. As a consequence an auditable and traceable editing process
equivalent to that provided for data entry in eVACS® is necessary to ensure that only
valid votes are entered and counted.

6.3 Counting and reporting

Counting has different facets that must all be proven to be auditable and transparent: the
actual counting algorithm; the process by which electronic votes from different sources
are merged for counting; and the actual reporting of results.

Counting algorithms don’t just count votes. They determine which votes are valid (or
formal) votes. Also, they may need to cater for different interpretations of vote
information from votes received by a candidate who dies before the election results are
announced. Additionally, when two or more candidates receive the same number of
votes there may be a formal separation process that needs to be initiated during the
counting process.

For many elections, votes from a number of sources such as different polling places, or
electronic and non-electronic votes need to be merged for counting. Ensuring that votes
can only be included once is critical to undertaking an accurate count.

Another, often overlooked aspect is the potential for manipulation of results after a count
has been undertaken. It is important that the results are not accessible before printing the
official election results.

7 A final comment

As with any new development, lessons are learnt from use. In the reviews of each of the
2001 and 2004 elections, enhancements were recommended [E102] [E105] and agreed by
the ACT Government [E103]. What is significant about these enhancements is that none
sought to change the basic equity, secrecy, security and transparency features designed
into the system.

The 2001 recommendation to improve ‘the set-up process to automate the loading of
election details, particularly candidate names and sound files’ was implemented by
establishing the set-up election module which turned eVACS® into a ‘closed system’,
thereby further enhancing security.
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Abstract: This paper draws attention to the need of a systematic socio-technical
approach to introducing electronic voting and presents early results from a pilot
project conducted by the Provincia Autonoma di Trento, Italy. Main features of
this experience are the constant monitoring of the social impact and the
development of a technological solution in accordance to the suggestions provided
by the users themselves. We recommend that no sudden switch to a new form of
ballot should be imposed on electors but rather that research is to be fostered in
order to uncover and preserve the traditional and symbolic connotations embedded
in the act of voting.

1 Introduction

At the time being, the Italian ballot system consists of a paper-and-pencil method and
electors are allowed to vote only in the section where they are registered. The vote is
expressed by drawing a cross on the symbol of the party and by — eventually — writing
down the names of the candidates. During the count contentions do arise, among other
reasons, due to the misinterpretation of ballots that are not clearly written or ballots that
seem to have been purposely marked in order to be recognized. Citizens who are
physically impaired have their vote cast by a person they trust, as no technological
support is available to help them vote on their own.

In order to overcome these obstacles as well as to keep the democratic process aligned
with the development of e-society, new forms of voting are being considered by the
Provincia di Trento which, because of historical and political reasons, benefits from
special autonomy status in respect to other Italian areas and can determine by its own
legislation how the Council and the President of the province are elected. Such a peculiar
condition is favouring a boost in the development of e-government, including a thorough
study of the possibility to introduce e-vote for local elections: this project, named
ProVotE, was set up since December 2004 and aims at crafting a voting machine that,
complying with the standards indicated by the Venice Commission [Ve04], is accepted
and easily employable by electors regardless of their age, sex, education and confidence
in the use of technology.
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2 A systematic approach

ProVotE is characterized by an on-going round-table' where representatives of the
Provincial Electoral Bureau, researchers from the Centre for Scientific and
Technological Research (IRST) and from the Department of Sociology and Social
Research of the Universita di Trento meet on a regular basis to share developments in
each area of expertise and plan systemic activities aimed at testing electors’ reactions to
a likely, but yet to establish, switch from paper-and-pencil to electronic voting. In the
light of the key role played by the study of the social impact, we designed a set of
investigations spread over one year in order to get the clearest picture of citizens’ beliefs
and attitudes toward e-voting before and after the two field tests that took place in May
and November 2005.

We define social impact as any change occurring in the symbolic order or in the concrete

behaviour of a population in consequence of the exposure to an external stimulus. In

investigating the social impact of the introduction of electronic voting we had to

consider people’s attitudes, expectations, fears and practices before they even heard of

the possibility of e-voting in their own area, during the field tests and some time after

these trials. The research plan included:

- 8 preliminary focus groups to explore practices and habits related to voting;

- over 2500 telephone interviews to uncover attitudes toward electronic voting and
assess the technological ability of the population;

- 160 supervised trials aimed at investigating man-machine interaction by means of
both questionnaires and ethnographic observation;

- monitoring of turnout to open trials held in the towns chosen for the first field test;

- a large scale field test in five towns alongside local elections — involving 6950
participants — and a smaller scale follow-up field test with 336 electronic voters;

- analysis of electoral data and comparison of electronic and paper-and-pencil results;

- 1200 telephone interviews four months after the tests to compare attitudes and
motivations of those who tried electronic voting and those who did not.

This paper offers a brief account of the main empirical results of the research activities

summarised above and underlines the importance of integrating the technological with a

sociological perspective, which considers the feedback provided by the end users of

electronic voting systems.

! The authors acknowledge the support received by the Provincia Autonoma di Trento, especially by the
Director of the Electoral Bureau, Patrizia Gentile. We wish to thank Adolfo Villafiorita (IRST) who
coordinated the technological team and Giorgia Fasanelli (CRC Trentino).

As with any large project the results presented in this paper are based on the joint work of several people:
Andrea Cossu, Lodovica Simionato, Elisa Fanelli analysed qualitative data; Enzo Loner, Cristina Margheri,
Michela Frontini analysed surveys.
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3 Transition to electronic voting and citizen participation

3.1 The sense of voting and the practices related to elections

The socio-anthropological literature describes the activities associated with elections as
rituals which enhance the sense of belonging to a civic community [Ed64; Ke88]. Little
has been said, however, about the intrinsic value and significance of the act of voting
from a subjective standpoint: the sense of “having one’s say”, as well as the body of
practices related to the expression of the citizens’ will, appears to have been widely
neglected. A preliminary “qualitative” study was therefore aimed at unveiling the
entangled mixture of symbolic and material elements that come into play in the
apparently ordinary act of casting a vote.

The focus groups portrayed a rather customary and standardized schedule of the day of
elections: people show preferences about the time of day devoted to voting (i.e: early in
the morning or late at night to fit with Sunday outings, rather than just before or just after
Holy Mass); which might result in queues and a potential intolerance towards any
innovation, should it imply a longer time to mark the ballots. The habit of going to vote
together with relatives also appears to be rather widespread, in the main if going to the
polling station requires a means of transport: the presence of younger people in family
groups going together to cast their ballots might then be crucial to reinforce institutional
tuition and to bridge the technological gap between generations, should electronic voting
be extensively introduced.

More considerations pertain electors’ awareness of their ability to vote “properly”:

whereas paper ballot is considered an easy, automatic act in which the chance of making

mistakes is minimal, the idea of voting electronically evokes more perplexities. The

perceived social impact can be summarised in the following key issues, which need to be

taken into careful consideration, as beliefs often anticipate or even modify the course of

future events:

a. interviewees believe that e-voting will have no effect in increasing the turn-out

b. interviewees fear that costs for elections will increase, compared to paper ballots

c. interviewees project their worries onto a specific segment of population (senior
citizens) and fear that this social group might be, though indirectly, deprived of the
right to vote

d. interviewees reckon age will impact more than educational capital or technological
ability

e. a general distrust in politics and a feeling of uselessness of one’s vote are often
expressed, which, according to the interviewees, might result in an apathetic or critical
attitude toward innovations in such a delicate matter.

Nonetheless, the informants (especially the youngest) also brought evidence of some
hindrance experienced in the choice of candidates with the paper-and-pencil method: this
requires to write down the names properly and correctly to avoid having the vote
invalidated, which gives rise to frequent undervoting.
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Some practices related to paper voting emerged, such as the frequent use of facsimiles,
which are mailed by candidates and show how to fill in the ballot. In the light of such a
habit, keeping the visual layout of the touchscreen consistent to that reproduced on paper
does not require a major change in the electors’ expectations and is welcomed by all
interviewees.

A surprising result of this preliminary investigation relates to the citizens’ opinion about
the use of a printer that allows electors to verify their ballot [e.g. Me02]: unexpectedly,
they seem to consider it an unnecessary token which does not fit with the idea they have
of “electronic” voting. They argue that the cost of printing and counting ballot proofs
will equal or exceed the expense of traditional ballots without suggesting the same
feeling of control and trust that the paper offers.

At the same time it is important to stress that the confidence of electors in the traditional
procedure is also influenced by the fact that anyone has the chance to be a scrutinizer or
a list representative and therefore to be protagonist and witness of the entire process: the
switch from material to “immaterial” practices seems to deprive the community of the
direct contact with the ballots.

By interviewing the scrutinizers, further evidence related to the need of trust also

emerged:

a. trusting that one’s ballot is personal and secret (thus guaranteeing one’s freedom of
choice)

b. trusting that each and every vote is actually counted (i.e., not “thrown away’’)

c. trusting that the ballot count truly respects the voter’s will (also by being available for
further controls and re-counts)

The board of scrutinizers appears to be a peculiar kind of organization, in the sense that
it is formed and disbanded on the same day of elections: it learns to optimize time and
procedures while already in action and often shows more flexibility and discretionary
power than it’d be strictly allowed by norms and legislation, in order to prevent mistakes
due to fatigue or lack of attention. Its “professional culture” is easy to acquire and
available to almost anyone: the practices related to casting a ballot become, in the course
of election day, a well-oiled “machine”. When this voting machine works, be it paper-
based or electronic, it should become sort of invisible: its efficiency and its acceptance
by the citizenry is signified by its disappearance in the sense that it becomes a routine
taken for granted, and not an “issue”.

At present, the complex and time-consuming bureaucratic procedures related to data
management are described as cumbersome and old-fashioned: a simplification of the
procedures related to electors identification, ballots count and register filling would
definitely be welcome.
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Above all, both scrutinizers and citizens explicitly and implicitly stress the need for

adequate information: switching to electronic voting implies a significant change in a

long established and framed routine. A new habit has to be created from scratch and it

cannot be learned “by trial and error” as one might find acceptable in other technological

settings. To smooth the transition to e-voting this preliminary study suggested that:

o the touchscreen should show some continuity with the paper ballot to reduce the need
for cognitive re-adaptation;

o appropriate instruction should be ensured to both electors and scrutinizers: their
confidence with the new system can be enhanced by open trials;

o special consideration should be granted to senior citizens: the care that institutions
show towards this group will be reflected in the appraisals of many others.

3.2 Are we ready to vote electronically? Attitudes and technical skills

Alongside the “qualitative” investigation, a preliminary ‘“quantitative” survey was
carried out by means of telephone interviewing to assess the interest of the population in
changing the voting procedures. The sample (2561 respondents) was representative of
the adult population of Trentino, controlling for age, sex and geographical distribution.
The aim of this study was to consider attitudes towards electronic voting as well as
practical technological ability. The latter was measured by an index created on the basis
of statements related to the use of common electronic appliances requiring skills similar
to those needed for e-voting. Approximately 10% of the respondents turned out to be
barely familiar with technology and a further 6% to be very unacquainted with menu-
like procedures. Those who might be impaired in the use of electronic means are mostly
elderly people, retired, with no or very little education. The attitudes toward electronic
voting, or rather, to whatever the respondents thought electronic voting to be (as they
had never experienced it in elections), are summarised in Figure 1.

How much do you agree with the following ? %
» Voting procedures should inevitably be changed, sooner or later 70,3
o Electronic voting is a good idea, but I believe it’d be difficult to implement 58,2
» Electronic voting might eliminate contentions in interpreting voters’ will 55,9
o Electronic voting might increase abstentions 54,4
o Electronic voting might lower the mistakes that today cause ballots to be invalidated 53,2
o Electronic voting is a dangerous solution as it’d be prone to vote tallying that can’t be easily demonstrated 42,0
o With electronic voting there’d be no tangible proof of my vote 36,5
» Electronic voting wouldn’t fully guarantee that the ballot is secret 36,1
o People are ready to switch to electronic voting 28,2
o I don’t trust technology and therefore I don’t trust electronic voting 27,9

Figure 1: Attitudes toward electronic voting (% of answers “agree” and “strongly agree”, n=2561)

These attitudes confirm some of the beliefs already found via the focus groups, such as
the fear that some segments of the population might not be ready to vote electronically,
thus increasing abstentions; the desire that certain common mistakes and controversies
will be eliminated and a feeling of the inevitability of change. However, citizens are on
the whole in favour of voting electronically even in the near future, as Figure 2 shows.
It’s mainly professionals, students, educated people approximately below 50 years of age
who are enthusiastic about e-voting (more than 65% are in favour), whereas elderly,
retired citizens with no education show very little interest (less than 40% are in favour).

- 195 -



very against no answer very in favour
11% 3% 19%

against
11%

in favour
37%

indifferent
19%

Figure 2: “Should electronic voting be adopted for the next provincial elections, would you be in
favour or against this idea?” (%, n=2561)

The voters’ openness toward voting electronically in the next elections appears to be
more related to their attitudes than to specific socio-demographic characteristics: sex,
social class, education and even age have little or no impact on the will to use an
electronic ballot, when technological ability and attitudes are controlled for. Young
people are more inclined to technology but seem to be little interested in politics; on the
other hand, senior citizens are less confident with electronic methods but are very
motivated towards participating in elections, as they feel it to be a duty, not just a right.
Education level has a limited direct impact on the will to vote electronically: only those
who received no education, controlling for age and technological ability, are
significantly less in favour. The size and the level of development of a town also have,
perhaps unexpectedly, almost no influence: this indicates that smaller, rural and
peripheral locations are likely to accept a switch to electronic voting at the same pace as
urban areas, despite being conditioned by more “traditionalism”. What really determines
the acceptance of electronic voting is the image of the strengths and pitfalls of the
system: trusting or distrusting this unknown and never experienced means being the
most powerful incitement or deterrent.

The quantitative preliminary study also suggested that:

o citizens are generally in favour of adopting electronic voting and their expectations are
mostly positive, though some doubts remain and should be cleared before this new
method is adopted;

o the fear of not being ready for the change is challenged by the widespread use of
electronic appliances that require skills similar to those necessary to vote
electronically;

o for a campaign to introduce e-voting to be successful, it should stress the benefits and
assure electors that safety is guaranteed;

o voting machines should be adapted to the electors’ needs (rather than expecting
electors to adapt to voting machines) and citizens should be aware of this effort.
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Once a prototype of the voting machine was ready, trials and simulations were organized

in the five towns chosen for the first large-scale field test scheduled to be performed

during local elections. To try the electronic ballot with the most disadvantaged social

group, a sample of 80 senior citizens was randomly chosen from the registries, ensuring

that their educational level was very low or null; a reference group of further 80 young

and middle-aged people was also invited to the tests, on condition that they possessed at

most a high school diploma. Participants in the simulation filled in a questionnaire

before and after the trials and were video-recorded during the test. As a result:

o the visual layout of the screen, i.e. the position of “buttons” and the size of characters
was modified

o the choice of preferences and, generally speaking, man-machine interaction, were
optimized by observing how people “naturally” tend to cast a vote by means of a
touchscreen.

The flyer with instructions for the correct use of the new form of ballot were also

submitted to non-experts for concept-testing via focus-groups and in-depth interviewing.

This complex but continuous exchange between the efforts of the technological team, the
law standards required and guaranteed by the electoral bureau and the contribution of
citizens themselves helped to develop a low-impact system which was ready to be put to
trial in May 2005.

4 Trialling electronic voting: evaluation of the social impact

On May the 8th, 2005, elections took place throughout the province of Trento to choose
town mayors and councillors: this turned out to be an excellent occasion to try on a large
scale the electronic voting system that had been developed. Such an opportunity had no
legal value, as electors were invited to test the new form of ballot after they cast the
paper one, which remained the only valid one. The 7782 electors of the five towns
chosen’ for the field test received a letter of invitation and instructions: about 74% went
to the polling station and cast the traditional paper-and-pencil ballot; of those, an average
of 59% (with a peak of up to 80% in one of the smallest towns) tested the electronic
system, too, and were asked to answer a questionnaire after completing the trial.

On the whole the participants were very satisfied with the system (Figure 3) although
some problems were reported, especially in choosing councillors, in modifying a wrong
choice, and in being sure that the procedure was terminated.

% according to a criterion based on their size and geographical location
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quite difficult very difficult
4,3% 0,6%

very easy

quite easy 64,4%

30,6%

Figure 3: “How do you evaluate this new system of voting?” (%, n=5534)

Those who tested the electronic booth are a self-selected sample and it is reasonable to
suppose that people who are very against e-voting were not among them. Nevertheless,
the impression the participants got is altogether positive: 61% would be very favourable
to voting only electronically already in the next provincial elections and only 10% would
be very or quite against it, which is a remarkable result compared to that obtained before
the field test took place (see Figure 2). The effect of exposure to different media on the
perceived friendliness of the e-voting system was also considered and useful advice were
taken up for the calibration of future communication campaigns. Last but not least, this
field test revealed the importance of what we labelled as “scrutinizers effect”, that is, the
key role played by people at the polling station in reassuring and supporting electors,
which leads to a higher turn-out in the electronic booth and a lower number of perceived
impediments.

A second trial, on a much smaller scale, took place in November 2005 on the occasion of
another round of local elections and provided a useful assessment of the modifications
made to the system. Interestingly, in the town where this field test took place voter turn-
out resulted in one of the highest in a ten years span, thus suggesting that electronic
voting and the communication campaign that preceded it caused some kind of
“Hawthorne effect” stimulating the citizens’ curiosity and interest in elections. 89% of
those who cast their ballot repeated their vote electronically (vs. 59% in May): though
the absolute numbers of citizens involved in the two tests are very different (336 in
November and 6950 in May), it is quite clear that greater attention to communication
and to motivating scrutinizers significantly increases the voters’ will to try electronic
voting.
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Voters’ subjective evaluation of the system was extremely positive: none judged it to be
very difficult to use and only 2% described it as “quite difficult” (compare with Figure
3). Electors who experienced some kind of trouble while testing the system relied on the
assistance of scrutinizers whose support from outside the voting booth helped them
overcome difficulties and resulted in a positive evaluation of the trial’. As with the first
test, the respondents are a self-selected sample, which leads to an optimistic bias, but
such a positive result indicates that the experience of using the touchscreen proved to be
much easier than the image of it (as portrayed in Chart 2). The technical effort in
improving the way councillors are chosen also abated the perceived hindrance in
performing this operation, thus highlighting the importance of repeated tests and trials in
“real world” settings to optimize the system according to actual voter-machine modes of
interaction.

At present further studies are being carried out to test for the statistical significance of
the trials on turn-out and on the vote cast, though from a strictly descriptive viewpoint
electronic voting appears not to have impinged on attendance and the ballots
electronically recorded are consistent with the paper ones, having legal standing.

5 Recalling memories: capitalising on the effects produced by the
trials

A post hoc telephone survey on a sample of the citizens potentially involved in the first
field test allowed us to further evaluate the social impact of the introduction of e-voting:
recalling the memory of the elections some months after they took place helps to
understand how much of this experience “remained”. These follow-up interviews were
aimed at monitoring the exposure to an array of media forms used during the
communication campaign and to verify their effect on the decision of participating in the
test. They also provided a useful assessment of the perceived trust in electronic voting:
as Figure 4 shows, interviewees are altogether slightly more favourable to e-voting with
respect to the first telephone interview (compare with Figure 2) and those who tried the
electronic booth first hand are definitely very satisfied. Results for those who watched
others e-voting are also reported, as well as the attitude of the citizens who declared not
to have voted at all.

sample testers watchers non-voters
very in favour : 21% 32% : 12% : 9%
in favour 41% 49% 39% 28%
indifferent 17% 8% 20% 36%
against 14% 9% 19% 12%
very against 7% 2% 10% 14%
N 1206 503 372 146

Figure 4: “Should electronic voting be adopted for the next provincial elections, would you be in
favour or against this?”

3 61% of the interviewees answered to be very in favour, 26% to be in favour, 5% to be against, 2% to be very
against, 6% to be indifferent to adopting electronic voting already for the next provincial elections (#=306).
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Those who tested the touchscreen were also required to provide a subjective comparative
evaluation of the traditional paper-and-pencil system and of the electronic one on a set of
aspects such as user-friendliness, perceived secrecy, facility for interpretation of
electors’ will, proneness to vote tallying ef al. The results show a preference for
electronic voting regardless of sex, age, education and declared level of participation in
elections. Consistently with the outcomes of the pre-hoc survey, favour towards
electronic voting increases with level of education and participation and decreases with
age, whereas paper-and-pencil balloting does not show any clear-cut trend related to
these variables.

6 Conclusions

All through this paper we attempted to stress that studying social feasibility is a central
issue in introducing such a substantial transformation as electronic voting. The impact
of this innovation in a setting traditionally governed by symbolic and material customs is
a very delicate matter that can be faced efficaciously only through the active
involvement of all stakeholders: policy-makers, technologists, but above all citizens. We
suggested a model of action research aimed at facilitating the switch from paper-and-
pencil to electronic ballot, though further study is needed to provide a comprehensive
assessment of the social impact. The results we presented suggest that citizens in the
province of Trento are ready to accept the challenge but they need to be adequately
supported by a communication campaign tailored to the needs of each social group. It is
also important that more trials are conducted to help people get used to the new system
before it is granted legal standing: only by “going local” and by listening to citizens it is
possible to develop a voting machine truly compatible with their expectations and skills.
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Abstract: This paper describes the development of security requirements for non-
political Internet voting. The practical background is our experience with the
Internet voting within the Gesellschaft fiir Informatik (GI — Informatics Society)
2004 and 2005. The theoretical background is the international state-of-the-art of
requirements about electronic voting, especially in Europe and in the US. A focus
of this paper is on the user community driven standardization of security
requirements by means of a Protection Profile of the international Common
Criteria standard. An extended version of this article (20 pages) is published as
technical report by the University in Koblenz (see reference list).

1 The GI and its election 2004

The Gesellschaft fiir Informatik (GI) is a society for computer science with presently
about 24.000 members mainly from Germany. The rules for elections of the bodies of
the GI are formally specified by the GI [GI03; GI04]. Since July 2003, the article 3.5.4
of the constitution of the GI allows the application of Internet voting. Here the
precondition is that the Internet voting system provides the same security level as postal
voting. In all cases where postal voting is admitted the election committee can decide to
give members also the possibility to use an Internet voting system — as long as it is
comparably secure. In summer 2004, the chairmanship (Prisidium) decided unanimously
to offer both, postal voting and Internet voting for the chairmanship elections in
December 2004. The election was successful. As a consequence the persons in charge
decided to apply Internet voting again in 2005 for the election of the chairmanship and
of the executive board of the GI. Until now the GI has voted online twice and plans to do
so again in 2006.

After a market survey the GI chairpersons decided to use the POLYAS system [MMO05]
for Internet voting. The POLY AS system provides two authorization schemes, one based
on authentication with digital signatures, the other employs PINs and user-ids instead.
For better usability and simplicity, election PINs and personal user-ids were chosen for
the GI election. Every GI member received a paper letter with the information material
how to use the Internet voting system. In particular, the letter informed the member, that
the user-id is the GI membership number. The PIN was printed on the letter and
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concealed by an opaque (not transparent) sticker on the letter. The user-id and election
PIN was used for registration. Finally, the letter specified the URL for the Internet voting
system. Every voter who did not want to cast her vote electronically could alternatively
participate by using postal voting.

The GI established a group of security experts to accompany the election and the future
process of Internet voting in the GI. This group examined the specification and the
documentation of the system, in particular with regard to data protection and
manipulations. A main task of the expert group was to develop and enforce ad-hoc
security requirements in cooperation with Micromata.

Micromata has done some minor changes on POLYAS to comply with the security
requirements. Most security requirements could be met by organisational means. On a
technical level, the following features were implemented

= audit proof archiving of the ballots preventing later manipulation of votes;

=  separation of the electoral register from the ballot box; in particular, any shared
marks were removed;

=  SHA-signatures of software packages and result files.

Over 5000 members used the Internet voting system. The participation was significantly
better than in several years before.

2 GI election 2005 — restructuring the security requirements

In December 2004, the Internet voting expert group of the GI decided to develop a
requirements catalogue for ,Internet-based elections in societies”. They agreed on two
preconditions. Firstly, the security requirements must ensure a security level not less
than that of postal voting. Secondly, the catalogue should be short and crisp and should
not exceed six printed pages. Four requirements catalogues were already available and
could be used as a basis for further development: [CoE04; SCC04; PTB04]. After
several iterations, a last version was published in [GIO5].
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The catalogue starts off with some preliminary notes and explicates assumptions under
which any applied Internet voting system must ensure the security requirements. For
example, it is assumed that the voter casts her ballot from an arbitrary Internet device
connected to the Internet. Other assumptions are these: A non-secret name or a
membership number (user-id) is applied for the voter identification. A secret
alphanumeric password (one-time election PIN) is used for the voter authentication. The
electronic ballot box and the electronic election register are installed on different servers.
The two servers are located in different organisations. Postal voting is possible for every
voter who does not want to cast an electronic ballot. The preliminary notes also define
issues which are out-of-scope of the security requirements catalogue. For example, the
candidate nomination and the maintenance of the list of eligible voters are not
considered in the catalogue. Rules for a long-time storage of the election results are not
addressed, either.

The catalogue of 2005 separates the requirements on the system development and on the
election execution from those requirements on the Internet voting system itself. The
requirements on the voting system itself are divided in requirements on the election
servers and on the election software.

The general requirements on the system development contain requirements on the type
and level of details of the system description, the security analysis and the manuals.
There are especially strong requirements on the anonymity concepts. This category
includes requirements on the development process, the system tests and the key
management. The requirements on the election execution contain the distribution of the
election PIN, the election register management and the installation as well as the de-
installation of the voting system. The catalogue requires for the election servers to run a
secure operating system, and to isolate the election software from all other applications.
Only authorized persons may have access to the servers.

For the requirements on the election software the following categories were used.

=  General requirements to an Internet voting system and its security

=  Specific functional requirements to the Internet voting system

= Requirements with respect to the anonymity of votes

=  Specific requirements to ensure a universal and equal election

=  Ergonomic and usability requirements
The general functional requirements include the systems reliability and logging as well
as the guarantee of consistent system states in case of any interruption. Specific
functional requirements refer to the electronic register and to the electronic ballot box.
Requirements with respect to the anonymity specify a secret, equal and universal

election. The last category of requirements on the election software addresses
ergonomics and usability.

- 205 -



3 GI election 2005 — meeting the requirements

On the basis of this agreed catalogue of requirements, Micromata was requested to
explain how the POLYAS system ensures each of the requirements. Micromata has
developed a new major release called POLYAS 2005 complying with the new catalogue
of requirements. The main issues were:

= separation of the two servers, the ballot box and the election register;

=  creation of a third server instance called the validator: the validator signs every
entry of the electoral register before the elections starts; during the voting
process the validator checks this signature of every voter from the register
before it enables the voter to cast his ballot;

= gystem recovery, e. g. after system errors or client aborts during the election;
= detection of manipulations without violating the confidentiality of the ballots;

= several mechanisms to minimize possible system attacks by both, external
Internet users and internal corrupted administrators: e.g. a check sum of each
vote, the storage of votes as readable text and not as a database reference,
splitting up the keys in a passphrase and a secret key to support the four-eyes-
principle, firewalls and a ,,secure” operating system.

=  documentation of all technical and organisational solutions to accomplish the
security requirements;

= anonymous creation of the voters’ PINs for the print service provider.

The technical solutions concerning error handling, recovery mechanisms, manipulation
and threat scenarios were documented in detail. Organisational security solutions are
based on the four-eyes—principle. At least two different persons must cooperate for
administration of the systems, for starting the election application etc. The roles and
responsibilities of the actors (management, administrators, voters, service providers etc.)
are clearly specified in the documentation.

By applying the POLYAS system to the requirements catalogues we found out that
several terms were used inconsistently. Thus, we developed a glossary including the
terms election voting system, election voting software, ballot box, ballot box server, and
authentication token.

Workshops in Kassel (home of Micromata) and Munich (home of one of the GI board
members) revealed four new challenges:

1. Source code inspection: In order to increase trust in the decency of the software, and
especially in order to identify undetected errors, Micromata and the GI expert group
invited external experts to inspect the code of the POLYAS system. The inspection was
not formal. Different experts of the GI community and of the Physikalisch-Technische
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Bundesanstalt (PTB) inspected parts of the code on their own choice and on the
background of their personal engineering experience. The code proved to be well
structured. However, a set of improvements were initiated.

2. A simplified voters’ guide [GIFS05]: The GI expert group specified a set of guidelines
for online voters, which contains one page of general hints and thirteen easy-to-follow
one-sentence rules for voters. The guidelines do not provide the illusion of a 100 percent
secure client (which does not exist), but helps users to better assess their security level
and to improve it on their own responsibility.

3. CC standardization of the requirements catalogue: In order to standardize the findings
on security requirements the Common Criteria (CC) is the suitable framework. The GI
expert group founded a sub-group to specify a CC protection profile for the security
requirements of Internet voting for private societies and other non-governmental
organisations. The GI would be one application field of the protection profile. This issue
is discussed in chapters 5 and 6 of this paper in more detail.

4. A suitable comparison of Internet voting with postal voting: Despite the regulation of
the GI elections that the security of Internet voting must be at least on the level of postal
voting, these two voting methods cannot be compared in every respect. There are pros
and cons with both systems, and in some respect, Internet voting is even much more
secure than postal voting. For example an Internet voting system has the possibility to
send an acknowledgement to the voter which informs the voter that her ballot has been
stored. With postal voting the voter cannot know exactly if or if not her ballot arrives at
the electoral office in time or if it arrives at all. The enforcement of anonymity is another
advantage of Internet voting. Electronic ballots can be encrypted safely. Within postal
voting, in contrast, it is much easier to open the well marked election letters. For a
deeper discussion of this issue see [KrVoO05].

4 The future of GI elections

The GI elections 2005 were a success, too. The participation was kept on the same
improved level as 2004. There were no serious security attacks.

One problem was that the stickers on the paper letters were not as opaque as they should
have been: very strong light was able to make the covered PINs visible. This is not a
problem of the electronic system, but of the organizational implementation of the
system. Another general problem is that a voting system must be able to handle
differences between the number of voters that are registered as having voted and the
number of votes in the ballot box. This may happen when messages between the servers
get lost. The Polyas system offers protocol security mechanisms to detect such
inconsistencies and fix them dynamically.
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Plans for the next major release 2006 are:

= further improvement of the Internet voting protocol for a better system recovery
after system failures;

= as an extension of the four-eyes-principle: implementation of an m-n threshold
scheme for key distribution;

= support of EML (election markup language) for an easier configuration
management;

= modified modules will help local chairs of GI subsections to administer their
own elections.

Long term plans include the implementation of a rich voting client using bulletin board
systems technologies. Rich voting clients allow for the implementation of security
anchors in the hand of the voters.

As a consequence from this encouraging experience, the GI will continue to offer
Internet voting to its members. Especially for the departments and working groups of the
GI, Internet voting will be cheap, safe, and easy, and it will include much more members
to execute their democratic right to elect their chairpersons.

5 International and European standards for e-voting

Discussions about the security of e-voting systems have often been led in a very
emotional way. Following the falsification principle of Karl Popper the security of an e-
voting system can never be proved but only perceived secure until proven otherwise.
This, and the fact that anonymity in electronic processes is not an easy task, has led to
numerous reports about erroneous and fraudulent e-voting systems. In order to reach
confidence of the voters, developers and election operators have soon started to develop
requirement documents which have often emerged to real standards. Note that electronic
voting comprises the usage of voting machines and remote e-voting systems.

Germany was one of the first to have legal regulations concerning the use and testing of
mechanical voting machines. The ,,Regulation of voting machines” [DE75; DE99] was
set into place as a law on voting machines in 1975 and was changed in 1999 to allow for
electronic voting machines. Currently only e-voting machines built by Nedap have
passed the official tests by the German test authority PTB. These machines had been in
discussion in Ireland for the national elections 2004. They are in use in several locations
all over Germany. In the United States the use of voting machines is decided on a district
level which makes national standards on those machines hard to push. Still the IEEE
made an effort with the ,,Project 1583” [IEEEOS5] to develop such a standard in the
aftermath of the 2000 Florida experiences. After a controversial debate about the draft
standard, it finally was turned down and the working group is still trying to deliberate on
the controversial issues.
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For remote electronic voting one of the first discussions around requirements was the
working group set up by US President Clinton in 2000 [IPI01]. It took place during the
Arizona Primaries which was the first political election to feature e-voting for
participation by the general public. The report of this working group defined a number of
quality criteria for remote e-voting software to be met for a successful usage. In the
succession of the Arizona experiment another project evolved: the election mark-up
language standard. This has been developed by companies engaged in e-voting under the
umbrella of the standardization organisation [EMLOS5]. In Germany the national
metrology institute PTB developed a criteria catalogue for networked polling stations in
order to support the W.LLE.N. project. [PTB 04]. It uses a similar methodology like the
one used for voting machines. This catalogue may serve as a basis for evaluation of
Internet voting systems in Germany.

The largest effort to come to a common understanding by a set of criteria for both,
remote electronic voting and voting machines, has been conducted by the Council of
Europe [CoE04]. With the help of delegates from all 48 member states it has developed a
set of legal, operational and technical standards on electronic voting. It is the most
comprehensive and universal standard to date.

There are even many more collections of requirements with different foci. Nevertheless
hardly any of the e-voting systems have ever been checked with reference to an
international standard. The perceived security of the systems is most often based on
some kind of an independent audit by experts. This lack of transparency can only be
improved by proper documentation in the framework of an internationally accepted
standard.

6 The CC approach of protection profiles

The Common Criteria (CC) is an international standard (ISO 15408) for computer
security. The official name is ,,The Common Criteria for Information Technology
Security Evaluation”. Its purpose is to allow users to specify their security requirements,
to allow developers to specify the security attributes of their products, and to allow
evaluators to determine if products actually meet their claims. Thus, the CC
distinguishes three groups: the customer, the developer and the evaluator. Independent of
these three groups a certification authority certifies the related statements.

The Common Criteria results from a standardization of national security criteria from
different sources, starting with the ,,Orange Book™ of the US DoD 1985. The criteria are
improved continually. At the moment the official Common Criteria version is the
version V2.3. Today many nations (e.g. Germany, France, UK) have introduced the
Common Criteria to define and certify IT security products and procedures. There is a
growing list of nations which at least accept the CC-certificates (e.g. Spain, Greece,
Italy).

The CC contains three parts: the Introduction and Common Model (part 1), the Security
Functional Requirements (part 2), and the Security Assurance Requirements (part 3):
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There is also a related document, the ,,Common Evaluation Methodology* (CEM). The
CEM guides an evaluator in applying the CC. They convert the assurance requirements
of the CC to concret verification tasks. The CC defines two most important document
types: the Protection Profile document (PP), and the Security Target document (ST).

A PP is a set of security requirements for a category of possible products, so-called
Targets of Evaluation (TOE) that meet specific consumer needs. The requirements are
independent of technical solutions, that is, PPs leave the technical implementation open.
A PP distinguishes between security functional requirements and security assurance
requirements, described in a very specific (semiformal) way defined by the CC. In
addition there is a description part which describes the security concepts and the threats.
In particular the description part maps requirements to the threats.

An ST document is to be created by a system developer, who identifies the security
capabilities of his/her particular product. An ST may claim to implement zero or more
PPs.

Both PPs and STs can go through a formal evaluation. The evaluation is done by an
accredited laboratory. An evaluation of a Protection Profile is a pure document check. It
simply ensures that the PP meets various syntactical and documentation rules as well as
sanity checks. Therefore the evaluator has to check whether the set of requirements is
exhaustive and self-contained. Successfully evaluated PPs are accredited by the German
Federal Office of Information Security (BSI). Certificates for protection profiles are
recognized and published internationally on the Common Criteria Portal.

A Security Target, in contrast, compares a concrete product with an ST document. The
purpose of an ST evaluation is to ensure that the actual product (the TOE) meets the
security functional requirements described in the Security Target. An ST can be based on
one or more Protection Profiles if all included PPs are evaluated and if they have
received a certificate of compliance. The evaluation insensitivity of the related TOE
depends on the Evaluation Assurance Level (EAL), fixed as a minimum level in the ST
or PP. The CCs predefine seven test depths (EALs) whereby Level 1 is the lowest and
Level 7 the highest level. Level 4 is the highest level for typical commercial products
and includes the source code evaluation. From level 5 and higher we need more and
more formal specification documents.

A Protection Profile contains seven main parts: the Introduction, the TOE Description,
the Security Environment, the Security Objectives, the Security Requirements, the
Application Notes and the Rationales. A PP starts with the introduction part which
contains document management and overview information. This part should help a
potential user of the PP to determine whether the PP is of interest or not. The TOE
description provides context for the evaluation to improve the understanding of the
security requirements. The statement of TOE security environment shall describe the
security aspects of the environment in which the TOE is intended to be used and the
manner in which it is expected to be employed, i.e. assumptions about the environment,
threats, and organisational security policies OSP (the OSP cover all regulations or laws
which have to be supported by the TOE) . The statement of security objectives are
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deduced from the security environment. The security requirements part of the PP defines
the detailed IT security requirements to be satisfied by the TOE or its environment. The
security requirements are the text blocks predefined in the CC-catalogue. The application
notes are optional. They may contain additional supporting information about the
construction, evaluation, or use of the TOE. The rationales part of the PP presents the
evidence used in the PP evaluation. This evidence supports the claims that the PP is a
complete and cohesive set of requirements and that a conformant TOE would provide an
effective set of IT security countermeasures within the security environment. This is a
self check chapter for the PP editor.

The CC is a tool to build standard documents. The evaluated and certificated Protection
Profiles are registered, available and accepted on an international level. The PP concept
offers the customers the possibility to define their security requirements and standards
for products. Thus, product developers are able to implement products that meet the
customers’ needs.

7 Summary and Conclusions

Internet voting has to guarantee the anonymity of voters and the authenticity of their
votes. These two security requirements seem to be contradictory, but in fact they are not.
Early solutions by homomorphic cryptographic functions or blind signatures have
fascinated the academic community. However, related solutions were not accepted by a
broad user community. Therefore, the German ,,Gesellschaft fiir Informatik™ (GI) has
decided to learn from earlier experiences and to try out a simpler version of Internet
voting. In order to make this project serious, the GI — together with a professional system
provider — developed an existing solution further and performed two -elections
electronically with the system while it was developed.

Besides other measures to improve security and transparency like source code inspection
and usage guidelines, a set of security requirements was formulated and refined by
public and expert discussion. Voting principles are basically the same in all democratic
societies of the world. Therefore, it makes sense to formulate the security requirements
in a way that the international community can share the experience and take influence. A
standardized way of security requirements created by a user community is given by the
instrument of a Protection Profile of the Common Criteria [ISO99].

We have initiated a working group to work on such a Protection Profile. Realistic
applications are groups which have a need for decisions but do not often meet
physically. Examples in the academic community are IFIP technical committees and
working groups, IETF and W3C committees, and distributed project teams. In the
economic life staff and workers councils and shareholder groups could profit from
Internet voting. We expect a first published version of a Protection Profile for non-
political Internet voting by late summer 2006.
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Abstract: For several years, T-Systems Enterprise Services GmbH has been
researching the creation of a highly secure voting system that meets the latest
cryptological standards. With exclusive responsibility for the W.L.LE.N (Wihlen in
elektronischen Netzwerken, Voting in electronic networks) research project
supported by the government since 2005, T-Systems are studying the
implementation of online voting in non-parliamentary elections. The voting system
previously designed in this project was subjected to a thorough review by a
renowned cryptologist from a German university in the summer of 2005. Some
encryption processes were then modified, resulting in a highly secure voting
protocol with the provisional working title of t-voting, which is simpler and
quicker to implement. By adding important new steps within the core architecture,
the strenuously disputed claims to the publicness of voting and its transparency are
demonstrated. A public notice displayed on the bulletin board gives voters an
overview of votes cast. Considering that online voting is seen as an alternative to
postal voting, this actually increases the element of being “public”. The principle
of universality is augmented in online voting as the access options are simplified,
which means that more voters can participate in the election.

1 Introduction

Since 2001, T-Systems has been researching the creation of a highly secure voting
system that is virtually fraud- and interference-proof from cryptological perspectives
with the assistance of the PTB (Physikalisch Technische Bundesanstalt - national
metrology institute providing scientific and technical services) and other prominent
institutes. T-Systems has been exclusively responsible for the W.LE.N (Wihlen in
elektronischen Netzwerken, Voting in electronic networks) research project supported by
the Federal Ministry of Economics and Labour since the start of 2005. This project
involved the implementation of online voting at networked polling stations in non-
parliamentary elections and its examination from a legal, technical and organizational
viewpoint. During this project, past experiences in the field of electronic voting were
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documented. In fall of last year, the voting system developed in the W.I.LE.N. project
using renowned cryptologists underwent a security review. The scientists came to the
conclusion that the workflow of the core architecture was too laborious in various places
and also contained security flaws. After a report was produced, the voting system was
extended to include important cryptological add-on modules and the client-server
architecture optimized. The result is a modified voting system core that incorporates
state-of-the-art technical security and has been co-developed by the PTB. The
environment of the voting system, which affects voting preparation, implementation and
post-processing, has remained unchanged, as has the credo of an information-based
division of powers and the use of blind signatures. The voting system being developed
by W.LLE.N. was completed at the start of 2006, thereby concluding the project.

The newly developed and implemented voting system should now undergo a
certification process based on the common criteria as per the ISO/IEC 15048 standard in
cooperation with an accredited testing centre and the BSI (Bundesamt fiir Sicherheit in
der Informationstechnik, Federal Office for Information Security). It is initially planned
to create the protection profile, which is subdivided into three individual protection
profiles relating to voting preparation, implementation and post-processing. The
legislative instances for non-parliamentary elections in particular, e.g. work council
elections, staff council elections and social security elections should be integrated early
on. Once these protection profiles are created, they should be certified by the BSI to
form the basis for their registration. When this process has been concluded successfully,
an evaluation of the system in view of the previously established requirements is
planned. Lastly, the voting system should be certified on the basis of the common
criteria and also be subject to a comprehensive check by the PTB simultaneously to
create a basis for legal legitimization.

In addition, the voting system developed in W.ILE.N., which is limited to the voting of
networked polling stations, was and is being extended to include a remote voting system.
The security requirements of such a system should first be examined and defined, and
based on the results obtained software engineering should be the next step. The online
voting project will perform business management studies of remote voting and the
creation of its legal basis in parallel.

2 Adherence to Voting Legislation Principles

2.1 Voting legislation principles for publicly regulated elections with emphasis on
the publicness of the election

For the analysis of the legal principles of elections, the voting legislation principles of
Art. 38 of the Constitution of Federal Republic of Germany, federal, state and municipal
voting laws and regulations for non-political elections (staff council, social security and
works council elections) must be applied. The first principle is that of universality, in
which the electronic voting must be equated to postal voting. A general election is one in
which all citizens can participate regardless of their status or gender, and no voters are
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excluded from voting unwarrantedly. Through improved access options such as e.g. the
remote voting procedure which take account of the increased mobility and
individualization of voters, the principle of universality is increased. The next principle
is that of directness, which means that all entitled voters — without the interposition of
electors - must cast their vote in the polling station themselves. There must be no further
contact between voters and electoral candidates after voting. This voting principle
generally poses no problems for Internet voting. Another principle is freedom of
election, which means no pressure of any kind can be exerted on the voters, such as
bans, sanctions or discrimination, to force them to participate in the election or to cast
their vote for a specific party. Freedom of election is protected by the principle of
confidentiality. The principle of freedom also includes permitting the possibility of
casting an intentionally invalid vote. Next is the principle of equality, which means that
all voters have the same number of votes with the same count and success value. The last
principle refers to the secrecy of election. All voters must be able to cast their vote such
that no-one can determine how they are voting or have voted. Voters must therefore be
unobserved while casting their vote. In addition to the voting legislation principles
expressly mentioned in Art. 38 I of the Constitution, there are unwritten constitutional
voting principles, for political elections at any rate: publicness of election, simultaneity,
comprehensibility and freedom of charge. The publicness of the voting process
including the monitoring of the voting result is one of the most important tools for
adhering to the principle of liberty. Publicness permits transparency and monitoring in
elections and is necessary for all voting stages. This begins with voting preparations:
polling dates and locations are publicized, the parties present their candidates publicly,
electoral registers are displayed publicly and polling stations are made publicly
accessible. Voting itself is a public act, but the casting of votes is secret. Finally, the
determination of the election result and its publicization are also public. Votes are
counted by the members of the electoral committee at a public meeting. The process of
obtaining the voting result of both votes cast in person and the postal vote must be
traceable for all citizens. Publicness must therefore also apply to the determination of the
result.' Public monitoring is performed by the electoral committee, but also by any
member of the public who attends. Remote Internet voting from a computer at home
removes the location of voting from public view and should therefore primarily be used
only as an addition to voting at the polling station.

The principle of comprehensibility of an election means that the act of voting must
generally be simple and traceable for voters. If voting machines are used, the electoral
committee must be provided with as much training material and technical expertise to
allow it to guarantee and monitor the correctness of the voting process, which is its duty.
Voters must also examine the casting of votes using voting machines.

' [KA04], p. 29.
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Another point is the simultaneity of voting, which is still strenuously disputed in postal
voting. There is a distinct advantage to Internet voting here, as in comparison to postal
voting, which is generally a pre-vote, this permits the simultaneity of votes cast in person
and remote voting.’ Lastly, freedom of charge of election is an element of the
democratic principle — voters must not incur a cost through exercising their democratic
right to vote.

2.2 The new voting system and voting legislation principles

Public monitoring of digital voting both in person and remotely is problematic. From
constitutional perspectives, the replacement of visual and comprehension monitoring by
electoral boards and other members of the public (as witnesses etc.) is not possible.’

The voting system developed previously in the W.ILE.N. research project conformed to
the principles of the Federal Electoral Law, which was implemented through the
information-based division of powers and the use of reliable voter identification via a
qualified digital signature.* By adding the bulletin board in the modified voting protocol,
the strenuously disputed claims to publicness of election and its transparency can now be
demonstrated. A public notice displayed using the bulletin board gives voters an
overview of votes cast and can track voting live on the Internet if the electoral organizer
wishes. Considering that online voting is seen as an alternative to postal voting, this
actually increases the element of publicness. The principle of universality is increased in
online voting as the access options are simplified, which means that more voters,
including e.g. those impeded due to professional or health reasons, can participate in the
election.

The public must be able to monitor the correct implementation of the election at all
times. For this reason, they have read access to all content on the bulletin board. Only
the voter status is not visible here if voting policy precludes this, which is to be assumed.
The bulletin board is a passive data memory. This means that it cannot record or
establish any proprietary communications. In this context, the bulletin board is viewed
more as an instance as it does not participate in the newly introduced T-Voting voting
procedure like the other roles. The role of the bulletin board is to make all necessary
information available for implementing the voting process, taking this entitlement and
access concept into account. As with a bulletin board, the data can be either read or
written here depending on the rights of participants. Due to the restrictive nature of this
concept, it is not possible to subsequently modify data that has already been written.

The role of the public refers to e.g. the following groups of people in works council
elections:

e  Entitled voters
e  Unions represented in the company, or the relevant union representatives
e Employers

2[KA04], p. 34.
3 [KA04], p. 30
4 [BB00], p. 4
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During the voting preparation phase, the public has the option of contesting the electoral
register. The ‘notice’ of the electronic electoral register and the process for contesting
the register are already regulated in the applicable electoral regulations of the Works
Constitution Act. During the voting stage, the public have no access to the data on the
bulletin board. The participation of the public in the vote counting process, which is
subdivided in turn into the mixing of votes and the subsequent counting of votes, is
possible. The vote result can be published via the bulletin board for the user group of the
public role after the votes have been counted.’

Public participation in the physical counting of votes is not possible due to restrictions of
the medium as the votes are tallied by a computer program. However, to perform the
entire process of electronic vote counting with the involvement of the public, once the
electronic ballot box is closed vote counting is introduced with the process of vote
mixing and the subsequent counting of votes by projecting attendance and determining
the result at the polling station.

3 Technical Modification of the Voting System

3.1 Previous Voting Protocol

The voting protocol devised previously in W.I.LE.N. was based on the voting protocol
developed in 1993 by Fujioka, Okamoto and Ohta entitled “A practical secret voting
scheme for large scale elections™. This voting system primarily entails the physical and
administrative separation of the electoral register and electronic ballot box. Specifically,
the W.LLE.N. voting system consisted of four server services which are each linked with
a database for storing persistent data. The relevant data memories, which are relational
databases in their basic structure, were:

Distributor The distributor is used as a server service for transmitting the
electronic constituency data. Using this, voters can connect to the authorized electronic
electoral register (Validator) and the assigned electronic ballot box (Psephor) via the
voting clients

Mandator In an election with voter ID/voter passport as a form of identification,
the Mandator is responsible for outputting the keys of the voter

Validator The Validator provides the electronic electoral register for a specific
election. Voters can also use the server service to log into the electronic voting system.
The electoral office server releases the voting documents (ballot slips). It also confirms
the blind vote.

5 [PO06], p. 12 ff.
¢ [FU93], p. 244-251.
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Psephor The data model of the Psephor contains the electronic ballot box. It
manages the encrypted electronic votes and releases the ballot record in counting mode.

Voting client  The voting client is used to determine the identity of voters, display the
ballot slip, control communications, conceal and reveal information, and cast votes.

The voting protocol propagates the use of a blind signature procedure and other
cryptographic procedures that protect cast votes from manipulation and unauthorized
viewing. This voting protocol is still based on an encryption using public and private
codes. Online voters are uniquely identified using a qualified digital signature.

Identification with digital signature o
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Figure 1: Principle of information-based division of powers

3.2 Newly implemented voting protocol

The voting system previously designed in this project was subjected to a thorough
review by a renowned cryptologist from a German university in the summer of 2005.
Some encryption processes were then modified, resulting in a highly secure voting
protocol with the provisional working title of t-voting, which is simpler and easier to
implement. However, the main principles of the previously developed architecture and
the technologies used have remained the same.
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The voter list server that issues voters with vote confirmation certificates using a blind
signature’ was also retained. Parts of the newly implemented cryptological techniques
were examined back in spring 2005 using several voting tests and a legally valid test
vote. In spring 2006, this voting system is also to be used for several works council
elections and an Executive Staff Representation Committee election in the Deutsche
Telekom group. Significant new developments include the addition of further
participants. As a result, there is an interposed mix net, which separates the encrypted
votes cast from the identity of the voter and stores these in random order. In addition, a
bulletin board was integrated that acts as a bulletin board and shows the votes cast for
everyone to see. Everyone can read messages published, but only authorized parties can
store messages there. It is still not possible for anyone to delete or overwrite messages
once they are written. Another element is the connection of a Tallier, which is
responsible for counting the encrypted votes as a separate instance. All new
developments were connected to the existing voting environment, including the
administration modes.

7 of. [CHS4]
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Figure 2: T-Voting phase model

The security requirements for electronic voting systems are not standardized, but science
is agreed on a certain number of requirements:

Accuracy:

» A valid vote cannot be changed
e All valid votes are counted
« Invalid votes are not counted
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Democracy:

* Only entitled voters can vote
» Each voter casts only one vote

Confidentiality:

* Anonymity: It is not possible to link a vote to a voter
 Untraceability: No voter can prove that he/she cast a specific vote
» A voter cannot be forced to cast a specific vote

» All votes remain secret up to the end of the election

Verifiability:

* Universal: Everyone can verify that all valid votes were counted
* Individual: All voters can verify that their valid vote was counted

The protocol uses blind signatures as per David Chaum. This mechanism prevents the
signatory from being able to read the message to be signed. Another anonymization
technique is the mix net as per David Chaum. Essentially, a mix net receives a number of
messages, encrypts them and forwards the new messages in random order. The network
thereby breaks the link between the incoming and outgoing messages. To ensure
confidentiality and authentication, public key systems are used, e.g. RSA from Ron
Rivest et al.

The system requires the following assumptions:

A trustworthy Public Key Infrastructure (PKI) is available and is used. All public keys
are validated. A certification office issues relevant PKI certificates. This implies that all
encryptions are performed using the correct public keys. All parties participate in the
PKI. The cryptography used is strong and virtually unbreakable.

For communication, a protocol such as e.g. TCP/IP is used that secures the arrival of
messages. We also assume that communication is protected by a protocol such as e.g.
PKI-based TLS, which guarantees the reciprocal authentication of parties and the
confidentiality of communications.

The registration stage is completed correctly.

There is trustworthy access control of the voting booth. This ensures that only entitled
voters enter the booth, and that there is only one person in the booth at a time. The booth
is constructed so that it is impossible to observe the voting process. This includes side-
channel attacks (e.g. via power usage analysis).

The voting booth, mix net and bulletin board are considered trustworthy.

The voter, Validator and Tallier are not trustworthy. A valid vote is one that is in the
correct form, is signed by the Validator, is encrypted in the correct order using the public
key of the counter and the mix net, and is published on the bulletin board.
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4 Conclusions

Through changes to the voting system developed previously in the Online Voting
Project, most legal reservations against electronic voting were rebutted. The voting
protocol became simpler and faster to implement, but most significantly now offers
better integration of the general public through the use of a bulletin board. Previously
existing technical security flaws were also eliminated. This brings us one step closer to
our objective of making electronic voting feasible at networked polling stations in the
short term and using any terminals without any technical, legal or organization problems
in the medium to long term. We are assuming that online elections in non-parliamentary
elections in Germany are now within the realms of possibility.
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Abstract: e-Cognocracy[MP03, MP05, Ker03] is a new democratic system that
focuses on the creation and social diffusion of the knowledge related with the
scientific resolution of high complexity problems associated with public decision
making. Using multicriteria decision making techniques as the methodological aid,
the democratic system as a catalyst for the learning that guides the cognitive
process distinctive of living beings, and the Internet as a communication support,
e-cognocracy resolves some of the limitations of traditional democracy and
provides room for greater involvement of the citizenry in their own government. In
this sense, e-voting is not limited to the choice of a given political party, but to the
extraction of the relevant knowledge.

Even though e-voting systems have already been widely studied, there are still
some situations not covered yet by classical bibliography, and then it becomes
necessary to introduce interesting variations to the main schema. In this paper, we
will present one of such occurrences (that associated with e-cognocracy), and will
study the modifications needed in the traditional e-voting processes as well as the
implications they have.

1 Introduction
The degree of implication of citizens in their own government has traditionally been the
issue which has led to most political changes throughout history. It has been traditionally

agreed that it is desirable to achieve as much involvement as possible. This involvement
should be only limited by what is practical for the smooth operation of the institutions.
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This has been usually limited by the access of the citizenry to the relevant information,
due to the lack of both education and readily access to the critical information. However,
in the last years, with the advent of computers, the information flow between people has
been steadily increasing. Internet is responsible for a great deal of this new
communication, and it is being widely used by the very same citizens who will elect
their leaders.

It is only natural, then, that technology has evolved to assimilate this new method of
exchanging information into the classical structure. Thus, electronic voting, or e-voting,
was born. However, there have been no shifts in the paradigm of the decission making
process, although various different proposals have been made.

One of the obstacles these methods have is the lack of technologic means to allow their
implementation. We introduce here one tool to allow one of these novel ideas, e-
cognocracy, to be taken to reality.

In section 2 we will introduce e-cognocracy and its main differences with other e-voting
schemes. Section 3 provides a description of our proposed voting system, as well as a
proof that it satisfies the requeriments for its use in e-cognocracy. We offer in section 4
the details of our implementation and actual deployment of the system. Finally, in
section 5 we provide the final considerations and future job within this project.

2 From e-democracy to e-cognocracy

Although Western societies have mainly opted for the "democracy" in their governance
systems, in recent years there has been increasing discussion of a certain democratic
fallacy, because this form of representation no longer meets its initial end, which is of
course the participation of the citizens in their own government. Thus, many voices have
been raised demanding greater involvement of the citizenry in the governance of
society[Rob04]. One of the proposals suggested to improve this participation of citizens
is e-cognocracy[MP03, MPO05, Mor06]. It is a new democratic system employed to
create a new, more open, transparent, civilized and free society that is at the same time
more cohesive and connected, and more participative, equal and caring.

e-Cognocracy not only provides room for greater involvement of the citizenry in their
own government and resolves some of the limitations of traditional democracy, but it
also focuses on the process by which knowledge related with the scientific solution of
problems is created and socialised. To this end, it uses multicriteria decision making
techniques as the methodological aid, the democratic system as a catalyst for the learning
that guides the cognitive process distinctive of living beings, and the Internet as a
communication support.
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Among the many tools needed to fully develop e-cognocracy, we will focus in e-voting,
as it is the first needed to gather the information supplied by the citizens. Most known e-
voting processes are limited to the technological aspects associated with the choice of a
given party. However, e-cognocracy is focused on the extraction of the relevant
knowledge, including the analysis of the individual and social learning derived from the
scientific resolution of the problem, and this new orientation requires new technological
features[Lot03, RHO3].

From the point of view of the voting process, the key element introduced by e-
cognocracy is the linkability of votes. In a traditional voting system, whenever the
citizenry is asked to be part of a decision making process, a voting process begins.

This process starts with an information gathering phase. In it, each citizen is given the
maximum amount possible of information from each of the interested parties (typically,
political parties). This usually lasts for several weeks, in order to let every citizen get as
much information as possible.

During that period there is very little feedback (if any) from the citizens who will partake
in the votation. There are polls designed to get an idea of the actual tendencies, but they
affects a very small percentage of the electorate. This, in turn, leads to a lost of interest,
as the only really important moment is the voting itself.

In order to get the knowledge seeking process, we divide each votation in several rounds.
Each voter can cast his vote in as many rounds as the voting process determines (but
only once each round). After each round partial results are published, and more
information is provided to the citizens.

For the actual results of the votation, only the last vote cast by a citizen is taken into
account. However, all the history of different votations is preserved associated to the
vote but not to the voter. This way, there is some information available about the trail
each person followed until he arrived to his final decision.

Individual trails are never published, as they could compromise the secrecy of the voter.
For instance one could be paid to vote first A, then B, then C and finally D. As the
amount of rounds increases, the number of possible combinations becomes big enough
to be relatively sure that only one person followed one given track. However, those trails
give very valuable information which can help to detect the causes of the changes in
opinion (e.g. not only that people switched from A to B, but also that most people
switched after a certain event).

Also, people are encouraged to discuss their views in open forums, either anonymously

or with an identity, and the effect of those discussions can be linked to the swings in the
opinion of the voters.
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2.1 Characteristics of our e-voting system

Our e-voting system is born as a tool for e-cognocracy and it has the following
properties, sharing some of them with classic e-voting systems[BT94, CC96]:

Precision

e It shall not be able for a non authorized person to modify any votes (that is,
only each voter can cast its vote).

e [t shall not be possible to remove a valid vote from the final counting.

e It shall not be possible to include a non-valid vote in the final counting.

Democracy

e  Only voters in the census shall be able to vote.
e  Each voter shall be able to vote only once in each round.

Privacy
e A voter shall not be linked to its vote.
e A voter shall not be able to prove its vote.
e  Verifiability
e  Voters shall be able to verify that their vote has been correctly accounted.

Linkability

e Two votes from the same voter in different rounds of the voting shall be linked
together, but not to the voter who cast them.

3 Our e-voting system

3.1 Actors in the voting process

Voter (V): Each voter must show its preferences in a multi-choice question, and rank
them numerically. For each round of the voting the census shall be constant.

Certification Authority (CA): The Certification Authority shall issue the public/private
keys and certificates for each actor involved in the process, and will serve as Trusted
Third Party with regard to the validation of certificates.

Database server for the Electoral Authority (DBEA): The data shall be kept in a
database in a secured location, without public access.

Recount server (R): The Recount server is the only entity allowed to decrypt the votes.

The Electoral Authority shall provide information enough to link the votes from the
same voter, but not to track them to the actual person who casted them.
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Electoral Authority server (EA): The Electoral Authority shall keep track of the
census, validate the users in the voting process, and sign their votes as a proof of
voting. It shall also keep enough data about the votes to know the hash of the last
vote from a voter (in order to link them for the Recount server) but without actually
being able to decrypt them.

In this schema it is assumed that both the Electoral Authority and the Recount server do
not work together to break the system and are trusted by each other and by the users.
However, this is a reasonable assumption for most cases.

3.2 Initialization

The first part of the voting process is the initialization of the actors involved. In order to
keep security, both the recount server and the electoral authority shall get a new key pair
and certificate each voting. If desired, the keys for the voters can also be reset, though
that’s not necessary.

CA Initialization. The CA shall initialize only once before the start of any voting
process. It shall do so by self-signing a certificate for itself and distributing it to the
involved parties so that successive certificates may be trusted referring them to it.

R’s private key initialization. The Recount server must decrypt all the casted votes
with its private key. To avoid possible power abuses from a single owner of this key, it is
possible to split it in different shares, so that a single person has not access to the voting
data without coordination and acceptance.

EA’s private key initialization. The Electoral Authority shall get a certificate and a key
pair in order to do the blind signatures of each vote, which shall be kept by each voter as
a proof of voting. It shall generate a census with the public keys of the persons allowed
to vote.

Voters’ registry. The Certificate Authority shall issue a new certificate and key pair to
each voter who didn’t have one yet, in order to be included in the census.
3.3 Voting
1. Voter makes his choices and saves the possible vote as a "voting intention" (this
intention has no value as witness at all, as one could save as many of these
"intentions" as desired without actually voting).
2. Voter encrypts the vote with R’s public key.
3. Voter identifies himself to EA and sends it a hash of his vote for EA to issue a

blind signature of it, and a ticket made from a mix of his identity and a random
value that will be signed by EA as well.
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4. EA verifies the voter’s identity, checking it against the census and validating
the client’s certificate, and checks that the voter has not already cast its vote in
this round.

5. EA issues a blind signature of the vote, and a signature of the ticket, and stores
them linked to the voter for future rounds.

6. Voter sends to EA the vote and the blinding factor for the blind signature
ciphered for R.

7. EA sends to R the ciphered vote and secret with the blind signature of it and the
signature of the ticket via a secure channel.

8. If the voter had previously voted (in other rounds), EA sends to R a copy of the
blind signature of the latest vote, which will be then used by R to link them.

9. EA sends to V the signature of the ticket to prove that his vote has been stored.

3.4 Recount

1. R makes public the signatures of the tickets, and starts a claims period before
the publication of the results.

2. R decrypts the original votes, and uses the secret included with it to get a valid
signature from the blind signature.

3. R checks the vote with the signature obtained and verifies that it is correct.

4. R links all the votes from the same voter.

5. R publishes the results of the round/voting.

3.5 Proof of fitness for e-cognocracy

In order to be used within the frame of e-cognocracy, our voting system must satisfy all
the conditions previously imposed.

Precision

As each voter authenticates himself to EA, this implies he must have a
knowledge of the private key that is impossible to fake provided we use an
adecuate key length.

As each voter gets a signature of the ticket he sent to EA, and a list of those
tickets is published prior to the recount, even if R is compromised, the votes
cannot be erased from the ballot, as such an action would be challenged by the
voters with their tickets, which would be shown to exist in EA.
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Each vote is stored with a signature from EA. A vote cannot be inserted even if
R is compromised because it would be necessary to get a valid signature, and
that is not possible without the private key of EA.

Democracy

Privacy

As the votes are not sent directly to R by the users, it is EA’s job to get sure that
the voter is properly included in the census.

Analogously, EA will store which voters have already voted en each round, to
avoid duplicates.

All the information provided to R is a ciphered vote, its blind signature, and a
signed ticket. None of these includes anything that could lead to track the
individual who casted the vote.

The only item a voter receives is its signed ticket. That ticket is generated
randomly, and has no relation whatsoever with the actual content of the vote.

Verifiability

Each time a vote is received, EA sends back to the voter a signed ticket. Later,
when the recount starts, the list of the tickets from the votes casted is published.
If a voter had a ticket not included in the list, he could use it to challenge EA
and see whether it has a copy of it. It EA has a copy, then the vote should be
cast again.

Linkability

Together with each vote, EA sends to R the blinded signature of the last vote
casted by the same person. At the time of the recount, R looks for each vote the
one which blind signature matches the included with the vote, and it
reconstructs this way all the links which allow to trace the voting history of a
voter, without actually revealing his identity.
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4 Implementation details

In order to implement the e-voting protocol, it has been chosen to use JAVA
technologies, both in the client side and in the server side. This has several advantages:

e  Better communication between the different components.

e More code reusability, as we can develop a series of cryptographic libraries
which will be used both by the client and by the server software.

e FEagy integration with the browsers.

In order to minimize the number of configurations in which the client side had to run, we
decided to choose a standard web browser. In this case, it was selected Mozilla Firefox
as the reference browser. It has the advantage of being open source, so its source code is
readily available, contributing to increase the feeling of transparency in the process.

The browser has been completed with some libraries (JSS), needed to be able to access
the client certificates which are stored in it from within the JAVA applet that will be the
client software. If those libraries were not available, the user should manually add the
client certificate and the CA to the JAVA application.
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The application server to use will depend on the available infrastructure at the moment
of the deployment. In our tests, we used Tomcat as application server. It is open source
as well, and its capacity for this kind of systems is well proven.

It was chosen to use MySQL as a backend to store the data related to the votings (both
the actual votes -ciphered and clear-text after the recount- and the information about the
votings -question of the voting, number of rounds, period of time for each round...).

As there are two different servers (Electoral Authority server and Recount server), there
could be two web and application servers, working with two different database servers.
None the less, when doing the actual deployment it might happen that it is advisable to
put both applications in the same application and/or web server. Likewise, it could be
desirable to use two databases in a single database server. This would not be a problem,
but it should be taken into account that should the server machine be compromised, the
whole voting and recounting system would be broken.

All the communications between the client and the server will be both authenticated and
encrypted. To achieve these goals, it will be necessary to set up an infrastructure
allowing SSL and client side certificates.

4.1 Deployment details

Our group carried out a deployment of a test voting system. None the less, any future
deployments should take into account that the specific details will depend on the
available resources. This will be much more important if, as it usually happens, the
servers are shared with other applications. The implications for the security of the system
must be studied on a case by case basis.

Regarding the choice of software, we used Apache as the webserver and Tomcat 5 as
application server, both of them running in LINUX 1386 machines. As this was a proof
of concept, the system load was expected to be very low. This allowed us to consolidate
both services (the Certificate Authority server and the Recount server) within the same
Tomcat instance. Likewise, both databases were stored in a single MYSQL server which
was executing in the same machine with Apache and Tomcat.

There are several options available to link Apache and Tomcat. The simplest way is
running two independent servers listening in different ports (in fact, it would even be
possible to have them running in different machines, should the need arise).
Notwithstanding this, we chose to use a tighter integration between them using the JK
Connector. This technology allows to redirect queries that would normally be answered
by the Apache server towards the Tomcat application server, in a way that is transparent
for the user.
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However, this choice makes the Tomcat application server unaware of the underlying
SSL layer, because the web server forwards the request to the application server, but not
the environment and security layer data. Even though the voting system cannot obtain
the client certificate from the SSL layer, our protocol allows for the certificate to be sent
by the client in case the server is not able to directly retrieve it.

In order to generate the certificates needed, we also set up a Certificate Authority using
OpenSSL.

5 Conclusions

We have studied the novel challenges that e-cognocracy imposes upon traditional voting.
We have built an e-voting system which provides the means to gather the information
needed towards a more participative democracy.

As we have seen, the key to get the linkability of the votes is the separation between the
Electoral Authority, who can link the chain of votes to the user but can’t know the
contents of each vote, and the Recount server, who can link the votes between
themselves and decrypt them, but is isolated from the information about each voter.

This isn’t a concern as long as both of them are trusted entities who will not work
together to cheat the system.

We have also built and tested such a voting system, showing that it is feasible and that its
ease of use allows for it to be widely used without any special kind of technical
background.

Our future work includes developing other technological tools needed by e-cognocracy.
As e-voting provides the raw data, there is still the need for a set of tools which can link
the information obtained to the actual social phenomena that helps to form the results
obtained in the votation. These tools includes online forum where people can exchange
ideas in a controlled way, and the tools needed to extract the relevant or prevalent
opinions and match them against the shifts in the voters’ opinion.
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Abstract: The paper presents the results of the research, focused on Slovenian
parliamentary deputies' position on e-democracy with the stress on remote e-
voting. It examines the difference in the position on e-democracy and e-voting of
deputies aligned with the political right and left respectively. Furthermore, it
considers deputies' attitude to the initiatives mediated via e-mail and assesses the
risks and impact that the deputies see in e-voting. They were asked to what level
they supported the implementation of e-voting and when, in their opinion, Slovenia
would start e-voting tests. Finally the authors indicate the most interesting findings
of the survey.

1 Introduction

There has been a great deal of discussion on e-voting over the last few years, especially
within projects in Estonia, the United States, Canada, Spain, France, Switzerland, and
the UK, among others. Optimists forecast greater elections turnout, pessimists warn
about underdeveloped technology. The experience of other countries, which all the e-
voting pioneers should take into account, is that a 'step-by-step' approach is best, which
means that we should start by implementing e-voting in municipal elections, and perhaps
not even in all of them.

Slovenia has not yet started any e-voting projects. An e-voting feasibility study was
made in 2003, and e-voting amendments were proposed to the National Assembly
Elections Act. But these amendments were not carried, which is the reason there is not
yet a legislative basis that would enable this kind of voting.
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Not knowing what the plans about future e-voting efforts are stimulated us to conduct a
survey to find out the position of Slovenian parliamentary deputies on e-democracy with
an emphasis on remote e-voting. Since the current ruling coalition consists mostly of
right-aligned' deputies, and since, traditionally, the Right is more conservative we
wanted to see, if we can expect further delays in e-voting progress. We carried out an e-
mail survey, sent to all (90) deputies.

Most of regular internet users in Slovenia are among highly educated population (90%)
[SO06], while, on the other side, the largest left-aligned party (Liberal Democracy of
Slovenia) has more voters with higher education than the largest right-aligned party
(Slovenian Democratic Party) [AP04]. This is the reason we started our survey with the
hypothesis that the current ruling coalition is not in favour of e-voting, which could
cause further postponement of e-voting.

The purpose of the paper is therefore to present the most interesting results, on the basis
of which assumptions can be made about the further evolution of e-voting in Slovenia.
First, the paper presents the current state of e-voting efforts and the research scheme.
The next section presents the results of the survey and finally conclusions are drawn.

2 Presentation of the state

There is no legislative foundation to enable e-voting in Slovenia. The most important
source of electoral law in Slovenia is the National Assembly Elections Act, with other
electoral legislation based upon this Act. In 2003 some amendments to this Act were
proposed, including e-voting, but this proposal was not supported by the Right in
parliament, so the amended Act did not become law. Most of the arguments related to
'underdeveloped' technology [Ko04].

In July 2003 Government adopted a decree establishing a project council that was
chaired by the Minister of the Information Society. The project group, established in
December 2003, formed its first concrete guidelines for e-voting implementation in the
first quarter of 2004. Three documents were prepared: (1) A scheme for a study on e-
voting with a review of electoral procedures [MIS03], (2) The feasibility study:
constitutional and political views on introducing of e-voting in the Republic of Slovenia
[GLZ04], the Ministry of Information Society also produced a (3) Feasibility study of e-
voting with the implementation proposals [Tu04]. One of the main finding of the second
document was that "the use of ICT in electoral procedures is a welcome contribution to
the democratization of the society." At the same time the study warned of negative
effects caused by faults (e.g. technical, procedural, system) (ibidem). The review of
electoral procedures for the execution of e-voting indicates that only three procedures
(out of 33) exist in electronic form: (1) insight into data on right to vote, (2) electronic
announcement of unofficial data and (3) electronic announcement of official data.

' Not all of political parties are extreme left/right-wing; we use the term left/right-aligned or simply Right/Left.
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At the end of 2004 a new government took office. Its prime minister is also the president
of the largest right-aligned political party. The new government abolished the Ministry
of Information Society and the Government Centre for Informatics, with most of their
tasks falling within the Directorate for E-Government and Administrative Processes. The
current situation indicates that the e-voting project has stalled. Local elections in the
present year could be a great opportunity for the e-voting pilot project, but it seems
likely this will not occur. There are grounds to be anxious about e-voting projects and
some other e-government projects.

It is worth mentioning that less than 10% of the Slovenian population has a digital
certificate [Ce05] and the promotion of e-government services is at a low level. On the
other hand, survey results [IT04] showed that 54% of respondents would participate in
internet voting; it is interesting that there 58% of potential e-voters are internet users,
while among non-users there are 36% of potential e-voters (ibidem).

The Strategy of E-Commerce in Public Administration of the Republic of Slovenia for
2001 to 2004 is out-of-date, so there is a vacuum® in the field of strategic planning of e-
government, and we can only hope that the next Strategy will also include efforts to
implement e-voting.

2.1 Other authors' findings

This section sets out some e-voting findings by other authors and other countries'
experiences, on which our conclusions will be based.

Local e-voting. As Rivest [htmll] assesses, local (county) level e-voting projects are
better than national e-voting. This assessment has two arguments (ibidem): (1) there is
no common point of vulnerability, which could be the target of attackers, (2) letting
individual local levels of government experiment with different techniques is a good way
to acquire experience.

Multiple voting. We think, that even though one of the fundamental principals of (e)-
voting is 'one voter — one vote', Estonia [NEC04] makes good use of multiple voting — in
the field of e-voting they consider multiple voting can prevent from vote-buying. The
system only takes the last vote into consideration.

Turnout. Switzerland [So05] ascertained that internet has an impact on the group of
voters aged 18 — 29 years; voters in this age group cast only 7% - 8% of all ballots, but
when they had the possibility of e-voting, they cast 10% of all ballots. On the other hand,
several authors think that e-voting should not be correlated to an increase of the turnout.
The UK's Electoral Reform Society, for example, found that alternative voting methods
(postal, SMS, internet, and digital TV) tested in local elections have not led to an
increased voter turnout [ID03]. Furthermore, Norris [No02] drew a conclusion that 'e-
voting would only have little or no effect on turnout'.

% The new strategy is in preparation.
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Costs. Remmert [Re04] also sees one of the reasons for e-voting implementation in a
gradual reduction of the cost. Furthermore, Van Den Besselaar et al. [VODFO03] also sees
a good argument for e-voting in lower costs — he finds that, in contrast to traditional
voting, there are no additional costs if the e-ballots continue over more days.

3 Research methodology

The main goal of the research was to find out the deputies' position on e-democracy with
an emphasis on the remote e-voting. The research was particularly focused on:

= deputies' familiarity with e-voting projects in other countries,

= their attitude to the initiatives, proposals and questions sent by e-mail,
= their opinion on e-voting effects,

= the risks they see in e-voting,

= Jevels at which they support e-voting implementation, and

= their assumptions on when Slovenia will start e-voting projects.

For this purpose we conducted a survey, sent by e-mail to all (90) deputies. The survey
was sent on 16 January and we received 29 replies by 6 March, 16 of which came from
the members of the Right’ and 13 from the Left. Fifty-seven per cent of parliamentary
deputies are aligned with the Right and 41% with the Left'. Figure 1 shows the
percentage of members on the Right and Left and the percentage of replies:

100%
0, ,
= ] 41%
S 40% - 3% 3%
[0
A~ 20% A
0%
Right Left
0O % of'the Right/Left in the parliament M % of Right/Left answers ‘

Figure 1: The percentage of the members of the Right and Left and the percentage of their answers
The percentage of returned polls is to low to generalize overall results, so there must be some
reservation regarding the results.

> We consider that right-aligned parties to be the Slovenian Democratic Party, Slovenian National Party,
Slovenian People's Party and New Slovenia, and that the left-aligned parties to be Liberal Democracy of
Slovenia, Social Democrats and Democratic Party of Pensioners of Slovenia.

* Two representatives represent two minorities: Hungarian and Italian.
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4 Presentation of the results

4.1 Familiarity with e-voting projects in other countries

As is known, some countries have already implemented e-voting in their electoral
systems, while some have been implementing pilot projects for some time. We wanted to
find out if Slovenian deputies were familiar with these projects.

The survey revealed that most of them (66%) had already heard something about these
projects, but they were not familiar with all the details, while 14% of deputies receive
information on other countries’ e-voting projects on a regular basis, and 10% were not
acquainted with these projects. A further 10% of them were acquainted only with the US
and Estonian e-voting projects.

4.2 Attitude to the initiatives, proposals and questions mediated via e- mail

At this point we wanted to find out:

e if the deputies consider e-communication equivalent to traditional communication of
proposals, initiatives and answers,

e how often they receive proposals, initiatives and questions via e-mail and

e how they treat proposals, initiatives and questions via e-mail.

The results are surprising — 48% of deputies consider e-communication equivalent to the
traditional communication of proposals, initiatives and answers, while 48% of them
thought that e-communication is only partly equivalent to traditional communication,
and 3% thought that e-communication is not equal to traditional communication.

Most (66%) of deputies receive proposals, initiatives etc. via e-mail at least once a week,
21% of deputies receive them at least once a month, 10% receive them at least once
every six months, while proposals etc. are never mediated via e-mail to 3% of deputies.

Interesting, almost half (48%) of deputies considered e-communication only partly
equivalent to traditional communication, but when it comes to treatment of initiatives
etc. sent via e-mail, 85%" of deputies say that they thoroughly studied the material and
take it into consideration as much as possible. The results of the survey [De05] make our
results even more interesting — in 2004 the deputies' response wasn't that high, 40% of
them responded to the e-mail with a real case question from an imaginary citizen®. The
question is, do 85% of deputies from our survey really study the initiatives, proposals
etc. thoroughly? We think that this data should be taken into account with some
reservations.

*n=27
®1In 14 days.
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4.3 E-democracy and e-voting effects

The effects of e-voting were estimated on a scale of 1 to 5. The deputies assessed five
parameters:

citizens' e-participation influence on the quality of legislation and other decisions,
e-voting effects on authority's legitimacy,

e-voting effects on the turnout,

e-voting effects on the movement in electoral body and

the security of e-voting.

The survey revealed (Figure 2) that 66% of deputies thought that e-participation would
influence the quality of legislation and other decisions — that was the opinion of 77% of
the Left and 56% of the right-aligned deputies. Moreover, 28% of deputies thought that
e-participation may or may not influence the quality of legislation — this is the opinion of
38% of the Right and only 15% of the left-aligned deputies. Interesting, most of the left-
aligned deputies thought that e-participation would have influence, while this is the
opinion of far fewer (56%) members of the Right:

100%
80% 17%
60% 2%
° 38%
40%
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20% 1 0% 0% 8% 6% ’—l 0% 0%
0% [

would not would not  may ormay would have  would have
have at all have not have great influence

O Left-aligned % M Right-aligned %

Figure 2: Citizens’ e-participation influence on the quality of legislation and other decisions

Furthermore, the results show that there is a difference in Left/Right agreement with the
statement "E-voting would contribute to a greater legitimacy of elected authority." Most
of the right-aligned deputies (44%) disagree with this statement, while most of the
leftists (46%) agree with it. On a scale of 1 to 5 the median for the Right is 2, while the
median value of the Left is higher — 3.

The difference can also be seen after analysing the agreement with the statement "E-
voting is secure" — most of the Right (50%) disagrees, while 42% of the Left agree and
the same share neither agree nor disagree with this statement. On a scale of 1 to 5 the
median of the Right is 2, and the median value of the Left is 3.
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When it comes to the influence of e-voting on higher polling participation, the deputies
are even more heterogencous; most (50%) of the right-aligned deputies agree that e-
voting would have influence on a higher turnout and most (85%) of the Left agree with
this statement, too.

Most (69%) of the left-aligned deputies agree that e-voting would have influence on the
movement in electoral body; on a scale of 1 to 5 the median of their agreement is 4. On
the other side, most of the right-aligned members (44%) neither agree nor disagree with
this statement; their agreement's median is 3.

If we neglect the Left and Right division and take a look at Figure 3, we can see that the
situation is rather pessimistic. Most of the deputies (34%) disagree with the statement
that e-voting would have an influence on the greater legitimacy of elected authority, only
28% of them agree and the same proportion (28%) neither agree nor disagree that e-
voting is secure, while most of them (45%) agree with the statement "e-voting would
have influence on the movement in electoral body."

100% -
80% A
66%
60% -
40% - 34%
=28%28%
20% A
0% -
Greater E-polling is Higher polling Movement in
legitimacv secure particination electoral bodv
completly disagree =~ = disagree = neither do agree nor disagree i agree

Figure 3: Deputies’ views on e-voting effects’

There is one optimistic result — most of them (66%) agree that e-voting would have
influence on higher polling participation (turnout).

’ None of the representatives completely agreed with the statements listed above.
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4.4 The reasons for Slovenia still not having a legislative basis for e-voting

We wanted to find out the main reasons for not having at least a legislative basis that
would enable e-voting in Slovenia. The results® show that most (45%) of the deputies
blame "underdeveloped" technology for the legislative "vacuum." Furthermore, 17% of
deputies thought that the reason for not having a legal basis is the fear of some political
parties that implementing e-voting would cause higher participation of younger and
technologically more educated registered voters.

As may be seen from Figure 4, most (60%) of the right-aligned deputies blame the
"underdeveloped" technology, while most (42%) of the left-aligned deputies blame the
fear of some political parties, which are worried about higher turnout caused by e-voting.

Beside the reasons listed below (Figure 4), the respondents expressed some other
reasons, such as (1) how would one assure that every voter had only one vote, (2) the
risk that a voter could vote instead of other members of the family, (3) how to prevent
people breaking into the e-voting system, (4) how to achieve voters' trust in e-voting, (5)
bureaucratic reasons (formalities).

0

gn lggég 1 42% o0
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Figure 4: The reasons for not having a legal basis for e-voting

4.5 E-voting risks

We also asked the deputies which, in their opinion, are the greatest risks of e-voting.
They were able to choose three answers at most.
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The survey revealed that most of the respondents (66%) saw the biggest e-voting risk as
the violation of some basic election principles: secrecy, freedom and (re)check. The
lowest (24%) proportion of respondents was worried about double voting, and (28%)
manipulation by the current ruling powers. Furthermore, 52% of deputies thought that
excluding people who do not use the internet and those, who are not educated enough to
e-vote is a threat to e-voting success, and 45% of them had doubts about system
(collapse); 31% of deputies selected its possible influence on voter's decisions.

It is not surprising that, in contrast to the Right (13%), 46% of left-aligned deputies saw
the main risk of e-voting as the possibility of manipulation by the current ruling powers.

5 The future of e-voting project in Slovenia

In this part we wanted to resolve two matters:

e to what level do the deputies support the implementation of e-voting (they were able
to choose whichever level) and

e when, in their opinion, will Slovenia start testing e-voting.

The results show that most deputies (66%) support e-voting for national referendums,
48% of them support e-voting in the elections for president of the state, 48% support e-
local referendums and 38% of respondents support e-elections of deputies. It is obvious
that deputies are most sceptical about e-elections of themselves.

There is a significant difference in Left and Right support (Figure 5). As we can see,
local e-referendums are supported by 69% of Left members, while only 31% of the
Right members support this project. Moreover, 38% of Right members do not support
any kind of e-voting, while all Left members support e-voting on at least some level
listed.
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Figure 5: The levels on which Slovenian deputies support the implementation of e-voting
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A total of 46%’ of respondents thought that Slovenia will start e-voting test projects
before 2010, among which were 62% of Left and 33% of right-aligned deputies, while
54% of respondents thought that e-voting projects would start after 2010 (38% of Left
and 67% of Right).

5 Final remarks

The most interesting survey results can be summarized as follows:

it is strange that only 14% of right-aligned members were well informed on other
countries' e-voting projects, because the Right has been most responsible for
delaying the amended law to enable e-voting. If they are not aware of others'
countries e-voting projects in detail, than it is clear that their resistance to the
amended Act was not based on professional arguments;

some 48% of deputies thought that e-communication was only partly equivalent to
traditional communication of proposals, initiatives, questions etc., but 85% of
respondents said that they thoroughly study the initiatives etc., received via e-mail
and take them into consideration as much as possible; on the other side, the survey
[De05] revealed that deputies' response levels are not very high — 40% of them
responded to a simple real case question from an imaginary citizen;

the fact that 77% of the Left and only 56% of the right-aligned deputies thought that
citizens' e-participation would influence the quality of legislation and other
decisions is something to be anxious about, since the current ruling coalition
consists primarily of right-aligned deputies;

only 48% of respondents supported e-voting on the local level, which is interesting,
since most of other countries started with e-voting projects on the local levels
(municipalities); moreover, Rivest [htmll] assesses, that local (county) level
e-voting projects were more highly recommended than state e-voting (see section
2.1); it is possible that this answer is correlated to the forthcoming local elections in
Slovenia; furthermore, it is interesting that the lowest proportion of respondents
expressed support for the e-voting of deputies. If we look at these results critically,
the message seems to be "e-vote for anyone, but not for us";

some 21% of deputies neither agreed nor disagreed with the influence of e-voting on
higher polling participation (turnout); this result is understandable, since the authors
and other countries' experiences are not united on this question, either (see section
2.1);
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e some 14% of deputies thought that lack of resources was the reason for not having
at least a legislative normative basis for e-voting in Slovenia, which is, according to
the findings of Remmert [Re04] and Van Den Besselaar et al. [VODFO03]
inexcusable, since e-voting could, over time, actually reduce costs (see section 2.1);
some respondents saw the reason in the problems of ensuring the 'one voter — one
vote' rule, which, according to Estonia, should not be a problem at all, since Estonia
used multiple voting to reduce other people's influence on a voter's decision (see
chapter 2.1)

It is evident that Slovenia cannot expect the implementation of e-voting in the near
future. Our initial hypothesis was confirmed — the current ruling powers were not in
favour of e-voting. Right-aligned deputies are much more sceptical about the
implementation of e-voting than the left-aligned, which is something to be worried
about, since the current ruling collation largely comprises right-aligned deputies.
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