

















Such signatures of knowledge can easily be constructed using Schnorr signatures
[Schol]:

Let H: {0,1}* — {0,1}* be a collision-resistant hash function with a k-bit output and
G=<g>=<h> be a cyclic group of prime order p. Then, a signature of knowledge of the
above fact is a pair

(c.d) in {0,1)* x Zp*
satisfying

c=H(m||y||gllg"").

Signatures of knowledge can also be used to prove more complex statements about
secrets, like

SK{(0,B): y=¢* and z=h"}(m)
SK{(a,p): y=g" or z=h"}(m)
SK{(a): y=g* and o is in [A,B] }(m).

The security properties of signatures of knowledge make them suitable for the design of
SIGN algorithms. To show that he is a group user of M's group, u; has to prove that he (i)
possesses a group membership certificate y; issued by M and (i) that he knows the
private key usk; corresponding to the public key upk; certified in v;. By showing his
membership certificate or his membership key directly to a verifier, the user would make
his signatures linkable. Using signatures of knowledge u; can show possession of both
values without actually revealing them. Essentially, u; exploits that signatures of
knowledge can be randomized (just like interactive zero-knowledge proofs of
knowledge) by the prover. The group user only has to choose a new random
commitment (corresponding to the first protocol move in an interactive zero-knowledge
proof) every time he issues a group signature. In this way u; can guarantee that no two
signatures are equal, thus making the group signature scheme unlinkable.

6.4 Linkable Group Signatures

In 1997 Camenish and Stadler introduced the first efficient group signature scheme.
Using this group signature scheme the length of the public key is independent from the
size of the group. Even if a new member joins the group it is not necessary to calculate a
new public key. Furthermore, in this scheme it is possible to assign the two different
roles of the group manager (issuer of membership certificates and opener of group
signatures) to different parties, which is a very desirable property regarding electronic
voting systems. Since then, a large number of group signature schemes have been
proposed [GWO07]. We will show how to change such schemes to linkable GS schemes
using the high-level description from [CS97]. Our starting point is to force each group
user not to randomize his signatures of knowledge:
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. The group manager M computes a key pair (sigy, very) of a digital signature
scheme, and a public key encryption key pair (ency;, decy), and publishes the two public
keys.

. Alice joins the group by choosing a random value x, sending her membership
key z=f(x) (f a one-way function) in an authenticated way to M, and receiving in return
her membership certificate v=sigy(z).

. Alice signs a message m by encrypting (m,z) using the group managers
encryption key, i.e. d=ency(m,z). (Note: We omit the random number here to make the
GS linkable.) She computes a signature of knowledge that she knows the values x' and v'
satisfying the following equations: d=ency(m,f(x')) and very(v',f(x"))=true.

To protect the private key (x,z,v) against the attacker controlling the PC, this key can e.g.
be bound to a TPM chip (which is much easier than to secure the whole platform using
TPM technology), or it can be stored on a smart card (e.g. an electronic passport).

6.5 Vote Updating

To prevent vote selling in some voting systems, vote updating is used. That is, the voter
could cast his or her ballot as often as he or she wants to, but only the last cast ballot is
computed in the tally. The basic idea is that even if a voter sells his ballot to an attacker,
he could easily update his or her vote. Hence the vote buyer never can be sure that the
vote seller will not update his vote, after he has proven his choice to the vote buyer. E.g.
the Estonian voting system, which was employed for the first political election over the
Internet, uses vote updating [Est05]. Besides the advantages some disadvantages also
exist. These advantages and disadvantages that are also different types of vote updating,
are not further addressed in this paper, but are analyzed and discussed in [VGO6].
However, we think that vote updating is a good method to prevent vote selling, but
cannot be the only measure and therefore has to be facilitated by other measures
[OSHO8]. In this paper we will use vote updating as a part of a measure against vote
selling, independent from the type of implementation of vote updating.

6.6 Improved Voting Scheme

To deal with vote selling and the secure platform problem, we propose to improve code
voting. We assume a trustworthy voting authority, which consists of representatives of
all parties that are supervising each other’>. We further assume a group signature scheme
as described in section 6.4. The voting authority is divided into different groups, which
are responsible for the following tasks:

. Printing and issuing the code sheets to the eligible voters.

2 In the literature, this property is called Separation of Duties.
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. Operating the voting servers and the according databases, which we assume to
be reliable and secure.

. Managing the group signature scheme by issuing the private keys to the eligible
voters.
. Managing the group signature scheme by opening the signed voting TANS, i.e.

verifying that every eligible voter only casts one ballot.
Each member of the voting authority should only belong to one of those groups.

The improved voting scheme works as follows: Prior to the election, each eligible voter
is issued a private key according to the group signature scheme. Additionally, in a
second step, the voting authority prints code sheets as seen in table 3. We assume that for
every voter and every candidate the voting TANs, the confirmation TANs and the
finalization TANs are randomly chosen using a good PRNG algorithm. Since the
printing procedure links the voting TANs to the candidates, this process has to be
monitored not only by the members of the code sheet issuing group, but by all voting
authority members. For that purpose the different parties and their representatives in the
voting authority then can check a control sample if the correlation between voting TAN
and candidate is correct for the valid code sheets.

In a third step the valid code sheets are shuffled, put into anonymous envelopes and then
they are distributed to the eligible voters. After the election has been started the voter
connects to the voting server and enters the voting TAN for the desired candidate into
the voting software and signs it with his private key according to the linkable group
signature scheme. This signature could include information about e.g. the electoral
district. The signed voting TAN is sent to the voting server over a MIX net. After the
voting server has answered with the correct confirmation TAN, the voter approves his
vote with the (signed) finalization TAN. In the improved code voting scheme we allow
vote updating, i.e. every voter could submit several valid voting TANs to the voting
server, but only the last submitted voting TAN approved with the corresponding
finalization TAN counts in the tally. With the aid of the group signature, the responsible
group of the voting authority ensures that a single voter can cast only one valid voting
TAN regardless of how many code sheets he may have bought.

Therefore, this voting authority group opens the group signature to check if the voter
already cast a ballot’”. The finalized voting TAN is stored in the database, where older
required voting TANs will be removed. If the voter gets either no or a faulty
confirmation TAN, the client may be infected with malicious software, and he may vote
again using another voting client, if the group signature scheme is transferable™.

%3 For further research it would be interesting to analyze if threshold schemes could be applied in conjunction
with the linkable group signature scheme, so that m out of n group managers are needed to open a signature.
5% This is e.g. the case if the private key is stored on a smart card.
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It is an open question whether at the end of the election the voting authority should
publish the submitted voting TANS: since they are checkable also by a coercer, even if
vote selling is impossible, the adversary may control the voting decision of certain
voters.

7 Security Properties

A passive adversary is only able to attack the secrecy of an election. He can observe the
TANSs entered into the web browser. Since those TANs were chosen at random, the best
an attacker can do is guess the vote. Additionally, in our voting scheme the voter sends
his signed voting TAN to the server. As his or her vote is sent over a MIX net, an
allocation between IP address and the submitted voting TAN is not possible. Even
though malware on the voting client could just read the voting TAN, it cannot identify
the chosen candidate. So our voting scheme is secret.

Further, our voting scheme is equal because the group signature is linkable by the group
managers, i.e. for every eligible voter only one signed voting TAN is counted in the
tally. If the voting scheme doesn't publish the submitted voting TANSs, the proposed
voting scheme is receipt free, but it is not verifiable. Because our voting scheme uses
linkable group signatures, a vote buyer can only cast as many ballots as he has different
group signature keys. For that purpose, the group managers have to issue a private key,
which a voter presumably would not give to an attacker, e.g. a private key according to
an ePass.

8 Summary

In this paper we proposed to use code voting as a reasonable measure against the
“Secure Platform Problem” that is a major threat to most of the proposed electronic
voting schemes. As the code voting model is vulnerable against vote selling, we
extended code voting using vote updating and linkable group signatures to prevent vote
selling attacks regarding the voting client and described some security properties of the
new approach.
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Abstract: Code voting provides an appropriate technology to address the secure
platform problem of remote Internet voting, but it is not particularly user-friendly.
In this paper, we propose the use of CAPTCHA- an acronym standing for
Completely Automated Public Turing tests to tell Computers and Humans Apart -
to improve the user-friendliness of code voting, discuss the security of CAPTCHA-
based code voting, and elaborate on a possible implementation.

1 Introduction

Elections and votes are fundamental processes for the proper operation of democratic
states and their (democratically legitimated) governments. In the literature, the term
electronic voting (or e-voting in short) is used to refer to elections and votes that are
supported by electronic means. With the proliferation of the Internet, its use for e-voting
has been proposed by many people (mainly politicians) as a way to make voting more
convenient andas it is hopedto increase participation in elections and votes. The term
Internet voting is therefore used to refer to election or voting processes that enable voters
to cast their ballots over the Internet. This basically means that the ballots must be
represented electronically, and that the electronic ballots must be transmitted to election
officials using the Internet as a transport medium.
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There are many possibilities to implement Internet voting, and poll-site Internet voting,
Kiosk voting, and remote Internet voting are usually distinguished in the literature (e.g.,
[Cal00]). In this paper, we only focus on remote Internet voting, i.e., Internet voting
where the voter (or a third party acting on behalf of the voter) uses his personal computer
(PC) to cast a ballot over the Internet. From a security viewpoint, remote Internet voting
is the most challenging possibility to implement Internet voting. In states that support
absentee balloting, such as all-postal voting, any other form of Internet voting (i.e., poll-
site Internet voting and Kiosk voting) is likely to fail. This is because the other
possibilities require the voter to visit a voting place, and this is probably too
inconvenient compared to the simplicity of casting ballots from home. In Europe, for
example, a few states have started to employ remote Internet votingbe it in
geographically restricted pilot projects, such as in three cantons of Switzerland [Ber08],
or for official use, such as in Estland.

Against this background, it is possible and likely that the use of remote Internet voting
tends upwards, and that the security of remote Internet voting will become a major issue.
Security, in turn, has many aspects, and there are several partly complementary security
technologies, mechanisms, and services that can be used to address them. As argued in
[Opp02], code voting, i.e., voting by providing randomly-looking codes instead of YES
or NO in the case of a vote and candidates' names in the case of an election, is an
appropriate technology to address the secure platform problem of remote Internet voting.
Unfortunately, code voting is not particularly user-friendly, and in this paper we exlore
possibilities to use Completely Automated Public Turing tests to tell Computers and
Humans Apart (CAPTCHAS) also known as Reverse Turing Tests (RTTs) or Human
Interactive Proofs (HIPs) to improve the user-friendliness of code voting. We think that
CAPTCHA-based code voting provides an interesting possibility to implement code
voting in a real-world setting.

The rest of the paper is organized as follows: The security requirements of (remote)
Internet voting are summarized in Section 2. Code voting and CAPTCHA-based code
voting are introduced and discussed in Sections 3 and 4. A preliminary security analysis
is given in Section 5. Finally, conclusions are drawn and an outlook is given in Section
6.

2 Security Requirements

There are many investigations and studies that elaborate on the security of Internet
voting in general, and remote Internet voting in particular (e.g., [Cal00, Rub01]). The
results all give evidence that security (including privacy and reliability) is among the
most important preconditions for the successful deployment of Internet voting. The
current paper ballot systems set a standard that is adopted as a security baseline for
Internet voting. They represent certain tradeoffs between voter convenience and
protection against fraud and abuse. It is generally required that elections and votes
conducted over the Internet are at least as secure as the current paper ballot systems. In
states that support absentee balloting in the form of all-postal voting, however, it is this
voting technology that sets the security standard for Internet voting.
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There are many lists of security requirements for (remote) Internet voting that can be
found in the literature™. There is even an e-voting protection profile for the Common
Criteria drafted in Germany™°. The following list of security requirements is not intended
to be complete or comprehensive:

. Completeness and soundness of the Internet voting protocol(s);
. Correctness of the results;
. Authenticity of both the voter (or the voting client acting on behalf of the voter,

respectively) and the voting server;

. Secrecy of the ballots (including, for example, anonymity of the voter);

. Integrity of the ballots (including, for example, protection against malicious
software);

. Non-duplication of the ballots;

. Availability and reliability of the voting process (including, for example,

protection against denial-of-service attacks).

Some security requirements are complementary and don't interact with each other (e.g.,
integrity and non-duplication of the ballots). Other security requirements, however, are
(or at least seem to be) contradictory in some sense. For example, one way to attest the
correctness of a voting process is auditability, meaning that the entire voting process can
be audited in some reasonable way. Auditability, however, sometimes contradicts to the
secrecy of the ballots. In fact, there is a lot of research going on in the cryptographic
community to address this apparent contradiction and to guarantee ballot secrecy and the
correctness of the results simultaneously. Most of this research elaborates on schemes
and protocols for verifiable secret sharing and secure multi-party computation as
pioneered by Yao [Yao82].

% In 2004, for example, the Committee of Ministers of the Council of Europe adopted Recommendation
Rec(2004)11 that specifies “legal, operational and technical standards for e-voting.” These standards, among
other things, also comprise security requirements.

% http://www2.dfki.de/fuse
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Many security requirements of (remote) Internet voting can be addressed with existing
technologies, mechanisms, and services. For example, there are many technologies that
can be used to secure the server side. Examples include firewall technologies and
intrusion detection systems (IDS) or intrusion prevention systems (IPS). The authenticity
of the voter and the voting server can be addressed with public key certificates.
Similarly, the secrecy and integrity of the ballots can be guaranteed with a cryptographic
protocol, such as the Secure Sockets Layer (SSL) [FKK96] or Transport Layer Security
(TLS) [DRO6] protocol. It is, however, important to note that the use of the SSL/TLS
protocol protects the secrecy and integrity of the ballots only during the transmission
over the Internet. The ballots are not automatically protected on the client or server side.
In fact, additional security technologies, mechanisms, and services are required to
protect the secrecy and integrity of the ballots before and after they are transmitted over
the Internet. There are additional risks for the secrecy of the ballots (i.e., privacy risks)
related to the use of spyware (in the home setting) or remote system administration tools
(in the institutional setting).

Due to the fact that a remote Internet voter uses his PC to cast a ballot and that this PC
may be subject to malware, the insecurity of the client-side platform represents the major
vulnerability (and Achilles heel) of remote Internet voting. Rivest coined the term secure
platform problem to refer to the problem of protecting an inherently insecure client-side
platform against malicious software and corresponding attacks [Riv01].

Due to the fact that the secure platform problem is hard and difficult to solve, there are
several e-voting research and development projects that don't even address it. For
example, in the FAQ document of the European CyberVote project’’, the question “Can
a virus or Trojan horse attack CyberVote?” is answered in the following way:

“Yes, like any other client software in an insecure PC environment.

Anti-virus software should be used and strict security guidelines followed to limit the
risk of a virus or Trojan horse attack.

Secure user interface techniques can be applied to the CyberVote client to prevent
Trojan horses.”

Unfortunately, the FAQ document does not further explain the term “secure user
interface techniques.” It turns out that there are not many security technologies,
mechanisms, and services that can be used to effectively address the secure platform
problem of remote Internet voting. In fact, we think that code voting as introduced next
is one (if not the only) technology that may work in a real-world setting.

3T http://www.eucybervote.org/faq_security.html#q35
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3 Code Voting

The term code voting is used to refer to an e-voting technology in which the voter casts
his ballot by providing a voting code instead of YES or NO (in the case of a vote) or a
candidate's name (in the case of an election). The voting code, in turn, looks like a
random string. If the alphabet consists of all decimal digits 0...9, then the voting code
basically represents a number. In general, however, any alphabet can be used and the
voting codes can be arbitrarily long.

To the best of our knowledge, the first code voting system was proposed by Chaum
[Cha01]. In such a system, each voter is equipped with a code sheet (i.e., a sheet that
itemizes all voting codes) and he must enter the appropriate voting codes to cast his
ballot. An exemplary code sheet for an election is illustrated in Table 1. If the voter
wants to vote for Bob, then he must enter 990234 (instead of “Bob”).

Candidate Voting code
Alice 236412
Bob 990234
Carol 141290
Dave 782755
Eve 774892

Table 1: A code sheet with voting codes

Due to the fact that voting codes look like random strings, code voting effectively
protects against passive and active attacks:

. In a passive attack, the adversary sees a voting code sent over a network (using,
for example, a network management or system administration tool), and must then be
able to tell whether this code represents YES or NO (in the case of a vote) or to which
candidate the code actually refers to (in the case of an election). If the voting codes are
chosen with a good random bit generator or a cryptographically secure pseudorandom bit
generator (PRBG), then the best the adversary can do is guessing. In this case, seeing the
voting codes sent over the network does not help the adversary.

. In an active attack, the adversary does not only see a voting code sent over a
network, but he can also manipulate it. For example, the adversary may employ malware
or a client-side remote system administration tool to turn a voting code representing YES
into a voting code representing NO (in the case of a vote) or a voting code of one
candidate into a voting code of another candidate (in the case of an election). Again, if
the voting codes are chosen with a good random bit generator or a cryptographically
secure PRBG, then the adversary does not know the other voting codes, and hence the
best he can do is again guessing.
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In either case, the success probability of an adversary is not better than guessing,
meaning that the best an adversary can do is guessing. This is indepedent from the
adversary’s computational resources and available time. Consequently, the security that
is achieved is unconditional or information-theoretic. There are, however, two conditions
that must be fulfilled to achieve this level of security:

. As mentioned before, the voting codes must be random, i.e., they must be
chosen with a good random bit generator or a cryptographically secure PRBG;

. The code sheets must be personal and distributed out-of-band*®, using, for
example, a trustworthy postal mail delivery service.

Also, it is important to note that code voting requires a modified voting behavior, and
that there may be some legal constraints to consider (not addressed in this paper).

In spite of the fact that code voting as discussed so far is able to provide unconditional or
information-theoretic security, it may still be the case that an (active) adversary simply
deletes a voting code in transit. To protect against this attack, it may be worthwhile to
have the server send back a verification code and have the voter verify this code.

Table 2 illustrates an exemplary code sheet with voting and verification codes. Again, if
the voter wants to vote for Bob, then he must enter 990234 and wait for the server to
send back the verification code 672345. If another verification code is sent back, then
something illegitimate is going on and the voter is well advised to stop voting (needless
to say that some dispute-resolving mechanisms must also be put in place here).

Candidate Voting code Verification code
Alice 236412 124355
Bob 990234 672345
Carol 141290 045686
Dave 782755 687432
Eve 774892 234115

Table 2: A code sheet with voting and verification codes

If the voter verifies the verification code, then it makes a lot of sense to communicate the
result of the verification step to the server (otherwise, the server does not know whether
the result is correct). This is where the confirmation code comes into place. Table 3
illustrates an exemplary code sheet with voting, verification, and confirmation codes. In
our toy example, the voter would confirm the successful verification of the verification
code 672345 by sending the confirmation code 574546 to the server. At this point, there
is no need to continue the recursion (and send more codes back and forth).

58 It is important that the code sheets must be provided outside the voter's PC (i.e., the PC that is used by the
voter to cast his vote). If the code sheets were inside the PC, then malicious software could get and use them to
change the ballots. Also, the voting codes must be randomly or pseudo-randomly chosen from a sufficiently
large set of possible values to make the probability that malicious software can correctly guess them
sufficiently small (i.e., negligible).
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Candidate Voting code Verification code | Confirmation code
Alice 236412 124355 252435
Bob 990234 672345 574546
Carol 141290 045686 124145
Dave 782755 687432 243521
Eve 774892 234115 967468

Table 3: A code sheet with voting, verification, and confirmation codes

The bottom line is that there are many possibilities to implement code voting. In addition
to casting a vote by simply entering a voting code, the voter may verify a verification
code sent back from the server (to verify that he has casted the vote to an authentic
server, and that the vote has been properly registered by the server). Also, the voter may
acknowledge proper verification of the verification code by sending out a confirmation
code.

In Table 4, we summarize the 2°-1=7 possibilities to implement code voting. Among
these possibilities, we think that the following four possibilities are meaningful in
practice:

. Voting code-only implementation;
. Verification code-only implementation;
. Voting and verification code implementation;
. Full implementation (i.e., voting, verification, and confirmation codes).
Possibilities Voting | Verification | Confirmation
code code code
Voting code-only implementation X
Verification code-only implementation X
X
[Voting and verification code implementation X X
X X
X X
Full implementation X X X

Table 4: Possibilities to implement code voting
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In a voting code-only implementation, the voter casts his ballot by simply sending a
voting code to the server. In a verification code-only implementation, the voter casts his
ballot as usual, but waits for a verification code sent back from the server. It is then up to
the voter to verify this code. A verification code-only implementation is particularly
interesting, because the voter has to minimally change his behaviour (i.e., he can still
enter YES or NO and only validate the verification number sent back from the server).
This advantage, however, may also be disadvantageous, because it is possible and likely
that some voters don't care about the validity of verification codes sent back. As its name
suggests, a voting and verification code implementation employs voting and verification
codes. Last but not least, a full implementation employs voting, verification, and
confirmation codes. It goes without saying that this is the preferred choice from a
security viewpoint, and that all other choices represent tradeoffs.

A practically relevant question refers to the length of the various codes. Obviously, the
length must make the probability to correctly guess a code sufficiently small. For
example, if the number includes 10 binary digits (bits), then the probability of correctly
guessing a code is 1/2'° = 1/1,024 = 0.000975562. Due to the fact that the numbers
cannot be verified off-line (without access to the code sheets), this seems to be sufficient.
10 bits can be represented with log 2'° = log; 1,024 decimal digits which is slightly
more than 3 digits. Consequently, 4 decimal digits can be used to encode a code and
some redundancy to detect errors (error detection is particularly important for voting and
confirmation codes that are entered by the user).

In theory, 10-bit code numbers can be randomly generated, using a random bit generator.
In practice, however, the code numbers are more likely generated with an appropriately
seeded pseudorandom bit generator (PRBG) or a construction that employs a keyed hash
function, such as the HMAC construction [KBC97]. In either case, the generation of the
code numbers is not further addressed in this paper.

Last but not least, we note that a guessing attack may have an equalizing effect on the
outcome of an election or vote. If, for example, a candidate only gets a few votes under
“normal” circumstances, then he may get an average number of votes under a guessing
attack. This is because it is equally likely to guess a voting code for an unpopular
candidate as it is to guess a voting code for a popular candidate. Hence, the outcome of
an election or vote that is subject to a guessing attack may be equalized to some extent.
Because we do not further address guessing attacks, this point is not further discussed in
this paper.
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4 CAPTCHA-based Code Voting

The potential difficulty of differentiating humans from computers pretending to be
humans was addressed already in 1950, when Turing described his now-famous test. In
short, the Turing test is a proposed test for a machine to demonstrate intelligence
[Tur50]. It proceeds as follows: a human judge engages in a natural language
conversation with one human and one machine, each of which are trying to appear
human. If the judge cannot reliably tell which is which, then the machine is said to pass
the Turing test. In order to keep the test setting simple and universal (to explicitly test
the linguistic capability of the machine instead of its ability to render words into audio),
the conversation is usually limited to a text-only channel such as a teletype machine as
Turing suggested, or, more recently, Internet-based messaging.

In the mid-1990s, people came up with the idea of using a reverse Turing test to have a
machine test whether a user is human. For example, in 1995, Lam of The Chinese
University of Hong Kong implemented a reverse Turing test in a voting application
written for Radio Television Hong Kong. The public was able to vote for their favourite
singers and songs online for the first time in the annual “Top Ten Chinese Songs
Award.” To prevent automatic and machined submissions, users were required to
correctly input a 6-digit number that was represented as an image. In 1996, the first
reference of automated tests, which distinguish humans from computers for the purpose
of controlling access to Web services, appeared in a manuscript of Naor [Nao96]. Other
primitive reverse Turing tests seem to have been developed in 1997 at AltaVista to
prevent bots from adding URLs to their search engine.

In 2000, von Ahn and Blum developed and publicized the notion of a Completely
Automated Public Turing test to tell Computers and Humans Apart (CAPTCHA), which
included any program that can distinguish humans from computers. They invented
multiple examples of CAPTCHAs, including the first CAPTCHAs to be widely used on
the Internet (at Yahoo!) [VABLO4]. The acronym CAPTCHA is trademarked by
Carnegie Mellon University. Alternatively, a CAPTCHA is sometimes called Reverse
Turing Test (RTT) or Human Interactive Proof (HIP).

In general, there are many possibilities to implement CAPTCHAs, RTTs, or HIPs. A
common type of (visual) CAPTCHAs requires that the user type in the letters of a
distorted image, sometimes with the addition of an obscured sequence of letters or digits
that appears on the screen. Such CAPTCHAs are also used in this paper (as an example).
But there are many other visual CAPTCHAs and CAPTCHAS based on audio or video.
More recently, for example, Microsoft Research has come up with a HIP called ASIRRA
(Animal Species Image Recognition for Restricting Access) that works by asking users
to distinguish between photographs of cats and dogs [E+07]. Audio CAPTCHAs, in turn,
have been developed and are being deployed for handicapped persons. In essence, any
task that can be efficiently solved by a human but is not known to be efficiently solvable
by a machine can be turned into a CAPTCHA, RTT, or HIP. There are many
opportunities for research and development here.
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In CAPTCHA-based code voting, the voter does not cast his ballot directly by providing
an appropriate voting code, but indirectly by clicking on an appropriate CAPTCHA.
Clicking on a CAPTCHA, in turn, causes a random-looking voting code (representing a
cryptographic hash value) to be sent from the browser to the server. Let us consider an
exemplary (and simplified) election in Germany, in which the voter can select between
five political parties. If, for example, a voter visits http://wahlen.nds.rub.de, then the
voting server sends back a dynamically generated Web page in which the parties'
acronyms are rendered as CAPTCHAs and visually presented to the voter in random
order.

X
£ | httpe/[wahlen.nds.rub. def v| % X Pl
Datei  Bearbeiten Ansicht  Faworiten Extras 7
1€ Bundestagswahl 2007 Xy Startseite (M) + 0 Drucken v oor Seite v Extras v >
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d: b.de/vote.php 16f & Internet A100% v
Figure 1: First screen for CAPTCHA-based code voting
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Figure 2: Second screen for CAPTCHA-based code voting

Figures 1 and 2 illustrate two possible screens. If, in this example, the voter selected
CDU on the first screen (choice 1), then the voting code sent to the server would be:

705279376d724a6£56316f4b537a5047.
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Similarly, if the voter selected CDU on the second screen (choice 3), then the voting
code would be:

336667544e67684c2e79486d58632e32.

In either case, the voting code represents a cryptographic hash value and is visible in the
browser's status line. Note that the two codes are different and unlinkable despite the fact
that the selected party is the same. Also note that in CAPTCHA-based code voting, there
is no urgent need to minimize the length of the voting code. The voting codes are sent by
the browser to the server in a way that is transparent to the user, i.e., the user does not
have to type it in. This simplifies things considerably, and the discussion held at the end
of Section 3 is obsolete in this setting. So from a usability perspective, CAPTCHA-based
code voting is perfectly fine. The user experience does not significantly deviate from
what he knows and is accustomed to. In the following section, we address the question
whether CAPTCHA-based code voting is also fine from a security perspective.

5 Preliminary Security Analysis

If one considers the use of code voting to overcome the secure platform problem, then
one is mainly concerned with the possibility of automated client-side attacks mounted by
malware. More specifically, one wants to make it impossible for an adversary to write
malware that can modify a vote in some meaningful way. This must be true even if the
malware has access to all information that is available in the client's operating system or
browser. Note, for example, that such malware has access to the browser's state and
content of Web pages, and hence that it is able to read out the voting codes. But it does
not know what code belongs to what choice, and hence it can only make random
guesses. In the example given above, the malware is likely to be able to read out the
voting code 705279376d724a6f56316f4b537a5047 for the first choice on the first
screen, but it is not able to associate this code to the CDU party (because this association
is done outside the client system in the brain of the voter). Consequently, it cannot
decide whether this selection is the appropriate one, and hence whether it should modify
the vote. Also, in the case of an election with more than two options, if the malware
knew that it should modify the vote, it would still not know which other option to select.

The bottom line is that CAPTCHA-based code voting remains secure (in the sense
sketched above) as long as the CAPTCHAS in use remain secure, i.e., cannot be solved
by a machine. If somebody can write a piece of software that can break the security of
the CAPTCHAs, then this software can also be used to trivially break the security of
CAPTCHA-based code voting. So we have to make the critical assumption that the
CAPTCHAs in use are secure. This assumption is critical, because the security of
CAPTCHASs has come under fire and many researchers are trying to compromise them.

Based on the assumption that the CAPTCHASs in use are secure, one can argue that
CAPTCHA-based code voting remains secure as well. But there are still a few subtle
attacks that must be considered with care. Let us briefly elaborate on two examples.
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1. If an adversary has introduced himself in the communication channel between
the client and the server, then he is representing a man-in-the-middle (MITM) and can
display any CAPTCHA or CAPTCHA-like image. It is then simple for him to
circumvent or bypass CAPTCHA-based code voting (because he can create the
CAPTCHAs and therefore knows what they represent). Consequently, the use of
technologies and mechanisms that protect against MITM attacks seems to be mandatory.
There are a few such technologies and mechanisms available; examples include
ciphersuites for the TLS protocol that support authentication based on pre-shared keys
[BHO6], SSL/TLS session-aware (TLS-SA) user authentication [OHBOS], the use of
client-side public key certificates, and a few more. Unfortunately, these technologies and
mechanisms are not yet widely deployed, and hence, any currently available
infrastructure for remote Internet voting and CAPTCHA-based code voting is vulnerable
to MITM attacks. It is best to make this vulnerability explicit.

2. Since an increasingly large number of e-commerce application providers
employ CAPTCHAs to make sure that their users are human, an adversary could
collaborate with these providers to exploit the human resources (and capabilities) of their
users. For example, an adversary could set up a free Web-based CAPTCHA service for
e-commerce application providers. If invoked, this service could use CAPTCHAs found
on compromised client systems and provide them to the users of the service. The
responses could then be used by the malware to modify the vote in some meaningful
way. In the example given above, the malware would input the five CAPTCHAs found
on the first screen to the service. The service would dispatch the CAPTCHAs to
individual users, and return the strings representing the names of the parties to the
malware. The malware would then be able to decide if and how to meaningfully modify
the vote. There is hardly anything that can be done technically to protect against such a
distributed attack. Consequently, one must carefully monitor the CAPTCHAs that are
used by service providers, especially during the time frames of the elections and votes
that are supported by CAPTCHA-based code voting. Too many occurrences of strings
that represent political parties or names of politicians should be taken as an alert.

We think that both attacks are relevant and must be considered with care. In particular,
we think that the use of technologies and mechanisms to protect against MITM attacks
and a careful monitoring of CAPTCHAs in widespread use are mandatory in a real-
world deployment of CAPTCHA-based code voting.
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6 Conclusions and Outlook

The secure platform problem is severe for remote Internet voting. The malware-based
client-side attacks that are currently mounted against Internet banking (e.g., [ORHO08])
can easily be turned into attacks against remote Internet voting. The attack vectors are
essentially the same, i.e., it does not matter whether malware manipulates an Internet
banking transaction or a remote Internet voting transaction. In either case, the
manipulation occurs after user authentication and can be made transparent to the user.
This should be kept in mind when people argue about the (in)security of remote Internet
voting.

Against this background, we think that code voting provides an appropriate technology
to address the secure platform problem of remote Internet voting, but that it is not
particularly user-friendly. There are different possibilities to implement code voting, and
these possibilities have specific advantages and disadvantages.

In this paper, we proposed the use of CAPTCHASs to improve the user-friendliness of
code voting, briefly discussed the security of CAPTCHA-based code voting, and
elaborated on a possible implementation. CAPTCHA-based code voting can only be as
secure as the CAPTCHAS that are used. Alternatively speaking, if an adversary is able to
break the CAPTCHAs in use, then he is also able to break the security of CAPTCHA-
based code voting. Consequently, the current state-of-the-art in breaking CAPTCHAs
should be closely monitored and observed. For example, there is a recently published
low-cost attack on CAPTCHAs employed by Microsoft”. In spite of the progress that
has been made in order to break the security of CAPTCHAs, we still think that
CAPTCHA-based code voting provides an interesting possibility to implement code
voting in a real-world setting, and that it has potential for the future. It is certainly
worthwhile to implement it, and to explore its use (and usability) in a field study.

% http://homepages.cs.ncl.ac.uk/jeff.yan/msn.htm
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Abstract: Brazil became the first country in the world to conduct a large-scale
national election using e-voting technology. What does it mean for democracy to
hold an electronic election for millions of poor people, most of them living under
the poverty line? Is the high investment in e-voting technologies designed to the
benefit of millions of illiterate people? The discussions about the lack of security
of e-voting in Brazil and in many other countries are based on a rather reductionist
view that neglects both its social and political aspects. In this work, an attempt is
made to expand the critique of the problems of e-voting beyond its lack of security
and technological failures. It is argued that information technology in many parts
of the world is reinforcing institutions and has done little to change our democracy.
In its current form, e-voting technology in Brazil seems to be reinforcing some
institutions while diminishing citizenship and democracy.

1 Introduction

There are numerous and conflicting interpretations in the concept of citizenship, but it is
commonly understood in terms of a framework of rights and obligations [Ja98]. In many
countries there are some core political rights and obligations normally associated with
citizenship — voting, deliberation or participation in the political process, and the access
or right to the provision of information. So, how to improve citizenship and political
practices envisaged in these core political rights and obligations?

It is argued that while Information and Communication Technologies (ICTs) hold the
potential to improve the democratic process, expand citizenship and empower the
people, they have the ability to perpetuate or exacerbate existing inequalities and other
divides. Commenting on the gap in access to ICTs, some authors have stated that “the
information revolution could paradoxically become a cause of even greater inequality
and worsening poverty” among developing countries [McOO04]. In addition, there are
comments about the dangers of digital opportunities pointing out that the “unequal
diffusion of technology is likely to reinforce economic and social inequalities leading to
a further weakening of social bonds and cultural cohesion” [UNOS5].
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Little research has been conducted to answer questions related to the effects of ICTs on
citizenship, the political process, and its opportunities and dangers. In addition, the
literature has shown that answers to these questions have been rather extreme. They have
either a sceptical view over-emphasizing the negative aspects of ICT, on the one hand,
or, on the other hand, an optimistic or Utopian view, enthusiastically spelling out hope
that new technologies would strengthen and enhance the democratic process [GI01].

It is stated that the influential political science research in modern democracy has
narrowed citizenship and reduced it down to the right to vote in elections, turning
democracy to be experienced at elections time and not between elections. In Brazil,
voting is mandatory and the duty to vote is very much questioned by voters. E-Voting, as
a political tool, was introduced as part of an electoral reform that seems to be
reinforcing this very narrow concept of citizenship, especially taking into consideration
that election turnout decreased in the last election and vote buying increased
considerably. It seems that with the erosion of democracy, voter turnouts have declined
in many countries, independent of the nature of voting as a right or as a duty.

There is a need of more empirical research surrounding citizenship and new technologies
and not just theoretical discussions. Because Brazil was the first country in the world to
conduct the biggest election in the planet using e-voting technologies, when more than
100 million voters cast their ballots on more than 406.000 touch-screen machines
scattered all over the biggest country in South America, an attempt is made in this study
to approach the topic of e-voting in the Brazilian citizenship subject, looking at the
impact of the electoral reform (e-voting) on the realization of citizenship that should
seek to empower people through the use of ICT. An electoral reform or a new
technology may have a positive impact on democracy and citizenship, if developed and
implemented from below and not from the top-down model of politics.

2 ICT and Citizenship

There are diverse understandings of the term citizenship, which require a broad range of
philosophical, sociological and political theory for its discussions and debate. In a less
narrow view, citizenships consist of a compact of legal rights, protections and duties
between government and individual members of society. In a broad sense, citizenship
represents a framework of universal political, civil, social and participation rights.
According to Janowski, citizenship comprises active and passive rights and obligations.
“Citizenship is passive and active membership of individuals in a nation-state with
certain universalistic rights and obligations at a specified level of equality” [Ja98]. In
short, there is no universal definition of citizenship, and it is a contested concept with
multiple definitions. Citizenship is “a peculiar and slippery concept with a long history
[Ri92].”

240



According to Elliot (2000), two different theoretical perspectives to access the roles of
individuals and their interrelationships in the current debate of citizenship have been
identified: traditional social liberal, and neo-liberal. The traditional social liberal
approach, in which the Marshallian theory of citizenship have been extensively
discussed for half a century, emphasizes the importance of civil, political and social
rights as elements of citizenship [E100].

The neo-liberal approach, on the other hand, rejects the welfare state, as the social rights
element of citizenship, and supports the free market. In short, it emphasizes individual
obligation and denies the collective rights and responsibilities. Due to new relations
between nation states and citizenship and democratic control, there has been
reformulation of those traditional concepts of citizenship. Therefore, new notions of
citizenship have come onto the recent academic agenda as follow:

* ecological citizenship concerned with the rights and responsibilities of the earth citizen
[St94];

* cultural citizenship involving the right to cultural participation [Tu93];

* minority citizenship involving the rights to enter a society and to remain within it
[E100]];

* cosmopolitan citizenship concerned with how people may develop an orientation to
many other citizens, societies and cultures across the globe [He95].

* technological citizenship is concerned with the ways in which citizenship norms,
rights, obligations and practices are encoded in the design and structure of our
increasingly digital surroundings [Lo05].

The expansion of Information and Communication Technologies (ICTs) in several
countries has given rise to many e-government and e-democracy systems and initiatives
very much based on an administrative-technological perspective. The information
technological network infrastructure created from a nation-state perspective or from
above is oriented more towards the provision of services into a network than towards the
implementation and development of democracy or citizenship. It is recognized how
crucial these services are, but in many instances they do not actually empower the
citizen. The establishment of e-government and e-democracy, and the implications
behind the initiatives of the cyber-state, promise to revolutionize many countries in
terms of governance and democracy. However, it is mentioned that “while there is the
political possibility of shaping the emerging cyber-state as a vehicle of empowerment,”
especially for the marginalized others, “there is also the prospect that Internet-facilitated
government will exacerbate inequalities” and diminish citizenship status [Mc04].
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Under this nation-state perspective or top-down model, citizenship is constructed based
on principles of the liberal tradition and “citizenship rights are being reconceptualized to
reflect the neo-liberal agenda, in which citizens are expected to take care of themselves
and those who fail to become self-sufficient are considered problematic and deviant”
[Mc04]. In this case, an alternative society is a self-help society, based on morals of
helping that can produce community services by voluntary work. In consequence, a so-
called ‘new lower class’ is emerging, even in the richest OECD-countries. “These people
are the long-term unemployed, permanently poor, badly-off ethnic groups and those who
have fallen through all social safety nets.” In short, they are second class citizens that
cannot realize the principles of good citizenship — autonomy, self-esteem, participation
and influencing in their own reference community and society, challenging the
traditional concept of citizenship.

With the expansion of ICTs there is a need to understand not only the opportunities
created by new technologies but also the risks regarding the realization of citizenship
and civil rights. Therefore, ICT and citizenship should not be separated, because ICT in
itself does not guarantee the realization of the rights of the citizen. Despite the
determinist view and the expanding literature favouring the use of ICTs in the
information society, e-government and e-democracy, it is recognized that the citizenship
is at risk. The problem is that the conditions of technology are emphasized, but it is not
fully clear what exactly is meant by the concept of the citizens’ information society. It is
recognized that many initiatives are necessary to turn computers and the Internet into a
tool for civic participation. If, in the developed world, it is found that “mere presence of
favourable conditions for making ICT a civic tool are not enough” [0106], in developing
countries the situation is too complex.

Unfortunately, in the developed world, most of the academic work produced does not
seem to worry about the relationship between ICT and citizenship, making it difficult for
people to believe that they make a difference in a local/national governing, because the
agenda seems to be already set. On the other hand, in developing countries, in some
instances, one may even fear making a critique on how badly resources are allocated in
the field of information technology.

In a framework of citizenship rights and obligations comprising civil, political, social,
and participation rights and obligations, underpinned by elements of ‘good society,” such
as freedom, equality and justice, the political rights and obligations of voting,
participation in the democratic process and access to information were selected for
further discussion. In short, what is the impact of the electoral reform that introduced e-
voting technology in Brazil on the political rights and obligations normally associated
with citizenship - voting, participation in the democratic process, and access to
information?
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3 E-Voting in Brazil

It is stated that both democracy and voting are processes much more complex than their
electronic version and a secure voting system in itself is a basic element of a true
democracy. The e-voting technology in Brazil consists of the so-called Direct Recording
Electronic (DRE) devices, which allow voters to cast their ballots directly through touch-
screen voting machines. In this case, voters have to go to the polling stations to cast their
ballots after a conventional identification. In remote electronic voting systems voters cast
their ballots remotely, using the full potential of ICT [RRBO05]. In other words, the DRE
is a kind of offline voting system and the Internet is the online voting system.

The modality of electronic voting in Brazil through machines of the type Direct
Recording FElectronic (DRE) Voting System or electronic ballot boxes (Urnas
Eletronicas - UR) does not seem to have modified the traditional ritual of elections. The
great difference is that in the traditional voting system the voters could see the ballot
papers fall into an urn bag, placed in it by themselves, surrounded by inspectors. With
the electronic ballot box, the voters do not have the certainty that their votes were
registered and no inspector or witness certifies this: the vote is registered electronically.

Therefore, in the current system of electronic voting (DRE), the voter does not see the
ballot box, but a representation of it. In turn, the machine does not supply an independent
and true registration of each individual vote that could be used for a count or verification
of errors in the machine or some type of tampering. In this case, if the machine registers
a result in its memory that is different from that chosen by the voter, neither the voter nor
the inspectors will know about it. Because of this, some specialists in computer security
believe that such machines are more vulnerable to tampering than any other form of
voting system, especially through the use of malicious computer codes.

Some specialists argue that software can be modified in such a way that the results of an
election can be modified, being very difficult to be detected [Fi03]. Consequently, the
security of electronic voting is susceptible to failures and frauds and some Brazilian
experts question our e-voting system and its security through Internet journals, forums,
articles and books [BC06, Ma02, Si02]. Similarly, comments and reports of international
scientists corroborate with what our academics and scientists say, such as reports that
argue on the security and risks of this kind of system in the United States [BCO06,
CMITO1, Ko03, Ko03]. It is known that electronic voting has existed for a long time in
developed countries such as the United States, Germany and Japan, among others
[Ma00], but more recently there have been many concerns about e-voting insecurity,
especially in the more traditional democracies.
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Some authors have been in favour of a more reliable e-voting system that can have the
so-called voter-verifiable trails and an open source code, and it is likely that this kind of
system may appear with the advance of technology and its lower price, although it is
alleged that e-voting will never be error-free. On the other hand, some authors have
emphasized the importance of political and socio-technical approaches for the
development of an e-voting system that can ensure public trust in the results of an
election [RROS5]. Thus, apart from the technical aspects, it has been mentioned already
that e-voting in Brazil has exacerbated alienation and the digital divide [RGOS].

Paradoxically, the Superior Electoral Court (Tribunal Superior Electoral — TSE), known
as the Electoral Justice, is responsible for election administration in Brazil; it has
unexpectedly and rapidly adopted one technological system that has not yet been
sufficiently tested even in the developed world. According to the critics of electronic
voting, the Electoral Justice has opened the doors for new and sophisticated frauds much
more serious than the traditional ones [Ma05], once the ballot’s verification became
private and the Electoral Justice the owner of the ballot boxes [Fr02].

During the last ten years, the Electoral Justice in Brazil has developed an intensive
campaign emphasizing the security of e-voting, and on how the citizens should be proud
of this technology that is said to be made in Brazil. Consequently, through the use of an
intense propaganda, the Electoral Justice was able to institutionalize e-voting, and most
of the population is proud of e-voting machines, believing that they are more secure than
the traditional system.

However, over the last few years, the complaints about e-voting machine failures,
corruption, and all sort of other critiques have intensified both in Brazil and in other
countries that held elections more recently, such as the United States, Holland and
France. Early in 2007, for the first time, the Brazilian Congress created a Sub-
Commission for Electronic Voting that opened some hearings to improve the security of
e-voting in the country. In one of its first hearings, a famous Brazilian politician and one
of the richest men in the country, confirmed that for several times, at election time, he
was asked whether he would really want to be elected. In another hearing an expert in e-
voting technology security stated that he trusted the banking system more than e-voting
machines in Brazil. In other words, he stated that e-voting machines are not secure at all.

A few months latter the Sub-Commission for Electronic Voting recognized the e-voting
system insecurity in Brazil and proposed e-voting machines with paper trail capabilities
to enable voter verification during elections. Although the so called voter-verified paper
trail is demanded as the essential requirement to mitigate the risks associated with
software and hardware flaws, there have been questions as to whether voter-verified
paper trails will provide a significant benefit, given the costs added to e-voting tools. It
has been recognized that many of the problems associated with e-voting machines are
caused by a lack of training for workers who sometimes do not even know how to
change the paper in the machines with paper trail or administrative mistakes. Anyway, in
the case of Brazil, a few hours after the Sub-Commission published its final report, the
Electoral Justice in Brazil rebutted it.
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4 Corruption, Vote Buying and Turnouts

One of the purposes to use e-voting technology in the developed world is to increase
turnouts, due to the discredit of voters with politicians and political parties. So, the kind
of electoral reforms proposed in many countries to make it easier for registered voters to
cast their ballots tends to benefit politicians and their parties with perverse consequences
towards political engagement [Be05].

In Brazil, many electoral reforms have been approved over the last few years, but none
of them aiming at improving political engagement. Although we do not know about the
true relationship between e-voting technology and turnout, during the last election
turnouts have decreased in the Parliament election in Brazil. A decrease in turnout may
be a reduction in citizenship, but its relationship with e-voting technology is not clear.
In the last election there was an intensive campaign on the Internet from the young
people proposing to make the vote null. How far this campaign has influenced the
population is also not yet known.

It is necessary to make it clear that an increase in turnouts does not necessarily mean
more political participation and civic engagement. In many countries there is some
political participation at election time, but people need democracy between elections and
not only at election time. People want to participate in the decision making process
between elections, and this is not always the case. It is here that the use of ICTs may
help voters to have a better engagement in the political process. In the case of Brazil,
voters need government “of, by, and for the people.”

What is e-voting for, when money is choking our democracy to death? With the increase
in the cost of getting elected, exploding beyond the reach of ordinary people, during the
last election it was possible to register that our representatives in the Brazilian
Parliament are richer than their predecessors. In this case, is the Brazilian Congress, the
so called “People’s House,” really the place for the highest bidder, considering that some
of our representatives are elected based on an empire of corruption, turning elections on
auctions?

It is known that corruption in elections in Brazil and in many other countries is not an
abstract thing. It is a crude and disgraceful reality. Electoral corruption is a kind of
arrangement usually involving candidates, donors and voters who are bribed to sell their
votes in a transaction in which the object can be cash, food, cloth, construction material,
medicine, and the provision of other services. Since the year 2000, the NGO named
“Transparéncia Brasil” has carried out surveys about vote buying in Brazil. According
to the Transparéncia Brasil, the Electoral Justice in the country is responsible for
neglecting the problem of vote buying [TBO06]. It is very strange that the Electoral
Justice is very much in favour of the e-voting technology system used in Brazil and is
enable to enforce the law to combat vote buying. Is there a need of e-voting technology
for the elections of corrupted politicians? Vote buying by itself is a sign of reduced
citizenship.
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So, e-voting in Brazil has not stopped vote buying which is increasing, and in 2006,
during the last election, was twice as high than in the previous elections. What is
surprising is that vote buying is higher among persons with secondary or higher
education than voters with only primary education or below. It is expected that the
poorer the voters, the more vulnerable they are to offers. The surveys from
Transparéncia Brasil have shown that this is not true. More offers were made to the
poorer, but vote buying is registered among the wealthier classes [TB06]. In order to
give an idea of the magnitude of the problem of vote buying in Brazil, in 2006 it was
found that about 8% of voters were asked to sell their votes for money [TBO6].
Considering the number of voters in 2006, this corresponded to about 8.3 million voters,
and represents more than the population in some European countries and in some
Brazilian states.

5 Conclusion

Because voting is mandatory in Brazil, there is a need of a democratic tool for civic and
effective participation in the democratic process, which is contingent upon political
participation. Democracy means widespread involvement of ordinary people in matters
of governance. In its current trend, e-voting technology does not seem especially
hopeful. For those who endorse technologies enthusiastically as they emerge, such as e-
voting, any criticisms or requests for wider debate about policy options in technology are
often regarded as negative and unhelpful. Critical voices have often been labelled
backward and obstructive, especially when they try to explore social and political
consequences of technological choices.

Some electoral reforms may have perverse consequences on citizenship and democracy.
By making it easier for all citizens to vote does not mean improvement in democracy
and citizenship, especially when a top-down political tool is designed in ways that bring
more power to the political elite. Can we combine an approach very much based on
market-driven forces (e-voting) that suits existing political and bureaucratic elites with a
real process of democratization (e-democracy)? In other words, can the state provide
services to please the citizens without democratic engagement?

There is no doubt that e-voting facilitates the work of the Electoral Justice in Brazil
when, a few hours after an election, the names of those elected are informed. This brings
prestige to the Electoral Justice whose power is reinforced by e-voting technology. Over
the last ten years there has been an official massive propaganda in Brazil about e-voting
and its security, in addition to training and demos on how to vote electronically. As a
consequence, the majority of the Brazilian society trusts our e-voting system and its
security. In this situation, it is quite hard to comment against e-voting in the country.
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In spite of this, it seems that democracy in Brazil is at risk: women’s representation in
the Brazilian parliament has decreased; our representatives in the Parliament are getting
richer than their predecessors, and richer politicians get richer after their elections;
turnouts decreased in the last election, and vote buying increased substantially.
Corruption in the Brazilian Parliament has reached such a level that a recent edition of
the Economist has made reference to it as a “Parliament or Pigsty?” thus, commenting
on the sophisticated criminal organization to buy votes [Ec07].

The political elite has no interest in discussing e-voting in Brazil, let alone the poor that
are excluded completely from the political life. However, if political participation and
civic engagement do not improve, there are substantial arguments to discuss e-voting in
Brazil. Due to the trust in the system and the official voice supporting it, there is no
chance to question the technology just in terms of its security. However, when social and
political issues are questioned, there are many things that people have not thought of,
and it is time to start arguing about it. If people care about citizenship, the time is
appropriate for the debate about the relationship between e-voting technology and
citizenship.

How helpful would it be if the academic research work in the developed world could
look not only at the technicalities of e-voting, but to its social and political issues and on
how it should be designed in ways to reflect our best understanding of freedom, social
justice and addressing the source of inequality and injustice. The technical problems of
e-voting, especially in terms of security, can be solved in the near future, and people can
easily understand it. However, when matters related to social and political problems are
considered, it will take years for the poor voters, for example, to understand what is
going to happen to them. This situation forces us to care about them and the future of
democracy. We cannot survive without the help of technology, but we cannot let the
market work and express our politics just by watching the TV screen.

The e-voting project in Brazil is an initiative that merely reproduces traditional and
dominant forms by which power is exercised. This is a tool that exacerbates inequality,
alienation, and exclusion, but it seems that it is not awakening the “consciousness of how
men are deceived in a permanent way.”
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Abstract: The Participative Budget consists of a process in which citizens can
directly participate in decision-making and regulation of public budget spending.
The experience of the City of Belo Horizonte (Brazil) with the Participative
Budget is a consolidated e-democratic process in the government and, most
importantly, for the population. By exploring techniques provided by Information
and Communication Technology, the Digital Participative Budget was introduced.
Hence, a new question is posed: which methodology should be used for the
computerization of this process and what would be the best suited interaction and
communication resources for the e-democratic process? Such decisions will be
discussed in this paper. This paper presents the experience of Belo Horizonte with
the implementation of the Digital Participative Budget, from the very conception
and implementation of the project up to the voting period as well as its current
phase. Accordingly, this paper broaches the discussion of the conditions that led to
the development of this project, the model adopted for the computerization of the
process, the functionalities of the web system, and the data from the case studies
developed in Belo Horizonte.

1 Introduction

The Participative Budget, or PB, consists of a process in which citizens can directly
participate in decision-making and regulation of public budget spending. Participation
becomes effective by means of public Participative Budget assemblies, generally
implying presence, which assures all citizens an equal weight in the decision-making
process, regardless of their affiliation to any type of organization and lacking any
privileges.
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This public policy of political participation is one of the dialogical instruments created to
bring together citizen and public administration in the generation of public interest,
creating new pathways for Representative Democracy. Voting does not suffice; one must
also participate. It is also not enough to base general (public) decisions in technical
theses. These are certainly important, but consensus reached by those directly concerned
(whether individual citizens or the community) must always be a desideration of this
new Public Administration tendency.

The experience of the City of Belo Horizonte (Minas Gerais, Brazil) with the
Participative Budget began in 1993 and was a result of an institutional change seeking
the creation of government spheres that would be closer to the citizens and better able to
perceive/address the demands of the populace. Today, the Participative Budget is already
a consolidated process in the government and, most importantly, for the population of
Belo Horizonte. Since it was first established, almost one thousand public constructions
have been initiated and delivered to the population, a fruit of the population’s choice via
Participative Budget.

In the year 2006, the municipal government reached a milestone regarding this policy,
guided by the pursuit of increased political participation. By exploring techniques
provided by Information and Communication Technology, the Digital Participative
Budget was introduced. Hence a new question is posed: which methodology should be
used for the computerization of this process and what would be the best suited
interaction and communication resources for the e-democratic process? Such decisions
will be discussed in this paper.

Consequently, this paper presents the experience of Belo Horizonte with the
implementation of the Digital Participative Budget, from the very conception and
implementation of the project up to the voting period as well as its current phase.
Accordingly, this paper broaches the discussion of the conditions that led to the
development of this project, the model adopted for the computerization of the process,
the functionalities of the web system, and the data from the case studies developed in
Belo Horizonte.

2 Democracy and the Internet

In democracy power can be exercised by many, it is the people’s expectations that
prevail in all political decisions. According to [Ca64], democratic political forms are
grounded on the assumption that no man or limited group of men is wise enough or good
enough to govern others without their consent. Inquiring into their preferences is an
essential part of the democratic process. However, freedom of expression in democracy
does not merely involve being able to express an opinion about predefined options. In
order for it to be effective, it must allow people to articulate a discourse, outline
proposals, discuss them and confront them with other proposals through public
communication means.
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There are several classifications for democracy. This paper considers three democracy
models as proposed by [AsO1]: quick, strong and thin. These models are based on the
roots of traditional democracy and are used as a bridge between profound democratic
theory and its electronic manifestations. A synthesis and later discussion of the
characteristics, legitimacy, citizen’s role, politician’s administrative style and use of
ICT’s by these models is presented in Table 1.

Democracy Quick Strong Thin
Characteristic empowers people consensus choice efficiency
Legitimacy majority public debate government

responsibility
Citizen’s role decision-maker  opinion-maker  Consumer
Administrative style limited interactive Open
Focus on use of ICT decision discussion Information

Table 1: Democracy Models [As01]

Similarly to quick democracy, strong democracy demands active citizens, but rather than
speeding up the decision-making process, strong democracy favours a slow and far-
reaching involvement of people in the discussion and deliberation processes, —a
situation that can be achieved in several electronic forums. While quick democracy starts
from the assumption that most citizens have a critical sense of a wide variety of complex
issues involving society and that decisions can be defined by the majority, strong
democracy favours the development of individuals through information, discussion and
debate. The strong model means not only empowering people but also providing
education for the understanding of society. When people discuss social issues, a platform
of respect, trust, tolerance and openness is created, and these are the essential ingredients
of strong democracy. Strong democracy is indicated to conceive an e-Democracy model.

Typically, the only institutionalized channels people have to dialogue with the
Government are political and administrative paths - insufficient for a participative
democracy - and direct people-citizen dialogue, which is facilitated by communication
means capable of turning the transmission of messages into a bilateral process.

We can identify three problems regarding democracy and citizen participation on the
Internet [Wo00], namely: 1) difficulty to integrate Internet and political debate and
consequently turn away from the ongoing unanimity that prevents any critical reflection;
2) difficulty to actually enter the field of politics; and 3) improving Internet applications,
considering that the technical revolution did not have the expected effect on society,
which means that the techniques are not efficient enough. Nowadays, traditional
development of online e-Democracy follows a relatively predictable model [UKO02]:
organizations offer information to start with, then they add services and then attempt to
add ‘interactive’ tools.
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In order to use ICT’s to effect, an infrastructure is needed to allow interaction with and
access to the citizens and supporting: organization and classification (information and
service); safety and reliability (electronic voting); moderation, control, quality and
response guarantee (electronic participation). Implementing ICT’s in e-Voting [OV04]
[UKO02] involves offering an electronic service package such as online voting and
registration, devoting careful attention to safety, reliability and scalability. Eletronic
participation represents the use of ICTs in supporting the information, consultation and
participation of citizens [LC07]. Using ICT’s to open new communication channels is
far more complex, since it requires new relationships to be developed between
government, citizens and representatives.

Those relationships in the Brazilian Government, in order to encourage citizen
participation in decision-making, have been done through the Participative Budget (PB).
The following section discusses this topic.

2.1 Participative Budget

In the Brazilian government model, during the electoral process, politicians present a
government project. In case the project foresees a democratic and popular management,
it must compromise, among others, the popular participation in the quarrel and
application of the public resources, in the clear of practical administrative, in the
recovery of the excluded segments citizenship of the society, in the environment
sustainable development, in the preservation and valuation of the cultural patrimony and
in the construction of dignity and respect to the human rights of a city.

During the execution of such projects, a significant population participation becomes
necessary in the elaboration and control of the municipal public budget to consolidate
the Participative Budget (PB). PB has been implemented in Brazil since 1989 in cities
compromised with democratic management. Today, it is a reality in more than 140 cities.

Cities execute different methodologies looking for real citizen participation. In a general
manner, PB is composed by:

- Marketing: papers and posters in the cities inform the calendar and
methodology of PB in the current year;

- Council Members: represents the participants of the PB in a region or thematic,
elected in an established number by the cities;

- Municipal Assembly or Forum of the PB: is the great meeting of the population
to elect and/or to install the new council members of the PB and to deliver to
the government, the hierarchy of the workmanships and services demanded for
the cities. It’s also argued themes/demands and its priority criteria and has
realized a rendering of accounts.
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- Participative Budget Council (PBC): space of representation and negotiation,
making it possible for the council members to intervene in the debate of the
municipal budget.

- Council Forum: they are regional or thematic meetings for debate, subjects of
general interest. The regiment of the City Council of the Participative Budget is
also argued and approved.

Garcia, Pinto and Ferraz [GPFO05] analyze three prototypical attempts to increase the
participation of the people and propose to create a system, the e-PPB (Electronic
Participatory Public Budgeting) that simulates what an executive assistant would do, if
humanly feasible, that can be summarized into five tasks:

1. Identification

- read each suggestion

- emphasize the keywords in the message

2. Interpretation

- rephrase the suggestion using the vocabulary of a predefined ontology

- classify each suggestion in one of the known themes or create new themes to
incorporated creative ideas

3. Clustering

- group similar suggestions and add statistical information to the classified
themes

- create an executive summary to show to the “boss”
4. Analysis

- check if there has been any executive action that has already addressed any of
the provided suggestions

5. Follow-up

- send a personalized acknowledgement message to all suggestion senders with
a special status note to the ones for which a government action has already been
started

- keep an eye on eventual government measures that directly or indirectly make
suggestions. Again, he or she would send a message advertising the measure,
mainly to the ones who sent suggestions asking for that type of measure.

These are mechanical tasks that request intelligence, mainly concerning text mining
activities. Technology is ready. In accordance with the tasks cited above, the authors
proposed a computational helper to assist executives in listening to people’s suggestions.
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Some of the current Brazilian experiences use TICs to innovate the PB, however, they
make use of strategies such as e-mail and voting/polls [GMP05] [MNGO0S5] not allowing
the full use of the Internet technology, and the consequence is a lack of participation of
the citizens in the democratic process. On the other hand, experiences with consultative
and deliberative processes, engaging citizens by using a virtual community, are being
investigated [MGO7].

Belo Horizonte (MG) city [BE07], has a significant experience in PB and is discussed in
the next section.

3 Participative Budget in Belo Horizonte

Since 1993, the Participative Budget in Belo Horizonte has functioned as an instrument
to bridge the interests of the Public Administration and the population, especially in
areas with the most urgent need for public constructions and/or services, and, of course,
proceeded by city planning (a crucial moment of political participation).

The PB renders effective many democratic goals and is currently, in Belo Horizonte, a
biannual process, containing many steps where the population may express its intentions
and deliberate on government planning. This process is noticeable for combining the
participation of grassroots associations with that of unconnected individual citizens,
which ends up representing a much more elevated and significant number of
participants.

In 2006, the City of Belo Horizonte made an innovative achievement in the country in
the field of public policy for participative democracy. Besides the already consolidated
presential PB, an internet-based consulting and voting system, entitled Digital
Participative Budget — Digital PB, was available for the population. Using
Communication and Information Technology, the voting population of Belo Horizonte
may directly, individually and equally define the public construction work that should be
executed by the City, thus effectively partaking in the allocation of public spending.

This initiative was aimed at promoting the expansion of political participation,
introducing and publicizing the PB to segments that would normally not get involved in
its processes, such as middle class and young sectors of the population, and moreover
falling upon the promotion of digital inclusion using internet resources. The Digital PB
takes place every two years.

It is worth noting that Belo Horizonte, capital of the state of Minas Gerais, is the fifth
Brazilian metropolis in terms of population size, which is 2.3 million. The complexity of
a process involving such a numerous population was a challenge for the municipal
public administration.

254



For the implementation of this process it was necessary to conceive a web environment
projected with user-friendly interaction and communication resources and to promote the
migration of the system to the Internet, safeguarding the basic premises of the
participative budget. These aspects are discussed below.

3.1 Digital PB

The conception of a system with Belo Horizonte’s Digital PB complexity forced the
establishment of a careful methodology, as presented, and the selection of
communication resources that would provide more interaction with the citizens, who are
the targeted public of the application. This environment is available on [Be07].

In this sense, the following interaction and communication resources, among others for
supporting additional functionalities, were defined: videos, streaming, forums, chats,
contact us, public work perspectives and photographs, flash animation, news articles,
weekly newsletters, and voting ballots. In this session, some of these user interaction
resources are commented and illustrated:

The forum makes citizen-City interaction possible, allowing for the exchange and
sharing of ideas, compliments, suggestions and directions. The experience demonstrated
that the forum was an interesting and important means for the citizen to defend and
debate the public construction works being voted. Free chats with the population also
took place, permitting an exchange of ideas in real time. The screen below, in
Portuguese Language, displays the discussion forum developed.

.
we
PREFEITURA BH
@ Busca @ Topicos Recentes (B Usuarios (= pagina principal & Registrar @ Logar
Indice dos féruns -> Tépicos Recentes
Deixe agui s=us
aaaaa qz Erios, @ OP Digital - Elogio B o 18/12/2006 16:31:18
crticas, =logics = [ #0 Ir para a pagina: 1,2, 31 FOEEEE Anonymous #01
Regienzl Centre~ () policlinica 2 1gz  [O7(IE200611:360:08
i @ Ananymous e
[} i a & Candi 07/12/2006 11:37:51
Reglonal Nordsste (0) Revitalizacko da Av. José Céndido 4 dronymous | ms O7/E2008 M
(@) Na Pampulha vote na preservacio 07/12/2006 11:37:51
Regional Nordest= Q) das naerentes, 0 Anenymous 80 e e
- @ . 06/12/2006 17156134
Regions] Centre- (@) Reforma da Policlinica Centro-Sul o RIS 83

sul Anonymous +0

06/12/2006 17:56:34

Regiona| Centro- () OP - Digital - Reforma da Policlinica
sul Anonymous 0

Centro-Sul 9 Ananymous 72

Figure 1: Forum in Digital PB

The photographs and know more allow the citizen to develop a more detailed outlook
of the public constructions being debated and the subsequent voting process in the
Digital PB. The menu topic, construction perspectives is a space created to give a
future view of the construction, thus showing the before and after. See below the
interface that displays pictures of the construction works.
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Figure 2: Pictures of the construction works in Digital PB

The video and streaming (DMP) resources available in the Digital PB allow a good
level of interactivity, since they synchronize voice, image, and text resources in a single
application, providing a complete and dynamic overview of the construction work,
besides providing accessibility to people with special needs. Streaming is a technology
that permits watching the video while it is still downloading.

The flash animations were developed as a simpler visualization option than the videos
of the construction works, geared towards the computers that do not possess the
necessary resources to access the DMP video.

The newsletter is an electronic bulletin, by means of which the City of Belo Horizonte
would send, via emails to registered citizens, information about the running of the voting
process, construction works, testimonials, etc,.

In the voting stage, the citizen only needed to type the name and number of his/her voter
registration in the Digital PB in order to access the ballot, which contained the list of
construction works for voting. The projected interface was based on the design of a
printed voter registration, as can be seen in the image below.
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Figure 3: Ballot vote in Digital PB

This system was developed with state-of-the-art technology, with JAVA (J2EE) as the
programming language, Oracle 10g as the database, web data security through HTTPS
protocol, easy interactivity, accessibility and robustness.

With regards to system security, it is worth emphasizing that the captcha resource was
used to avoid frauds (anti-robot function) in the voting screen, as well as a secure
HTTPS system and certified digitals in the servers where the application was hosted.

3.2 Methodology implementation

The Digital PB project was divided in three moments: the pre-voting period, the voting
period and the post-voting period, each one of them detailed below.

Pre-voting period

This period had three great marks, which are the selection of constructions that would be
put to vote; the development of TIC tools and the establishment of partnerships; and
publicizing the constructions to the population.

First of all, the government realized a pre-selection of 63 endeavors, seven in each one
of the nine administrative districts in the city, according to criteria of social scope and
relevance. After that, the COMFORCA (commissions formed by community leaders of
each district, which follow and oversee the execution of the Participative Budget) were
consulted for choosing 36 construction works, four per district, who would be submitted
to vote. Contemplated in these constructions are the urbanization and renovation of
avenues, construction/reform of leisure and cultural centers, and health center reforms,
among others.

257



Correspondingly, partnerships were established for the project, among which began the
partnership with the Regional Electoral Court. This Court provided the City with a
database of all the voting population of Belo Horizonte. This database made it possible
to create a solution based on the rule that limits voters to one single vote in each district,
according to its voter registration; this provided more control, security and transparency
to the voting process.

From the beginning of the second semester of 2006, the web system was developed for
the publicizing and voting of the 36 pre-selected public construction works. By means of
this system, the city’s population could have access, in detail, to the information of 36
constructions, all of which have a great impact on Belo Horizonte; its responsibility is
therefore to choose nine endeavors (one in each of the nine city districts) to be executed
by the City.

Voting period

During the voting period, for those who did not possess Internet access, the City of Belo
Horizonte installed 158 public and free voting stands in infocenters, schools and
administrative agencies in all of the city’s districts, with the presence of monitors to
assist the citizen who was otherwise unfamiliar with the computer. Portable booths with
various computers connected to the Internet were positioned in strategic places in the
city during the voting period.

It is interesting to emphasize that the voting of Digital PB construction work gained so
much ground that, in many locations, the community and companies installed,
autonomously, voting stands; furthermore creating websites for publicizing and
campaigning certain construction works, distribution of fliers in the streets,
mobilizations, etc.

Simultaneously, the City launched a campaign on TV, Internet, radio, billboards, and bus
advertisements in order to further stimulate political participation. Such parallel
strategies are very important for the consolidation of the process. At the end of the
voting process, the level of political participation in Belo Horizonte overcame the
expectations, as can be seen by the data below:

. Number of voters — 172,938 (which corresponds to about 10% of the city’s
voting population).

. Number of votes — 503,266 (a citizen could vote up to nine times. The
possibility of one vote for each district, with each district having four competing
public constructions, was considered. Thus, each citizen could choose up to
nine public works).

. Average votes per voter — 2.91 (the voters tended to vote more in the
construction works of their region/district and less in other regions)

. Number of messages in the “Forum” — 912
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. E-mails sent to “Contact Us” — 951

As a way to protect the transparency and control of the process, the individualization of
votes was not held. Therefore, the profile of each elected person was not known and the
vote was secret. It is important to emphasize that such information is part of the Regional
Electoral Court’s database.

It is worthwhile listing the public constructions that won most votes in order to show
their diversity:

. Barreiro Region — Implementation of a Sports Complex

. South-Center Region— Renovation of Praga Raul Soares (a square that holds a
relevant historical significance for the city) and surroundings

. East Region — Renovation of the Medical Station

. Northeast Region — Linking the North and Northeast Regions (bridge
construction and complementary construction)

. Northwest Region — Construction of a Hostel

. North Region — Construction of a Multiuse Cultural Center

. West Region — Implementation of a Medical Specialty Center

. Pampulha Region — Construction of an Ecological Park

. Venda Nova Region— Construction of an Ecological Park

Post-voting period

The nine endeavors chosen by the population of Belo Horizonte started to compose the
City’s construction planning, and its execution estimated for the next two years.

The City Council of Belo Horizonte's initiative of the Digital Participative Budget was
approved by its government and population. In relation to the government, the General
Auditor certified the reliability of the solution, ensuring transparency and security to
citizens. The population met the administrative expectations, participating actively and
taking the decision collectively. It is interesting to observe that the Digital PB stimulated
the creation of collective and individual campaigns in favour of the works under
discussion.

Data Access
Since the publication of the PB Digital website, 195,077 visits were registered up to the

voting period, coming from 50 the countries highlighted in the map below, covering all
five continents.
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1 I 03257

195.077 visitas vieram de 50 paises/territorios

Figure 4: Countries that access the PB Digital
Fonte: Google Analytics. Acessado em 01/03/2008.

Surprisingly, access to the system exceeded the boundaries of Belo Horizonte. In Brazil,
24 out of 27 Brazilian states registered access. Other than Brazil, where the largest
visitor concentration (193,527) logically occurred, the following visits were also
registered: 1,077 from the United States, 126 from Portugal, 90 from France, 87 from
Germany, 82 from Spain, among other countries. This shows that the experience of Belo
Horizonte exceeds geographic limitations, generating worldwide interest in this political
practice. The impact of this innovation can also be noticed by the various contacts and
visits that the City has received from other cities and educational institutions that seek
more detailed information about the Digital Participative Budget.

It is expected that this experience can serve as a trigger for other initiatives involving
popular consulting initiatives in the sphere of Belo Horizonte. In this regard, the City
Council of Belo Horizonte recently launched an Internet survey so as to collect the
opinion of the city’s inhabitants on whether shops should be open on Sundays and
holidays. Participation in this survey was successful, despite being simple. Another aim
is to contribute to the enhancement of discussions and to the implementation of concrete
participative democracy practices in other governments.

The large participation registered in the first edition of the Digital PB brought a great
challenge: how to expand even more the participation and discussion of the public
construction work in the new edition, which will take place next November. For this new
edition, citizens, instead of choosing a work in each region, will vote for only one,
among the 10 largest investments demanded by the city. It is expected that the
experience of the first Digital PB realized will allow this public policy of popular
participation via Internet to acquire even greater relevance for people from Belo
Horizonte and to become a common practice, as time goes by, in the interaction between
Public Administration and citizens.
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4 Conclusions

Due to the growing need to include every citizen in the digital world, it is advisable to
map the languages used and accepted by the public in various means of communication,
so as to improve interaction with the products offered by the government. The diagnosis
of current participation initiatives and the citizens’ true expectations converge on the
need for an interactive environment. Digital inclusion will then be introduced in effect,
considering not only the need for infrastructure but also facilitating active participation
from citizens in the cyberspace. This paper discusses issues in the provision of e-
Democracy, in particular in participative budget.

It is noticed that e-Democracy offers benefits for citizen and government alike. The
citizens can assume a more active role in society, exercising their opinion power with
ease and agility. Therefore, the digital revolution means more power for the people. For
the government, unable as it is to turn its back on digital society, e-Democracy allows
administration gains, transparency and more control over society through Internet-
centralized data.

Using web-based Technologies and rendering possible a real citizen participation in the
governmental questions is propitiating one Strong e-Democracy model with consensus,
public debate, opinion-making, interactivity and discussion.

The participative budget proposal discussed here received the public administration’s
and population’s approval. As for the government, the General Auditor guaranteed that it
was trustworthy, attesting to its transparency and security. The population matched up to
the administrative desiderate, participating actively and reaching a decision collectively.
It is interesting to note that the Digital PB estimated the creation of collective and
individual campaigns in favour of the works in debate. The strategies of winning voters
for the preferred projects are varied, including the production of websites,
advertisements and fliers, as well as face-to-face conversations in the streets.

A challenge of an e-participative environment such as this one is the extension of the
scope of discussion. In this way, a good use of registered information, for instance, is in
the forums, which could be better exploited since they contain additional information
about community needs regarding the public works.

A user satisfaction study, by means of public research, will be conducted in view of
offering improvements to the environment. Soon the next edition of the Digital PB will
be initiated and will hopefully be as successful as this first version, increasing political
participation in the definition of public policies in the municipal level.
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