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We continue to initiate discussions on Modern Democracy

Dear reader,
In front of you is the fourth issue of Modern Democracy. We
would like to thank you for your
continuing support and encouragement that has brought us
this far.
In August 2010, E-Voting.CC in
co-organization with the Council
of Europe and the Gesellschaft
für Informatik welcomed experts
from academia, business and
public authorities at Lake Constance for the 4th International
Conference on Electronic Voting.
The EVOTE2010 is one of the
most important events in the
e-voting community and this
year’s central themes were certification and end-to-end verifiability. A review of the conference
is the central topic of this edition
of Modern Democracy.
Apart from that, we are proud to
continue the involvement of
guest authors and would like to
thank them for sharing their
knowledge and opinions with
us. Susanne Caarls gives us insights on the e-voting situation
in the Netherlands, Kasia Mlynczak writes about the first e-vot-

election software, which helps
to reduce CO2 emissions.
Its name: POLYAS.

14 ›16 Market Overview

Manuel J. Kripp,
Managing Director
E-Voting.CC

ing attempts in Poland and
Rakesh Sharma from IFES discusses the still existing pitfalls
of using technology in elections.
Finally, the carbon footprint of
the e-voting solution POLYAS is
presented. There are very different developments and trends
happening in e-voting and the
EVOTE2010 marked the central
communication hub for dialogue and discussions.
This year’s conference marked a
clear cut for E-Voting.CC itself.
Robert Krimmer handed over the
managing position at the Competence Center to myself, Manuel
Kripp. I have been the new Managing Director since August 1,
2010. Robert moved on to become
the senior advisor on new voting
technologies at the OSCE/ODIHR.
We would like to thank Robert
for his extraordinary and outstanding work for E-Voting.CC
and the community and for
founding such an internationally
integrated organization.
We are looking forward to the
new challenges facing e-voting,
our community, and the Competence Center and to continuing
to bring you the latest trends
and developments in Modern
Democracy.
We thank you for your continued
loyalty
Yours,
Manuel Kripp
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Using technology
in elections still has its pitfalls
The growing use of technology in elections makes basic principles a necessity.

IFES
The International
Foundation for
Electoral Systems
is an independent,
non-governmental
organization providing professional
support to electoral
democracy. Through
field work, applied research and advocacy,
we strive to promote
citizen participation,
transparency, and accountability in political
life and civil society.

There is growing consensus
among election practitioners on
a number of basic principles
that should guide every electoral process—most agree that
electoral processes should be
accessible, secure, accountable,
auditable, transparent, and sustainable.
The growing use of technology in
all facets of the electoral process
has led electoral practitioners to
start to ask whether the application of technology to these processes follows the basic principles outlined above.
To be sure, the use of technology
brings attendant efficiencies to
the electoral process and significantly improves specific election
processes such as managing voter registration data and processing of party and candidate registrations. However, as election
management bodies throughout
the world increasingly turn to
technological solutions, election
practitioners should ask whether efficiency can sometimes override critical basic principles
such as transparency.
Systematic approach to technology.

Through its work in developing
democracies around the world,

International Foundation for
Electoral Systems IFES has been
working with election authorities and others in advising on,
and guiding the implementation
of, technological tools in the electoral process. Through this work,
we have come to see that the use
of a systematic approach to technology adoption and implementation can greatly facilitate the
use of ‘appropriate’ technologies
that bring greater efficiency
while respecting the basic principles that should guide every
electoral process.
In its forthcoming publication,
Digital Democracy: Progress and
Pitfalls of Election Technology,
IFES Election Technology Expert
Michael Yard outlines a number
of critical steps that election authorities and other should follow
in order to develop technological
solutions that best serve the
election system in which they are
to be applied.
The steps start with the basic
aim to identify the problem that
the proposed technological solution is intended to address. This
very basic, but often unobserved,
step leads the process onto a
path toward other critical steps
that allow election authorities

and others to determine whether
appropriate
infrastructure,
staffing, and time have been allocated to ensure the success of
the technology implementation.
Stakeholder engagement is critical.

One critical non-technological
step that it is urged that election
authorities take at a fairly early
stage is engagement with critical
stakeholders in the process of selecting and implementing the
technological solutions. Those
who are to use the technology or
be subject to the implementation
of the new technology have an intrinsic interest in having their
views heard, and Yard argues
that this step can go a long way
toward gaining greater understanding of the scope of the
problem or issue to be addressed
by the technology and in easing
eventual acceptance of the technological solution by these critical stakeholders.
As a final step, the report urges
that major election events not be
used as a testing ground for new
or unproven technologies. Too often, this has been the case in significant elections around the
world and has led to difficulties
which could have been avoided if
only a proper sequence of pilot
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Rakesh Sharma
Director, IFES’ F. Clifton White
Applied Research Center

implementations and other testing protocols had been introduced to iron out wrinkles in the
technology implementation before a large-scale election.
Technology provides many exciting possibilities to bring efficiencies to the electoral process
which in turn can engender con-

fidence in the process among the
populace, but technology also
brings the possibilities of pitfalls
that can best be avoided if systematic, robust decision-making
processes are utilized to design
and implement solutions appropriate to the election system the
technology is intended to benefit.
Author: Rakesh Sharma

Conference schedule for 2010
Conference Title

Details

Date

Location

4. eGovernment
Symposium

4th eGovernment Symposium

CAST Seminar
E-Voting

Cast Seminar on electronic voting (in
German)

FDEM10

FuturE-Democracy'2010

ICTD2010

IEEE/ACM International Conference on
Information and Communication
Technologies and Development

HICSS 2011

Haiwaii Internationl Conference on
System Sciences, with track on
E-Government

ESA RN 25 MidTerm Conference

ESA RN Social Movements Conference on
"Transnational Democracy: mobilization,
organisation and communication"

20.–21. 1. 2011 Florence, Italy

http://www.europeansociology.org/index.php?option=com_content&t
ask=view&id=43&Itemid=29

ICEGEG-2011

The Third International Conference on
eGovernment and eGovernance

11.–12. 3. 2011 Ankara, Turkey

http://www.icegeg.com

Cyberlaws 2011

The Second International Conference on
Technical and Legal Aspects of the
e-Society

23.–28. 2. 2011 Gosier, Guadeloupe

http://www.iaria.org/conferences2011/CYBERLAWS11.html

IRIS2011

Internationales Rechsinformatik
Sysmposion 2011

24.–26. 2. 2011 Salzburg, Austria

http://www.univie.ac.at/RI/IRIS2011/

e-society2011

IADIS International Conference e-Society
2011

10.–13. 3. 2011 Avila, Spain

http://www.esociety-conf.org/

ICDGS 2011

International Conference on
e-Democracy, e-government and
e-Society

29.–31. 3. 2011 Manila, Philippines

http://www.waset.org/conferences/2011/manila/icdgs/

CeDEM11

1st Conference on E-Democracy and Open
Government

JITP2011

The Future of Computational Social
Science

16.–17. 5. 2011 Seattle, USA

http://www.umass.edu/jitp/

Eurocrypt 2011

International conference on all aspects of
cryptology by the IACR

15.–19. 5. 2011 Tallinn, Estonia

http://www.iacr.org/conferences/eurocrypt2011/

iCICS 2011

International Conference on Information
and Communication Systems

22.–24. 5. 2011 Amman, Jordan

ISPA RC10
Eelectronic Direct
Democracy

RC10 workshop in Electronic Direct
Democracy, Congress of the Slovenian
Association of Political Science

2.–4. 6. 2011 Potoroz, Slovenia

http://www.ipsa.org/site/content/view/1354/46/lang,en/

IFIP sec2011

International Information and Security
Conference: Future Challenges in Security
and Privacy for Academia and Industry

7.–9. 6. 2011 Lucerne, Switzerland

http://www.sec2011.org/

ECEG 2011

11th European Conference on
eGovernment

EGOV2011

Thenth conference on electronic
government

9. 11. 2010 Bern, Switzerland
24. 11. 2011 Darmstadt, Germany
2. 12. 2010 London, UK
13.–16. 12. 2010 London, UK

4.–7. 1. 2011 Kauai, Hawaii, USA

5.–6. 5. 2011 Krems, Austria

16.–17. 6. 2011 Ljubljana, Slovenia
29. 8.–1. 9. 2010 Delf, Netherlands

Web Link @

http://www.egovernment-symposium.ch
http://www.cast-forum.de/workshops/infos/136
http://www.headstar-events.com/fdem10/index.php
www.ictd2010.org/

http://www.hicss.hawaii.edu/hicss_44/apahome44.htm

www.donau-uni.ac.at/cedem

http://academic-conferences.org/eceg/eceg2011/eceg11-home.htm
http://www.egov-conference.org/egov-2011-preview

Polish Internet Voting

Polish Internet voting –

A political tool or a real desire for innovation?
The first Polish internet elections held in politically binding elections took place in March 2010 during the
presidential primary of the ruling party, the Civic Platform.

References
Prawyborczy tour de
POlogne. Aksamitna
kampania”, Polityka
16.03.2010

Katarzyna Mlynczak
Member of Foundation Council
in Foundation for European
Council; finished her PhD on
internet voting. Cooparates at
research projects with various
institions in Poland and
abroad.

The 2010 presidential election
was originally scheduled to be
held in autumn. Due to the death
of President Lech Kaczyński in a
plane crash in April, it had to be
brought forward. After the chairman of the ruling party, the Civic
Platform, in Poland withdrew his
candidacy for president, preparations to designate another candidate were started. A decision
was taken to conduct a primary.
This was the first time in Poland
that a candidate was chosen in
this way. Moreover the party
management decided to allow
two voting methods: postal and
internet voting. There was discussion about whether internet
voting was really necessary to
attract party members in this
process or whether it was more
of a political decision to present
the Civic Platform as a party
open to change and innovation,
which usually is a focus for
young and educated people.
Technical remarks. The e-voting
system was prepared by Pentor
Research International, a company specializing in public opinion surveys. The formal outlines
were designed by the Civic Platform. All eligible voters received
via traditional mail the brochure
POgłos with instructions on how
to vote. If choosing the electronic
voting method, a voter had to
open an envelope entitled “password for internet voting.” Inside
were further voting instructions
and a password under a rubber
code. In order to vote it was necessary to log in on the website
www.rozpoznanie2.pl and enter
the password. Internet voting

Two voting methods were allowed in Poland: postal and internet.

was possible only after the final
closing of postal voting. Voters
had time to cast their vote online
between midnight March 19 and
midnight March 25, 2010.
Outcome. The low turnout took the

party management by surprise.
Out of almost 46,000 eligible voters—party members—less than
47% took part in the primary.
Four thousand people voted via
traditional mail and 17,000 via
the internet. There are a number
of possible explanations for the
low turnout. One of them is a
change in the commitment to the
party which is not implicit any
more. Another reason is that bad
communication between party
members and the management
of the party created a chasm between the so-called region and
headquarters.
There is a future for Internet voting in
Poland. The internet voting meth-

od itself was warmly welcomed

by the members and did not
cause major operational difficulties. Although it was not a
deeply ingrained procedure, it
simplified the process and was
also accepted by party members
for possible future use.
The additional value of the primary and the remote voting
method was of considerable interest to the Polish media and
public opinion. The decision to
organize the primary was a well
thought out move, showing the
modern attitude of the party
and openness to democratic
procedures even inside the party, which is not usual in Poland.
Much of the debate revolved
around whether the new Polish
president should be Bronisław
Komorowski or Radosław Sikorski dismissing other candidates
(Polityka 2010). From the marketing point of view the primary
was a great success.
Author: Katarzyna Mlynczak
Contact: kmlynczak@gmail.com
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Short news

accurate Voter lists’:
19th annual Conference
of the aCeeeo
The 19th Annual Conference of the Association of
European Election Officials (ACEEEO) took place
in 2010 in Tblisi, Georgia. This year’s conference

From e-voting to
paper-ballot voting
Latest developments in the Netherlands
regarding electronic voting.

covered different aspects and issues of voters’
registration. Representatives of 17 ACEEEO
member countries were present and more than
170 participants were glad to meet and share their
experience. Representatives of different international organizations like IFES, UNDEF, OSCE/
ODIHR, the European Commission, International
IDEA, UNDP, USAID as well as representatives of
the Venice Commission of the Council of Europe
were among our guests. For detailed information
please go to the website

www.aceeeo.org.

In 2011 the ACEEEO will celebrate its 20th jubilee
anniversary. The 20th jubilee conference will be
held in Budapest, Hungary, from 15-18 June
2011, as one of the accompanying events of the
Hungarian EU presidency. For more details on the
20th jubilee conference please contact the Secretariat

aceeeo@aceeeo.org

Peru to gradually
implement e-voting
In the aftermath of the October elections in Peru,
the chief of the National Office for Electoral Processes (ONPE) discussed in an interview the possibility of implementing electronic voting in future
elections. Peru could introduce electronic elements
into the election process as early as the presidential
elections in 2011. The goal for 2011 is the fast and
accurate presentation of election results within two
hours after closing the polling stations, because in
the most recent election the counting and delayed
presentation of results caused complaints and

E-voting in the Netherlands was
stopped in 2008 and all of the
electronic voting machines had to
be removed. This return to paper
caused severe difficulties for voters and municipalities and eventually resulted in irregularities
regarding the election. As a result,
this has lead to calls for a reintroduction of electronic voting.
The e-voting era in the Netherlands ended in February 2008
when the Dutch State Secretary
for Interior and Kingdom Relations withdrew the regulation on
the requirements and approval
of the use of voting machines.
The reasons for this withdrawal
were that the particular voting
machines used could not provide
efficient
enough
protection
against compromising radiation,
the lack of transparency in the
approval process, and the fact
that some parts of the software
used – for example to determine
the result of the election – were
not part of the aforementioned
approval process. This led to the
conclusion that the integrity of

the voting machines could not be
guaranteed. Thus, after over thirty years of electronic voting,
most of the citizens of the Netherlands had to again vote using
pencil and paper. This meant that
a whole generation of voters,
who had always used electronic
means to cast their vote, suddenly had to use a red pencil and a
paper ballot paper.
Back to paper. In 2010 two elections were held without any use
of electronic means1. Local elections were organised on March
third. Generally, the elections
went well; however some problems were encountered which
had previously, in the electronic
elections, not occurred. For example, instead of having one
polling station with one polling
booth with the e-voting machine,
the Dutch voters had one polling
station with several polling
booths. This situation lead to
some commotion in polling stations in several municipalities:
queues were formed and questionable situations occurred
such as having two or more people in one polling booth simultaneously, vote solicitation, and
some ballot papers also seem to
have gone missing. Especially
the city of Rotterdam encountered these problems which were
broadcasted widely in the media.
Because of a small difference of
votes between the two major parties, the Partij van de Arbeid (La-

suspicions of election fraud.
http://bit.ly/b0qhrr

The return to paper caused
severe difficulties for voters and
municipalities in the Netherlands.

Technology and Elections

bour Party) and Leefbaar Rotterdam (Liveable Rotterdam), and
due to the irregularities which
had occurred on Election Day,
the latter demanded a recount.
This recount was the first in the
Netherlands since the 1980s.
Paper lead to difficulties and irregularities. Irregularities did not only oc-

cur in Rotterdam; votes had to be
recounted in 15 of the 394 municipalities. The reasons for the recounts in other municipalities
were the very small differences in
the results (in one polling station
the difference was just one vote),
polling station reports were not
filled in correctly, candidates had
not received any preferential
votes even though they had voted
for themselves, and the fact that
several people were present in
one polling booth at the same
time. The final results showed
that the recounts did not have any
consequences for the distribution
of seats at party level, but in several cases there was a different
outcome at the candidate level.
Another result was that counting
errors were discovered2.
On 9 June 2010 national parliamentary elections were held. The
Dutch Ministry and the municipalities both had taken action
such as providing better instructions to the poll workers and hiring extra (and new) poll workers
for the counting process. They

also provided better public information about the secrecy of
the vote. Compared to the local
elections held earlier, no major
problems were encountered.

larities which occurred did not
bear any relationship with the
use of e-voting machines or not,
in the perception of the people, it
apparently did

These events seem normal in a
democracy; elections are never
perfectly organised, some irregularities will always occur. However in the Netherlands, these
small irregularities led to mistrust in the organisation of elections. Some of the recounts were
used to try and restore the trust
and to take away the social unrest as was seen in Rotterdam.

When governments are conducting experiments with e-voting,
the aims are always high. All
risks involved should be carefully thought out beforehand, and
action needs to be taken to minimize these risks. Governments
are always aiming at a perfect
system. However, the trust dimension should never be forgotten. The lesson we can learn from
the 2010 elections in the Netherlands is that trust can be in place,
but when one changes the way of
voting, trust can be jeopardized.
Therefore any changes in the
system, whether it is the introduction of e-voting or the abandoning of e-voting, need to be
dealt with carefully in order to
uphold the principles of free and
fair elections.

Return to e-voting. During the peri-

od that Dutch voters were using
electronic voting machines, a
majority of the citizens always
expressed trust in the system. In
2006 the vast majority of voters
(70%) expressed having trust in
the voting machines, and the majority (65%) expressed trust in
general in the elections3. Unfortunately there are no figures yet
available for the 2010 national
election, but statements in the
media clearly called for the return of the electronic voting machines. Also Korthals Altes, Minister of State, who in 2007 advised
the Dutch government to reintroduce paper ballot voting as well
as the Dutch Society of Mayors
called for the re-introduction of
e-voting. Even though the irregu-

Author: Susanne Caarls, voting technology expert

References
1) The first non-electronic election was held on 4 June 2009
for the European Parliament. The turnout was 36.75% and
no major problems were encountered.
2) Evaluation of the local authority elections, the Minister of
the Interior and Kingdom Relations, Den Haag, 9 April 2010
(BPR2010/U51917) (Dutch only)
3) Nationaal Kiezersonderzoek 2006 (Dutch only)
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Special

How to build an internet Voting
An Internet voting system has to be adapted to specific regulations and legislation. This generic system
architecture provides an overview of the most important components and interfaces based on our research.
Download this system architecture sketch @http://www.e-voting.cc/internetvoting-architecture

Password/User

User Login

TAN
Digital signature
Eligibility check based
on voter register

Biometrics

Start

Start

Identiﬁcation

Election
Administration
System

Finish

Publication Server

Publication

Publication System
Publication
of results

Results

Finish

Possible publication
of ballots
Publication
of verification codes

Voter register

Candidate list

Special

9

the essentials of an
internet voting system

System

This generic system architecture of an Internet voting
system contains the essential key parts based on
our research and project experience at the competence center E-Voting.CC. It contains not only the
important components but also the interfaces and
methods of anonymization or identification. Every
Internet voting system has to be adapted to specific

Anonymisation*
(Organisational (TAN))

 Candidate a
 Candidate b
 Candidate c

regulations and legislation.
The four essential cornerstones of an Internet voting
system are identification, voting, counting and
publication. The election administration system is
the link between these four different system components. It contains the voter register, the candidate list
invalid
ballot check

and the publication server.
The first step is the Identification of the voter.
There are four different methods available: password/

privacy/secrecy
request

Voting

username combination, transactional numbers, digital signatures and biometric data. After the identification an eligibility check based on the voter register

Anonymisation*
(blind signature,
separate servers)

is performed. Here is the first opportunity to make
the vote anonymous with randomized transactional
numbers or pseudonyms.
The system checks for an invalid ballot and requests
the voter to confirm a private and secret casting of

With Airgap
(transmission
via physical medium)
OR secured connection

the vote. After the candidate selection, there is the

Voting system

second opportunity to make the vote anonymous by

vote integrity check

blind signatures or separate servers.

verification of vote
reception

The vote is transmitted to the voting system,
which executes a vote integrity check and includes
some verification mechanism. Afterwards, through
a double-envelope scheme or via homomorphic encryption a third option of anonymization is possible.

Counting

The cast vote is transmitted to counting system.
Anonymisation*
(double-enveloped
scheme, homomorphic
encryption)

(2) by internal network connection.
before encrypting and counting in order to guarantee

Removal of
signatures

a high level of anonymization and security.
The fourth step is publication. The results are pub-

Mixing of
encrypted ballots

lished for example via the Internet. It is possible to
publish the ballots or provided verification codes to

Decryption
of ballots

Anonymisation is optional: depending on system architecture

(1) with a physical medium through an airgap or
In general, the counting system mixes the ballots

Counting System

*

There are two established methods for transfer:

enable end-to-end verification.

Author: Manuel Kripp
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EVOTE2010 review

trust, certification, verification
The EVOTE 2010 revealed the trends and challenges in electronic voting, which can be summarized
under three main themes: trust, certification, and verification.

For the fourth time the International Conference on Electronic
Voting EVOTE took place in Lochau/Bregenz at Lake Constance.
Participants
from
academia, administration, government, and business gathered
to discuss the latest trends and
developments. The main themes
of this year’s debate were trust,
certification, and verification.
All presentations and papers directly or indirectly covered
these topics and provided very
interesting and diverse insights.
In the following you find an
overview of the key aspects presented
and
discussed
at
EVOTE2010.
Certification. Certification is often

Impressions from the
EVOTE2010 Conference in
Lochau/Bregenz, Austria,
July 21-24

used in the debate about electronic voting to provide a security mechanism in advance of the
election and to ensure the integrity and functionality of the system on election day. Certification
is becoming a basic implementation requirement of public authorities and organizers of elec-

tions for vendors and solution
providers. There are several certification methods and approaches available. In Germany, the
Common Criteria are the basic
standards for certification of any
information technology system.
The criteria’s protection profiles
formulate the minimum requirements for security in certain IT
application areas. For example,
the presented POLYAS election
solution is currently aiming for
Common Criteria certification. In
Austria, the certification of the
most recent internet voting system was implemented through a
national standard and certification body. In the United States,
the Election Assistance Commission is responsible for issuing
certification standards and selecting and controlling the certification laboratories.
The certification of election systems is a spreading development,
because it enables a visible and
comprehensible inspection of
the system in advance of the election and suggests trust and reli-

ability. It is very important to use
an established framework for
certification and to publish the
certification results.
Verification. Verification often en-

joys a similar destiny as certification. It most often is seen as
something required by the organizer of an election to establish trust and comprehensibility
of the system in place. It means
enabling the voter to follow his
or her vote through the entire
process and ensure that the vote
was cast, processed, and counted
as intended. Voter verification, or
end-to-end verification, is an important topic for e-voting. Using
technology in the casting process
such as electronic voting machines or the internet removes
paper from the casting process.
Consequently, the voter cannot
touch, feel or see the vote being
processed. End-to-end verification attempts to make the digitalized process more visible and
comprehensible. Several approaches were presented at the

11

Cover Story
EAC Chair Davidson
presents the latest
developments on
E-Voting in the US

three internet elections
in europe in 2011

EVOTE2010,
ranging
from
marked paper when using optical scanners to verification codes
for internet voting channels. Verifiability is becoming more and
more important and the technologies and methods are moving
from pure science to scientific
applications in pilots and real
elections. The developments in
verifiability are at the beginning
and will be the guiding topic for
electronic voting over the next
years especially since the German constitutional court required verifiability of electronic
voting and ruled that an average
citizen should be able to verify
through the entire process.

to use, understand, and be comfortable with such solutions.
Therefore, the findings from
several tests at the EVOTE2010
have been of great interest. During implementation, most users
of such trust technology, understood and were comfortable
with it. One conclusion of
EVOTE2010 regarding trust is
that there is a growing demand
to develop mechanisms aimed at
voter’s trust and that there is a
need for applied research into
the relationship between such
new mechanisms and their effect on trust
The perfect system intertwines certification and verification to enable trust.

Day. Estonian citizens can use their national ID card to

Trust. The citizen, the operator,

EVOTE2010 clearly showed that
these three main topics will be
the guiding themes for the electronic voting community in the
upcoming years. Certification,
verification, and trust are seen as
the cornerstones of a sustainable
and operational e-voting system.
Certification targets the preelectoral phase, whereas verification targets the post-electoral
phase. Combined, both are
among the key technologies to
initiate sustainable trust in an
electronic voting system. The
challenge is not to establish such
technologies but to focus on
technology. Trust is based on
perception and therefore, communication and change management should be combined with
new technologies.

tions. A new development this year is that mobile sig-

and the politicians have to trust
the system developed by a third
party, public or private. The topic was intensively discussed at
EVOTE2010. The voter has to
trust the machine, the computer,
the operator, and the developer
of the system. The topic of trust
is closely linked to certification
and verification. Certification
aims to generate trust by establishing mechanisms to control
the integrity of the system and
increase its comprehensibility.
Verification aims to make the
vote traceable throughout the
system for the voter. Both are
technological developments attempting to establish an fundament for public trust. This is a
very important trend in electronic voting, but the voter has

Author: Manuel J. Kripp

The year 2011 marks a very important year for electronic voting in Europe. In Switzerland the possibility to
vote over the internet will be available during the parliamentary election in March 2011. Currently, the number
of voters with access to this channel is not /known, because the cantons still have to apply for permission to
offer the internet voting channel. Estimates assume that
up to 50% of the eligible voters could use the internet
instead of the established voting channels.
The second internet election will take place in Estonia
in March 2011. For the sixth time, internet voting will
be available to all eligible voters in advance of Election
participate over the internet in the parliamentary elecnatures will be available for identification and authentication as well. During the municipal elections in 2009,
around 10% of the votes were cast electronically and
the turnout increased by approximately 14%. It will be
interesting to see, if this development continues and
the number of internet votes grows again.
In Norway, several non-binding referenda in various municipalities will be organized during 2011 to
provide a sufficient amount of tests for internet voting.
At the end of 2011, municipal and county elections
will be held and legally binding internet voting will be
available in selected municipalities and for selected
voter groups. The Norwegian system combines
identification through an individual’s citizen card and
authentication by mobile phone technology for vote
verification. For the first time, three countries will hold
elections with an internet voting channel available to
their citizens in 2011 in Europe.

⇢

12

Internet Voting Carbon Footprint

trees would vote online
Micromata, a software developer from Kassel, Germany, has written an online election software,
which helps to reduce CO2 emissions. Its name: POLYAS.

Started as an ambitious but little project back in 1996, POLYAS
turned out to be a favoured alternative to traditional ballotbox voting. Especially committees and associations have since
then chosen the program to vote
for candidates or decide on specific issues via the internet.

Casting a vote via the
internet means only
0.1 grams of CO2 per vote
Here is how it works: The voting
host sets up an online vote by
feeding the system with the candidates or the issues to vote on.
In addition he defines parame-

ters such as the voting period or
whether the voter should be invited by e-mail or by post.
POLYAS identification and authentication. Both options provide a

PIN/TAN code for the voter to
register on the POLYAS website.
In case this combination is verified by the POLYAS voter directory, it will be sent to a validator in order to request an
individual one-time token for
the voter. This token is sent to
the virtual ballot box as well as
to the voter directory. The directory communicates it back
to the voter and gives him permission to cast his vote at a virtual ballot paper. After the voter does so, the token will be
deleted forever.

During the whole voting process,
all transferred data are encrypted and at no point of time is it
possible to reveal the identity of
the voter or to connect a token to
a specific vote. Although the high
security standards are quite an
important issue to talk about, we
would like to introduce another
benefit of POLYAS at this point.
The carbon footprint of i-voting. ClimatePartners, an independent
consultant for CO2 reduction
matters, just investigated the
carbon footprint of POLYAS.
What they found out: an onlinevote is much more environmentally friendly than a conventional paper ballot send by mail.
The study compares three different kinds of voting scenarios:

PolYaS VotiNG SYSteM
2

1

PIN
TAN

Voter
Directory

Voter
Directory

Validator
Voter

4

3

1

Line-up
of Candidates

Validator
2

Virtual Ballot Box
1. Verifying signature/order to create voting token, 2. Transfer voting token to virtual
ballot box, 3. Acknowledgement, 4. Transfer voting token to voter directory

Voter

Virtual Ballot Box

Display of all selectable candidates or voting issues. User casts
here his binding vote.

Short news
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Netherlands tests new
electronic voting machines
During local elections in March and parliamentary
elections in June, non-binding tests with new e-voting
a) a paper ballot in which all
voting documents are sent by
post,
b) an online-vote with the login
credentials sent by post and
c) an online-vote with the login
credentials sent by e-mail.
In doing so the study considers
all greenhouse gases, which the
Intergovernmental Panel on Climate Change has detected as initially or coefficiently responsible for global warming. It
analyses the whole process
chain of all voting scenarios and
their specific carbon footprint—
from the acquisition of the vote
organizer within the scenarios
b) and c), to the delivery of the
election result in all scenarios.
It assumes 37,000 voters as a
model calculation.
Internet voting reduces the carbon dioxide. The outcome: The CO2-

emissions of a POLYAS vote with
all needed data sent by e-mail

are much lower than the ones of
a classic postal vote. As the latter not only needs to print and
distribute ballots for several
thousand voting participants,
but furthermore needs to get
them back through the postal
system, a classical postal vote
produces 138.24 grams of CO2.
The climate footprint of POLYAS
is comparatively much smaller:
a POLYAS vote of scenario c)
with all needed data sent by email only produces 5.87 grams
of CO2. This means a reduction
of 96% in comparison to the paper ballot sent by mail. This is
really no surprise as an online
election has no need at all for
printing or ballot postage.

computers were held in four municipalities. After

Casting a vote via the internet
means only 0.1 grams of CO2 per
vote. Voting with POLYAS is not
only good for democracy. It's
also good for the environment.

CeDeM11: Deadline for
submissions Dec. 1, 2010

Authors: Jule Witte and Kai Reinhard

casting their vote the official way, voters also had the
opportunity to cast a second non-binding vote on a
voting computer which used a paper trail. According
to the municipalities and the solution provider, these
tests went well. This test was not supported by the
Ministry of Internal Affairs, and the State Secretary Ank
Bijleveld announced that she would prefer to consider
introducing electronic counting of ballot papers instead of electronic voting machines. Electronic voting
is, according to her, “still a step too far”. The Netherlands is not closing its eyes on electronic developments, but the secrecy of the vote will not be a topic
of discussion.

The Center for E-Government at the Danube
University and E-Voting.CC—the competence
center for electronic voting and participation—are
joining forces to organize this year’s conference on
electronic democracy and open government. The

3
Voter
Directory

CeDEM11 will take place in Krems, Austria from
May 5-6, 2011. The conference will bring together
e-democracy, e-participation, open government
and e-voting specialists working in academia, politics, government and business. CeDEM is the first
conference E-Voting.CC supports as co-organizer

3

1
2

apart from our biannual EVOTE conferences. We

4

Validator

see the CeDEM as the perfect complement to the
EVOTE conferences, enabling an annual discussion on trends and developments in the fields of
e-voting and e-democracy. The following areas will

Binding
Vote

Voter

be covered at the conference, corresponding to the
various aspects of electronic democracy: e-particiVirtual
Ballot Box

1. Assign voter for binding vote, 2. Acknowledgement, 3. Casting the vote,
4. Acknowledgement

pation, open access and open data, open government and e-voting.
More information is available

http://bit.ly/bcjO7z

A call for papers is available

http://bit.ly/cP3YuR

14

Market overview

Market overview on Modern Democracy tools
Company

Country

URL

Email

Australian Election Company

Australia

www.austelect.com

rkidd@austelect.com

Avante International Technology
Inc.

United States

www.avantetech.com

cchu@aitechnology.com

Berninger Software GmbH

Germany

www.berningersoftware.de

info@berningersoftware.de

Australian Election Company

Australia

www.austelect.com

rkidd@austelect.com

BRZ, Bundesrechenzentrum GmbH

Austria

www.brz.gv.at

carl-markus.piswanger@brz.gv.at

21c Consultancy Ltd*

United Kingdom

www.21cconsultancy.com

info@21cconsultancy.com

Cybernetica AS

Estonia

www.cyber.ee

info@cyber.ee

Delib Ltd*

United Kingdom

www.delib.co.uk

info@delib.co.uk

Diebold Incorporated

United States

www.diebold.com

D-TRUST GmbH

Germany

www.d-trust.net

Dutch Disctrict Water Control
Boards

further information

info@d-trust.net

www.terena.org

Dominion Voting Systems
Corporation

Canada

www.dominionvoting.com

contact@dominionvoting.com

DRS Data Services Limited
Election Trust LLC*

United Kingdom

www.drs.co.uk

webmail only

United States

www.electiontrust.com

Info@electiontrust.com

Electoral Reform Society

United Kingdom

www.electoral-reform.org.uk

ers@electoral-reform.org.uk

ES&S Europe, Middle East and Africa

United Kingdom

www.essvote.com

emea@essvote.com

Everyone Counts Inc.

United States

www.everyonecounts.com

contact@everyonecounts.com

Gov2u*

Greece

www.gov2u.org

info@gov2u.com

Geneva Solutions SA

Switzerland

www.gs-sa.ch

contact@gs-sa.ch

Herodot Consulting & Software KG

Austria

www.herodot.at

office@herodot.at

MicroVote General Corp.

United States

www.microvote.com

Multicert SA

Portugal

www.multicert.pt

info@multicert.com

Icele*

United Kingdom

www.icele.org

iMeta Technologies Limited

United Kingdom

www.mi-voice.com

enquiries@mi-voice.com

Indra Sistemas S.A.

Spain

www.indra.es

indra@indra.es

Issy Media*

France

www.issy.com

iris@ville-issy.fr

Savioc Voting Systems

United States

www.savioc.com

Proven on seven continents, Everyone Counts
delivers the most secure and accessible voting
system in the world. In partnership with election
officials globally our internationally recognized
election and computer security experts lead the
industry providing flawlessly transparent, accurate
elections. Everyone Counts, chosen by the US and
Australian Departments of Defense, US States and
the UK to provide secure voting systems for domestic
and overseas voters, was also chosen by UNESCO as
the premiere voting solution for people with
disabilities.
Geneva Solution is the only private company that
has qualified five times for the "Capture the Flag"
white hat competition held annually in Las Vegas.
We, being the triple vice-champion, offer you a fresh
glance to securing your data and networks. We
provide a long and worldwide experience, out-ofthe-box thinking and a holistic approach. We are
bound neither by legacy theories nor by tradition or
commercial ties with any vendors.

Market overview

Company

Country

URL

Email

further information

Micromata GmbH

Germany

www.polyas.de

info@micromata.com

"Micromata is in business since 1996 and is
managed and held by Kai Reinhard (graduate in
physics) and Thomas Landgraf (graduate in
electronic engineering). Our core business has ever
since been the development of customized software
which optimizes all operational procedures within
companies. While engineering high- level
applications we emphasize maximum standards of
quality and security."

Nedap, N.V. Nederlandsche
Apparatenfabriek

Netherlands

www.nedap.nl

info@election-systems.eu

Open Source Digital Vote
Foundation

United States

www.osdv.org

Openvoting.org

Austria

www.openevoting.org

office@openevoting.org

Opt2Vote Ltd.

Northern Ireland

www.opt2vote.com

info@opt2vote.com

Public-i Group Ltd*

United Kingdom

www.public-i.info

info@public-i.info

Pnyka

Greece

www.pnyka.cti.gr

stamatiu@ceid.upatras.gr

Safevote Inc.

United Sates

www.safevote.com

info@safevote.com

Scytl Secure Electronic Voting

Spain

www.scytl.com

scytl@scytl.com

Singularity Solutions Inc.

United Stated

www.emailelection.com

customer@emailelection.com

Smartmatic

United States

www.smartmatic.com

webmail only

Software Improvements Pty. Ltd.

Australia

www.softimp.com.au

support@softimp.com.au

Sztaki Voting and Survey System

Hungary

wwwold.sztaki.hu

pr@sztaki.hu

True Ballot

United States

www.trueballot.com

john@trueballot.com

T-Systems Enterprise Services
GmbH

Germany

www.t-systems.com

info@t-systems.com

TuTech Innovation GmbH*

Germany

www.tutech.de

info@tutech.de

Unisys

Germany

www.unisys.com

Votenet Soultions

United States

www.votenet.com

*Entries/companies with a star are members of the Pan-European
E-Participation network PEP-Net. More information: http://pep-net.eu

Pnyka is an internet based electronic voting system
which has been developed within the scope of a
research program of the General Secretariat for
Research and Technology of the Greek Ministry of
Development. The developers team has won the first
prize in the E-Voting Competition 2008, which was
held in Bregenz in August 2008. Eight systems have
been evaluated by a jury of E-Voting experts, three
made it into the final. The first prize has been
awarded to Pnyka due to good usability, high
security level and best compliance with submission
criteria. The system can be used freely, the source
code is laid open and can be altered for further
development.
With over 15 years of pioneering R&D, Scytl provides
patented solutions in Internet voting, in-chamber
voting for Parliaments, poll-site e-voting, phone
voting, e-pollbooks, voter registration & results
consolidation. Scytl offers the highest security
standards, assuring the same levels of trust, security
and privacy that exist in conventional elections.
Scytl’s solutions have been successfully audited or
certified by the Governments of Austria, France,
Switzerland, Finland, Australia & Florida (USA).

salesconsultant@votenet.com

If you miss your company or want to see your logo
in this market overview, do not hesitate to contact us at
modern-democracy@e-voting.cc
Author: Manuel Kripp
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EVOTE 2010
The leading conference on e-voting
was a great success.
With thank our EVOTE2010 partners.

Join us in 2011
@ CEDEM2011
www.donau-uni.ac.at/cedem
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