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ABSTRACT
In a multi-level election, voters are divided
into groups, an election is held within each
group, and some deterministic procedure is used
to combine the group results to determine the
overall election result. Examples of multi-level
elections include U.S. presidential elections and
some parliamentary elections (such as those with
regional groupings of voters). The results of such
an election can hinge on a few votes in one group,
while being insensitive to large shifts within other
groups. These disparities create opportunities to
focus election integrity efforts in the places where
they have the highest leverage. We consider how
to improve the efficiency of post-election audits, such as those that compare paper ballots to
corresponding electronic records, in multi-level
elections. We evaluate our proposed solutions
using data from past elections.
I.

I NTRODUCTION

A multi-level election divides voters into disjoint groups, holds an election within each group,
and then applies some deterministic procedure to
combine the group results into an overall election
result. In this paper, we discuss how to audit
multi-level elections efficiently.
An important attribute of multi-level elections
is that some ballots may have much more influence than others [1], [2], [3], [4]. For example,
in the 2000 U.S. presidential election, a shift
of 269 votes in the state of Florida would have
changed the national election result, while a shift
of 350,000 votes in Texas, or a shift of every vote
in the most populous state, California, would not
have changed the result. These non-uniformities
create opportunities to focus election integrity
efforts where they will do the most good. After an
election, we can focus our post-election auditing

resources to get the highest confidence in the
overall election result, at the lowest total cost.
Post-election auditing can help to provide
confidence in the integrity of an election by
providing evidence that the votes were countedas-cast. Several electronic election technologies
generate redundant copies of ballot data, such
as (now widely deployed) optical scan voting
systems, in which voters mark paper ballots and
scanned images of those ballots are tabulated
electronically [5], or systems with a voter-verified
paper audit trail, in which voters make a selection
electronically and a copy of their selection is
printed for review before being dropped automatically into a ballot box [6]. In any system with
redundantly stored ballot data (e.g. electronically
and on paper), we can audit by comparing the
electronic record to the auxiliary record on a perballot basis. Generally, the electronic version of
the ballot data will be much faster and cheaper to
gather and tabulate and the auxiliary record will
be much more costly to examine. Thus, we want
to minimize the number of auxiliary records that
must be examined, while also establishing high
confidence that a full examination of all auxiliary records would yield the same election result
as the reported electronic result. Efficient postelection auditing relies on examining a subset
of the auxiliary records, comparing them to the
corresponding electronic records, and relying on
statistical arguments to confirm the election result
to high statistical confidence.
Much prior work describes efficient approaches to ballot-based auditing in elections with
simple majority or plurality rules for determining
the election winner from votes cast [7], [8], [9],
[10], [11], [12], [13], [14]; this work is the first to
consider the case of multi-level elections and how
the structure of the election’s victory conditions
can be used to reduce the total amount of auditing
necessary to achieve a certain level of confidence.
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Jones gives an overview of the need for and
approaches to election auditing [15] and Dopp
gives a more complete history of election auditing
techniques [16].
Multi-level elections are common. One example is a U.S. presidential election, in which the
voters are divided into 51 groups, one for each
state.1 Each state is assigned a certain number
of electoral votes. Almost all of the states assign
the state’s electoral votes to the plurality winner
of the state’s election. (Two states, Maine and
Nebraska, use a different procedure that can divide the state’s electoral votes among candidates.)
The states’ results are combined by summing the
electoral votes of each candidate. If one candidate receives a majority of electoral votes, that
candidate is the winner. If no candidate receives
a majority of electoral votes, then the election
result is “undetermined” and the Congress holds
a special vote to choose the President.
Another example is a national vote in certain parliamentary systems, where each district
chooses a party representative, and representatives from the same party are assumed to act as
a single coordinated bloc.2 In such an election,
the result is the identity of the party that holds
a majority of seats; or lacking a single party
with a majority, the result is the set of minimal
coalitions, that is, a set of all of the minimal sets
of parties that can form a coalition government.
For example, if there are four parties, A, B, C, and
D, which have 42, 29, 20, and 9 seats respectively
for a total of 100 seats, then the minimal majority
coalitions could be formed by parties A and B
(71 seats); or by parties A and C (62 seats); or
by parties A and D (51 seats); or by parties B,
C, and D (58 seats).
Although the practical examples we discuss
all determine the overall result by some kind of
weighted counting of the individual group results,
our theory is much broader than this and can
handle any method for combining group results,
including, for example, non-monotone systems
in which winning more groups can make one’s
overall result worse. Our theory also extends
1 For this purpose, the District of Columbia is treated as a
state.
2 This is not a requirement—party members may later defect
on particular issues and vote with their opposition. However,
we observe that when forming a government, it is especially
common for parties to act as blocs (and this is generally
expected), making such an assumption reasonable.

naturally to handle elections with more than two
levels.
The remainder of the paper is structured as
follows. In Section II we discuss how to audit
multi-level elections. In Section II-A, we work an
example showing that considering an election’s
multi-level structure can reduce auditing costs. In
Section II-B and for the rest of the paper, we
develop the necessary theory to understand this
phenomenon and use it to minimize overall auditing costs. We give an optimal auditing algorithm
in Section II-C based on linear programming
and in Section II-D, we give an approximation
that is sometimes more efficient to compute. In
Section II-E and Section II-F, we evaluate these
methods using data from several recent elections.
We finish by remarking on future work in Section III.

II.

AUDITING M ULTI -L EVEL E LECTIONS

Post-election auditing is a statistical process
for verifying, to some specified level of confidence, that the reported election result is consistent with the available evidence [15]. We assume
that there is auxiliary evidence associated with
each ballot which can be compared to the reported
votes from that ballot, and that the auxiliary
evidence is usually unexamined due to cost or
time factors [8]. For example, in an optical-scan
voting system, the reported results are determined
by machine scanners in the polling place, and
the auxiliary records are the paper ballots filled
out by voters, which can be examined by hand
and compared to the machine-reported results.
A post-election audit will choose a sample of
ballots and compare the chosen ballots with their
auxiliary information. If the ballots in the sample
are consistent with their auxiliary information, to
within a specified tolerance, the audit succeeds;
otherwise it fails and further investigation of the
election is required.
The purpose of an audit is to reject by statistical means the hypothesis that a full examination
of the auxiliary evidence would suggest a different overall election result than the one that was
reported. This must be done to some specified
level of statistical confidence (sometimes called
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the “risk limit” [14]),3 such as 99%. There is a
rich literature on election auditing in one-level
popular-vote elections (see [16], [17], [15], [7],
[18], [19], [10], [9], [20], [21], [11]). Our method
for multi-level auditing could be used with any
method that satisfies some general assumptions,
as we describe in Section II-C.
Our approach to multi-level auditing will be
to assign an auditing responsibility to each group,
and then argue that if all groups meet their
responsibilities, the overall election result is confirmed in the necessary statistical sense. Because
different groups may have a very different impact
on the outcome in a multi-level election, we find
that auditing to different levels of confidence
in different groups can reduce significantly the
cost of auditing the entire election to a specified
overall level of statistical confidence, 1 − ε, as
we can take advantage of choices about where to
direct auditing resources.
Specifically, if the required confidence in the
overall result is 1 − ε, then we will assign group
i the responsibility to audit its result to a possibly
different confidence level 1 − εi . We will assign
the εi values such that audit success in every
group implies that the overall election result is
confirmed with the necessary confidence level.
If an audit in some group fails to confirm
the election result, the audit will specify some
escalation procedure that aims to determine the
correct result in that group. If, ultimately, the
election result is changed in some group, it will
be necessary to re-evaluate the auditing responsibility assigned to all other groups to ensure that
the required confidence level is met. This may
necessitate re-auditing or the auditing of additional ballots in some locations if, for example,
the auditing responsibility increases in group g0
because auditing has changed the reported result
in group g. The exact details of escalation will
naturally depend on the nature and design of the
overall election and the selection procedure that
determines the overall result from the outcome in
each group.
3 We stress that, while prior work on election auditing
has used the term “risk limit” to describe the acceptable
bounds on confidence in the election result, we choose to
call this parameter statistical confidence, as is done in many
other fields. Nonetheless, the concepts are identical: both
measure the bounds on the uncertainty in the correctness of
the measured election result.

A. Election Auditing: An Illustrative Example
To illustrate the mechanics of multilevel election auditing, we will consider the case of presidential elections in the imaginary Republic of
Freedonia. Freedonian voters are divided into five
districts, District 1 through District 5. They vote
directly for candidates for their country’s highest
office, President. In order to be elected President,
a candidate must win a majority of the votes in
at least three of the five districts. Thus, Freedonia
has a multi-level election: first, candidates must
win in each district and second, candidates must
win across a majority of districts.
Citizens in Freedonia vote by marking a paper
ballot which is scanned by an optical scanning
machine that enables fully automated electronic
tabulation of the paper ballots. Freedonian election officials wish to verify that the result reported by tabulation of the electronic records is
consistent with the paper ballots. They will do
this by a statistical procedure designed to verify
consistency to 99% statistical confidence, that is,
so that any discrepancy between the results will
be detected with at least 99% probability. Their
goal is to achieve this level of confidence at the
lowest cost.
Consider now a specific election in Freedonia between two candidates for President, Alice
and Bob. Table I summarizes the results of the
election. How should this election be audited?
The most obvious way to audit this election
is to conduct a separate audit in each district,
to a confidence level of 99% within each district. Because the election within each district
uses a simple majority criterion, we can use a
standard auditing algorithm from the literature.
Calandrino’s method [8] would audit 233 ballots
in District 1, and 25 ballots in each of Districts
2, 3, and 4, for a total of 308 ballots. (No audit
is necessary in District 5 because District 5 did
not contribute to Alice’s reported victory.) The
election result is be confirmed if, for every one
of the audited ballots, manual reading of the
ballot matches the electronic result reported for
the same ballot.
In this case, it is not necessary to audit each
individual district to 99% confidence. The reason
for this is that Alice was reported as winning four
districts when only three were required for victory, so that an incorrect result in only one district
could not affect the outcome of the election. In
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Candidate
Alice
Bob

TABLE I.

District 1
51%
49%

District 2
60%
40%

District 3
60%
40%

District 4
60%
40%

District 5
35%
65%

R ESULTS OF THE F REEDONIAN E LECTION , BY DISTRICT.

this case it is sufficient to audit to 90% confidence
in Districts 1, 2, 3, and 4. To see why, suppose
the election result is incorrect in two districts.
If we audited the election 100 times, the audit
would detect a discrepancy in the first district
in 90 cases, and of the remaining ten cases,
a discrepancy would be detected in the second
district in nine cases. Only one case out of 100
would go undetected, which yields the required
99% detection rate. Following this procedure, we
would audit 116 ballots in District 1 and 13
ballots in each of Districts 2, 3, and 4, for a total
of 155 ballots.
Both of the audit strategies we have described
so far spend the majority of auditing effort in District 1 (233/308 ballots in the first case, 116/155
ballots in the second case). In general, more
ballots must be audited where the election result
is close, because only a few miscounted ballots
would be sufficient to swing the election and
we need to audit more ballots to be confidence
that we will randomly choose one of the few
miscounted ones. By contrast, when the reported
result is not close, auditing fewer ballots yields
higher confidence.
This suggests a strategy in which we audit to
lower confidence in District 1 and to relatively
higher confidence in the other districts. The most
extreme version of this strategy does no auditing
at all in District 1, and audits to 99% confidence
in Districts 2, 3, and 4. The logic of this approach
is to establish with 99% confidence that Alice
won all of Districts 2, 3, and 4, which is enough
to establish that she won the election with 99%
confidence, regardless of the accuracy of the
reported District 1 results. In this approach we
audit 25 ballots in each of Districts 2, 3, and 4,
for a total of 75 ballots.
The Freedonia example shows that clever
multilevel auditing strategies can reduce substantially the cost of auditing without reducing
confidence in the result. It also illustrates some
of the strategies that are possible. The results
of analyzing this example are summarized in
Table II.
The remainder of this paper presents a general

mathematical theory for finding the lowest-cost
strategy for auditing the result of any election
conducted under a multi-level election procedure.
B. Basic Theory of Multi-Level Auditing
Intuitively, if the result of a multi-level election is incorrect, then it must be the case that the
within-group result is incorrect for a sufficiently
large set of the constituent groups. We define a
flipset to be a set of groups such that changing the
election results in all of these groups would have
changed the overall election result. For example,
in a U.S. presidential election, a flipset is a set
of states which, if they all changed their results,
would collectively change the total electoral college winner. We will say that F is a minimal
flipset if F is a flipset but no proper (i.e., smaller)
subset of F is a flipset. If F is a flipset, then there
is some minimal flipset F ∗ such that F ∗ ⊆ F.
It is easy to show that if αi are chosen so that
for every minimal flipset F, ∑i∈F αi ≥ 1, and if
the reported result in every group i is confirmed to
confidence level 1 − ε αi , then the overall election
result is confirmed to confidence level 1 − ε. The
intuition behind the proof is that if the reported
overall election result is wrong, then there must
be some minimal flipset F ∗ such that the reported
group results are wrong for every group in F ∗ .
The probability that the audits will fail to notice
anything wrong anywhere in F ∗ is ∏i∈F ∗ ε αi =
ε ∑i∈F ∗ αi which by assumption is at most ε.
Cox gives a taxonomy of voting systems [22].
Our methods apply to any voting system which
partitions voters into disjoint groups and holds an
election in each group, subject to the constraint
that the outcome at each level above the first is
determined simply from the win or loss condition
at the previous level (and not properties specific
to the voting system used, such as vote counts).4
C. Optimal Auditing for Multi-Level Elections
We now turn to the question of how to minimize the cost of auditing a multi-level election.
4 Mixed member proportional systems, such as the one used
for parliamentary elections in Germany, do not have this
property.
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District
District 1
District 2
District 3
District 4
Total

TABLE II.

99% Confidence/District
233
25
25
25
308

90% Confidence/District
116
13
13
13
155

Optimal
0
25
25
25
75

C OST OF AUDITING THE F REEDONIAN E LECTION , IN TERMS OF NUMBER OF BALLOTS EXAMINED , BY
STRATEGY EMPLOYED .

We allow the use of any known auditing
scheme within each group. Our only assumption
is that the expected cost Ci of auditing group
i to confidence level 1 − ε αi can be expressed
as Ci = ti · αi for a group-specific coefficient
ti . Because ti is the expected cost coefficient,
our model can accommodate underlying audit
methods that make adaptive decisions as to when
to stop auditing, as well as schemes that have
different audit costs for different ballots within a
group.
We start by observing that many auditing
schemes have a linear cost property, so that the
expected cost of auditing a group of ballots to
confidence level 1−ε αi is proportional to αi , with
the constant of proportionality depending on the
auditing scheme and the number and distribution
of ballots. This constant will typically differ from
group to group.
To see why linearity is a natural relation,
consider that many auditing algorithms operate
by performing a test (such as examining one
ballot) and repeating the test, with an independent
random selection, as many times as necessary
until a desired confidence level is reached. If one
test costs C0 and achieves confidence 1−ε α0 , then
repeating the test k times (and failing if any of the
k instances fails) will yield confidence 1 − ε kα0 at
expected cost kC0 , which satisfies the linear cost
property.5
In the remainder of the paper, we will assume
an audit scheme that has the linear cost property,
that is, that the expected cost of auditing, within
each group is linear in the parameter αi . For
schemes whose cost functions are approximately
linear, our algorithm will yield a strategy that
meets the required confidence level, and with cost
5 It is possible to scale to a non-integer multiple of the
original α0 and C0 by probabilistic interpolation: if k is an
integer and 0 ≤ f < 1, then an algorithm that performs the base
audit k times, then with probability f performs the base audit
one more time, will be linear, giving confidence 1 − ε (k+ f )α0
at expected cost (k + f )C0 .

that will typically be close to optimal. Finding the
optimal-cost solution for nonlinear cost scheme
will be more expensive, requiring nonlinear optimization.
If an audit scheme does not have the linear
cost property, it would be fairly easy to apply our
techniques using nonlinear optimization methods
such as hill climbing, especially since the number
of variables (i.e. the number of groups in the firstlevel partition of voters) is usually very small
(e.g. in the U.S. Presidential election, there are
51 partitions at the lowest level). One could also
approximate the cost function linearly near a proposed solution, which would lead to a correct solution (in the sense that the audit would function
to guarantee the specified statistical confidence),
although not necessarily a cost-optimal solution.
Because we assume the cost is linear in
the αi , we can use linear programming to find
values for the αi that minimize the total cost,
subject to the constraints discussed above. For
each minimal flipset F, we will have a linear constraint ∑i∈F αi ≥ 1. This will give us the optimal
(lowest-cost) auditing procedure that achieves the
required confidence level.
In Appendix A, we prove that two well-known
ballot-based auditing methods, the Machineassisted Election Auditing algorithm by Calandrino et al. [8] and the Secrecy-preserving Ballotlevel Audit (SOBA) of Benaloh et al. [13], have
the linear cost property required by our scheme.
D. Score-Based Auditing Method
In some cases, it may be difficult or inconvenient to use linear programming to find the
optimal assignment of α values. As an alternative,
we can approximate the solution using a scorebased method that provides the required level of
confidence but not a guarantee of minimal cost.
To do this, we choose some method of assigning
a non-negative numerical score to each group. If
group i has score si , and if we can show that
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any minimal flipset must have total score at least
s∗ , then we can assign αi = min(1, ss∗i ). (Groups
that do not appear in any minimal flipset can be
assigned αi = 0.) It is easy to show that this will
be feasible, in the sense that the α values in any
minimal flipset will sum to at least 1.

the bin-packing issues associated with allowing
mixed confidence levels across groups, while the
score-based method and the Aslam et al. method
both ignore these issues for the benefit of ease of
computation.6

As an example, in a U.S. electoral vote election, we could assign each state a score equal to
its number of electoral votes. If the electoral vote
margin is M (that is, if at least M electoral votes
would have to flip to change the election result),
then it is easy to see that any minimal flipset must
have total score at least s∗ = M. Applying the
score-based auditing method, a state i having ei
ei
electoral votes gets αi = min(1, M
). The intuition
is that a state’s fair share of the “α burden” is
proportional to its number of electoral votes.

E. Application to U.S. Presidential Elections

As a refinement, we can assign α = 0 for a
subset of groups, presumably because auditing is
especially expensive for these groups. We can
choose a set D of groups to “drop”, such that
MD = ∑ αi is less than M. Then for every i ∈ D
i∈D

we set αi = 0; and for every i not in D we
ei
set αi = min(1, M−M
). The intuition is that we
D
don’t bother to audit the groups in D, but we
increase the auditing burden proportionally in the
remaining groups to ensure that the total α in
every minimal flipset is still large enough.
These score-based methods are likely to be
useful when the number of minimal flipsets is
very large. For example, in the 2008 U.S. presidential election, there are 79 841 552 minimal flipsets. Rather than enumerating them and
solving a large linear programming problem, the
score-based method can yield a much faster solution that we conjecture will often be close to
optimal.
We observe that our score-based method is
similar to the method introduced by Aslam, Popa,
and Rivest [18]. That method divides votes into
groups (typically precincts), but assumes that vote
totals in each group are always summed to get
the overall election result. We allow arbitrary
aggregation rules across groups, subject to the
constraint that the rules must only consider the
win/loss outcome in each group. Additionally,
Aslam et al. assume that auditing within a group
is all-or-nothing: either a group is audited to
100% confidence or not at all. We admit different
levels of auditing leading to different confidence
intervals. Finally, our main method accounts for

To illustrate the use of multi-level auditing,
we can apply our method to the U.S. Presidential
election from 2000 through 2012, as summarized
in Figure III. As an example, the 2012 election
was won by Barack Obama with 332 electoral
votes, over Mitt Romney’s 206. For this election,
a minimal flipset would be any minimal set of
states that were won by Obama and add up to at
least 63 electoral votes. This calculation assumes
that the expected per-ballot cost of auditing is
equal in all states, so that all ci = 1.
The 2000 election was very close, so there are
few flipsets. Any one of the states won by Bush
forms a singleton minimal flipset, so the optimal
auditing strategy requires that each of these thirty
states be audited to confidence level 99%. At
the other extreme, the 2008 election had a larger
margin of 96 electoral votes, leading to roughly
80 million minimal flipsets. Our linear program
solver ran out of memory on this example, so we
show a cost only for the score-based method.
F. Application to the 2010 UK Parliamentary
Election
As another illustration, we applied our methods to the 2010 parliamentary election in the
United Kingdom. Separate plurality elections
were held in each of 565 districts. In total,
members of twelve parties won seats, with the
Conservative party winning 306 seats, the Labour
party 258, the Liberal Democrats 57, and smaller
parties winning 8, 6, 5, 3, 3, 1, 1, 1, and 1
seats, respectively. For purposes of auditing, we
assume that each party’s members will vote as a
bloc. Since no party has a majority, a coalition
of parties holding at least 326 seats in total is
required to govern. We considered the set of
possible governing coalitions to be the election
result.
6 While Aslam et al. consider linear programming as an
optimal solution and give a linear program formulation of
their method, they dismiss the result as necessarily too costly
and complex to calculate.
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Year
2012
2008
2004
2000

Electoral Vote
Margin
63
96
17
2

Num. Minimal
Flip Sets
872,775
79,841,552
5896
30

Expected Number of Ballots Audited (ε = 0.01)
State-by-State
Score-Based
Score w/ Drop
Optimal (LP)
2691.9
475.2
421.1
421.1
7705.8
430.6
220.7
·
5262.6
1239.9
1239.9
1183.6
64145.9
51651.1
51651.1
51651.1

TABLE III.
AUDITING R EQUIREMENTS FOR U.S. P RESIDENTIAL E LECTIONS 2000-2012. E XPECTED AUDITING COSTS
( ASSUMING UNIT COST PER BALLOT AUDITED ) REQUIRED TO ACHIEVE AN OVERALL CONFIDENCE OF 99% (ε = 0.01) VS .
ELECTORAL VOTE MARGIN AND NUMBER OF MINIMAL FLIP SETS , AS CALCULATED USING THE OPTIMAL LINEAR
PROGRAMMING METHOD , THE SCORE - BASED METHOD , THE SCORE - BASED METHODS WITH DROPS , AND A METHOD WHICH
CONSIDERS AUDITING TO 99% CONFIDENCE IN EACH STATE SEPARATELY FOR THE U.S. P RESIDENTIAL ELECTIONS IN
YEARS 2000-2012. F OR THE 2008 ELECTION , OUR LINEAR PROGRAM SOLVER RAN OUT OF MEMORY, SO WE SHOW ONLY
THE SCORE - BASED RESULTS .

Given these assumptions, there turn out to be
many possible governing coalitions that control
the bare minimum number of seats. Every party
can participate in such a minimum-size governing
coalition. As a result, for every seat there is a
minimal flipset containing only that seat, so that
every seat i must be assigned αi = 1. Auditing
to a 99% confidence level requires examining an
expected 98384 ballots.
The amount of auditing required might have
been much less had the election come out differently. For example, if the three major parties
had gotten 256, 208, and 157 seats, and the
minor parties were unchanged, then there would
be only three minimal coalitions, consisting of all
pairs of major parties. In this scenario the minor
parties do not matter, and the smallest minimal
governing coalition is a Labour-LibDem coalition
with 365 seats. In this scenario, every minimal
flipset involving Conservative seats contains at
least 88 seats, and every minimal flipset containing Labour or LibDem seats contains at least 40
seats. Therefore we can assign every Conservative
1
seat αi = 88
, every Labour and LibDem seat
1
αi = 40 , and every minor party seat αi = 0. This
would correspond to auditing every Conservative
seat to a confidence level of only 0.05, and every
Labour and LibDem seat to a confidence level of
only 0.11. For most seats, the expected number
of audited ballots would be less than one.
In general, an approach to auditing parliamentary coalition elections of this type is to compute
all of the minimal coalitions (i.e., all coalitions
which do not have a proper subset that is a
coalition), and then to compute, for each party,
the coalition containing that party which contains
the smallest number of seats. Let xi be the size (in
seats) of the smallest coalition containing party
i, and let x∗ be the minimum number of seats
needed to form a coalition (i.e., one more than

half of the seats). If w(i) denotes the party that
won seat i, we can assign the score
si =

1
.
1 + xw(i) − x∗

It is easy to show that any minimal flipset must
have total score at least 1, so we can assign
αi = si . As an additional optimization, we could
consider “dropping” some seats in order to reduce
the total auditing cost.
III.

C ONCLUSION

We introduce a novel auditing technique for
examining confidence in and the integrity of realworld multi-level election systems such as the
electoral college in the U.S. presidential election
or coalition parliament systems in many countries.
Specifically, we describe a method for ballotbased auditing which uses the structure of the
multi-level election to reduce the total amount of
auditing necessary to achieve full confidence in
the overall election result. We show how to use
the particular structure of multi-level elections to
reduce or ignore the auditing of some subgroups,
reducing the cost of auditing while maintaining
a defined level of overall confidence. We show
both a cost-optimal approach to auditing the
overall election to a specific level of statistical
confidence 1 − ε α and also a score-based approximation that yields an easily computable correct,
but not necessarily cost-optimal, audit strategy.
We evaluate this method on real election data
from the U.S. and the U.K. and show that it
can significantly reduce auditing costs (in our
U.S. presidential election examples, costs using
our strategy were between 15.2% and 80.5% of
a strategy that was independent of the election’s
multi-level structure; in an example drawn from
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the U.K. Parliamentary election in 2010 (in which
the results were highly split, allowing for many
different possible coalitions), auditing to 99%
confidence requires a modest cost of examining
just under 100,000 ballots).
As future work, we intend to apply our frameworks to more elections and more types of election systems around the world. For example, we
have only considered concretely elections where
the first level in the multi-level system is decided
by a majority or plurality vote. However, our
results generalize readily to any selection algorithm, and we intend to consider such alternative
systems in detail. For example, certain kinds of
mixed member proportional systems (and related
systems, such as those used in Germany), are not
multi-level in the way we have defined. However,
we believe our methods can be generalized to
include such systems. We are also further refining our algorithms for determining optimal audit
costs and seek to find more efficient algorithms,
which are still provably cost-optimal.

least mi of the votes cast for the group’s winning
candidate must be defective, so that at least a
fraction mi /v1i of the declared winner’s votes must
be defective. It follows that auditing ni of the
ballots cast for the group winner, without finding
an error, will confirm the accuracy of the group
winner with confidence level 1 − (1 − mi /v1i )ni , so
that we can achieve the desired confidence level
1 − ε αi by setting
ni =

i

(If the resulting ni is not an integer, we can interpolate: if ni = k + f for integer k and 0 ≤ f < 1,
we choose k ballots with probability 1 − f and
k +1 ballots with probability f . Then the expected
number of ballots chosen is equal to k + f = ni
and the other necessary properties hold.)
Applying the same argument to all groups, we
see that the total auditing cost will be
C = ∑ `i ni = ∑ `i
i

A PPENDIX
We give two concrete examples of multilevel election auditing using ballot-based auditing
algorithms that satisfy the linear cost property. We
assume in these examples for simplicity that the
within-group elections are decided by a simple
plurality or majority7 and that auditing k ballots
in group i has expected cost k`i for some groupspecific expected per-ballot examination cost `i .
1) Example: Calandrino’s Ballot-Based Audit: First, we give an example using election
auditing algorithm of Calandrino et al. [8], which
obeys the linear cost model.
Consider a group i with expected per-ballot
auditing cost `i and an assigned responsibility
to audit to confidence level 1 − ε αi . Let mi be
the victory margin of the winning candidate. In
v1 −v2
a plurality election, mi = i 2 i where v1i is the
winning candidate’s vote count and v2i is the
second-place candidate’s vote count. In a majority
election with a winner, mi = v1i − v2i where vi is the
total number of votes cast in the group. In order
for the declared group winner to be wrong, at
7 A majority election might have no winner; in that case we
consider the result to be ⊥. To simplify the exposition, we will
assume in the main text that ⊥ is not the declared result in
any group, although our algorithms can easily be extended to
cover that case.

αi log ε
.
log (1 − mv1i )

i

Setting
`0i =

αi log ε
.
log (1 − mv1i )
i

`i log ε
log (1 − mv1i )
i

the cost becomes
C = ∑ `0i αi .
i

This is consistent with the linear-cost model.
2) Example: SOBA: To emphasize that any
auditing algorithm with linear expected cost could
be substituted, without changing our basic analysis, we provide a second example using SOBA
[13], a modern risk-limiting audit method, which
also has the necessary property that the expected
cost of auditing within each group i is linear in
the parameter αi .
We assume as before that subgroup elections
are decided using simple plurality or majority
first-past-the-post rules and that the election in
each subgroup yields a well-defined result.
Consider now group i with expected perballot auditing cost `i and assigned responsibility
to audit to confidence level 1 − ε αi . Say that
the winning candidate has margin mi Then the
SOBA “diluted margin” will be mi /Ni where Ni
is the number of ballots cast in group i. That
means that, given numerical parameters λ and γ,
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the “error tolerance” and “error bound inflator”,
respectively, the number of ballots audited in the
first round of SOBA is:
αi


n0i =
1
1
+
λ
log
1
−
2γ
2γ
SOBA proceeds by adding ballots to this sample
until a specific confidence threshold is achieved.
The expected additional cost from repeating the
audit is negligible, scaling as C−2m where C is a
constant derived from the margin of victory and
m is the number of misstated votes discovered
[12].
The total cost C is obtained by summing over
all groups gives:
αi


C = ∑ `i ni = ∑
1
1
i 2γ + λ log 1 − 2γ
i

[7]

[8]

[9]

[10]

[11]

[12]

And setting:
`0i =

1
2γ

[13]

`i


+ λ log 1 − 2γ1

we again obtain (consistent with the linear-cost
model):
C = ∑ `0i αi .

[14]

i

[15]
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