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Abstract—Mobile Internet elections are appealing for several
reasons: they promise voter convenience, lower abstention rates,
and reduce costs. However, there are a number of trust issues
that prevent them from becoming ubiquitous, the most relevant of
which is the possibility of voter coercion at the time of the vote.
Other issues, such as the trustworthiness of both the services
running the election and the mobile voting platform (usually
the voter’s computer or smartphone), are also major barriers
to mobile Internet elections adoption.
The proposed “Scroll, Match & Vote” (SM&V) interface aims
to overcome these trust issues, while attempting to ensure the
usability required for wide adoption. The SM&V interface may
be coupled with previous e-voting solutions to ensure end-to-end
verifiability and collusion resistance [1], while adding coercion
resistance to a degree similar to that of several coercion-resistant
e-voting systems. The SM&V interface requires the use of a device
with Internet connection and multitouch screen.
Prior to voting, the voter is required to register in a controlled
precinct sometime between several months before the voting
phase to immediately preceding the vote. In the voting phase,
the voter is shown two lists side by side on the device. One list
contains all the candidates’ names and the other list shows voting
codes. One of the voting codes is correct; the others are false. The
voter casts her vote by scrolling one or both lists and matching
her chosen candidate with the correct code. The voting phase
may take place anywhere with an Internet connection, even in
the presence of coercers.

I.

I NTRODUCTION

Internet elections have been a research subject for many
years with a number of interesting results, several of which are
being piloted worldwide [2], including on actual binding elections [3], [4]. The arguments in favor of Internet elections are
obvious: i) increased voter convenience and participation, ii)
greater tally accuracy and speed, and iii) reduced costs, among
others. However, the arguments against Internet elections are
also pertinent: i) the insecure voting-platform problem, which
results from the use of multipurpose devices owned and
managed by the voter [5]; ii) the lack of transparency resulting
from the nonexistence of physical votes and the possibility
of collusion between the digital devices participating in the
election; and iii) the nonexistence of private voting precincts
paving the way for several coercion scenarios.
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The widespread use of smartphones with ubiquitous Internet access has emphasised some of these advantages and
disadvantages. While it is even more convenient for the voter
to vote on her own smartphone, it is also easier for the coercer
to influence her vote, given that the voter may vote anywhere.
In spite of this, one of the most common reasons for the failure
of voting experiments is the lack of usability; voting systems
that are too complex are doomed to fail, even if they are able
to overcome all the security problems noted above [6].
Scroll, Match & Vote (SM&V) is a coercion-resistant
interface that may be coupled with an end-to-end verifiable and
collusion-resistant voting protocol, like MarkPledge3 (MP3)
[7], to build an Internet voting system that compares advantageously with other Internet voting systems [1], [8].
Elections are usually constrained in time and space, i.e.
they must be conducted on the specified election day and
in controlled precincts. This double constraint is one of the
sources of abstention, given that not everyone is available to be
at a specific place on a set date during certain hours. Removing
either of these constraints is highly problematic. If the election
takes too long (i.e. several months), the democracy suffers
because some voters vote with much less information than
others. Early voting and postal voting are seen as exceptions
rather than as the rule. Removing the space constraint is also
difficult because it usually means loosing coercion resistance
[8]. The current proposal follows the path of JCJ/Civitas [9],
[8] and splits the two constraints such that the space constraint
and the time constraint do not apply to the same action.
The voter must register at a private booth without tight time
constraints (within a span of one or two months) and must
vote on election day without any space constraints (with the
exception of having an Internet connection).
The SM&V interface assumes that the voter owns a mobile
Internet device with a multitouch screen (hereafter referred to
the voter’s smartphone).
The next section describes the complete voting process,
while section III states and discusses the security properties of
the system and section IV discusses usability properties. We
conclude in section V.
II.

SM&V VOTER I NTERACTION

From a voter’s perspective, the voting machine is her
smartphone, although, as described below, the actual ballot
creation may be performed by an applet running inside a
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UICC, a secure SDCard, or any other secure element (SE)
in order to ensure confidentiality of the vote (cf. [10]).
The voter process is divided into three phases: the registration phase, the voting phase, and the verification phase.
The registration phase is the most complex phase of the
voting process. It begins following the election initialization
by the electoral commission and ends just before votes are
cast, i.e. it can be done even on election day.
When SM&V is coupled with MP3, the voter is required to
challenge the voting machine during registration using random
values. These can be generated prior to the registration in the
form of printed 2D codes by the voter herself, by an online
helper organization, or even by a coercer, provided that he
is not colluding with the voting machine (i.e. the UICC or
the SDCard). Other end-to-end verifiable voting protocols will
require slightly different interactions. The following describes
the registration process for SM&V coupled with MP3.
To register, the voter should takes her smartphone to a
private booth prepared especially for this purpose and presses
register on her smartphone voting application (screen I in Figure 1). She will then be asked to: choose the election (screen
II); read one of the 2D codes with her smartphone camera
(screen III) and, tap her phone against a special device, within
the private booth, dubbed “Pledge Display Device” (PDD)
(screen V), whose only purpose is to build an untappable
channel between the voter and the voting machine, in order to
display a short secret voting code to the voter: the “pledge”.
Pledge	
  Display	
  
Device	
  (PDD)	
  

Point and Shoot
Bar Code similar to

Pledge

Fig. 1.
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III

Next	
  

IV

In the verification phase, the voter checks to see if her
vote was counted as she intended by verifying that her signed
vote is in the poll, the 2D codes published match the printed
ones, and that the vote is counted for the chosen candidate,
which is done by checking a copy of her ballot. The copy
of the ballot shown is similar to screen VIII of Figure 1,
with the difference that it cannot be changed (the rotation is
signed); the voting codes become verification codes for the
end-to-end protocol and the voter may verify that the “pledge”
is next to the chosen candidate. This verification process can
be done using the mobile voting app, but it is recommended
that the voter use another Internet device with a simple web
browser connected to a Helper Organization (HOs) that she
trusts. In addition to showing the vote to the voter, HOs run the
necessary cryptographic checks to ensure that the verification
code next to each candidate was not tampered with, and that
the overall tally is correct [10].
III.
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Voting is accomplished by sliding one or both lists on
the screen so that the chosen candidate and the sequence of
symbols with the “pledge” become aligned (they can be visible
or not, provided that they are aligned), and pressing “VOTE”.
Without knowing the “pledge”, no one next to the voter will
able to tell which candidate the voter has chosen. Given that
the voter is able to mislead the coercer about the sequence
encoding the “pledge”, a coercer will not be able to tell which
candidate the voter is voting for.

Point and Shoot
QR-Code similar to

Ballot	
  
Receipt	
  
	
  

Print	
  

To prevent coercion, the voter should also memorize a few
other sequences of symbols to be used as false voting codes
in case of coercion. The registration ends either by saving
the generated ballot or by engaging immediately in the voting
phase.

V

VI

VII

VIII

Registration procedure.

The PDD owes its existence to the untrustworthiness of the
voter’s smartphone. Being a multipurpose device with many
different applications running, it is assumed that anything
displayed on its screen may be leaked to a coercer. The PDD’s
only purpose is to receive, decrypt, and display the “pledge”.
It does not know anything else about the voter; therefore, it
cannot compromise the voter’s privacy. Still, to ensure that
using false PDDs is impossible, the “pledge” is sent to the PDD
encrypted with the PDD’s key, which is provided for the voting
machine in a certificate signed by the electoral commission.
After tapping the smartphone on the PDD, the voter is
asked to memorize the “pledge” showed in the PDD (screen
VI), and read the second 2D code (screen VII). For usability
purposes, the two 2D codes should be different types (e.g. a
PDF417 and a QR code).
In the final step of the registration phase the voter’s smartphone displays two scrollable lists side by side (screen VIII).
The list on the left displays the names of the candidates, while
the list on the right displays an equal number of sequences of
symbols, one of which is the “pledge” shown in the PDD.

S ECURITY P ROPERTIES AND T RUST M ODEL

The purpose of the proposed interface is to add coercion
resistance to an “end-to-end verifiable” protocol, thus building
a system that ensures both properties simultaneously. We have
chosen the MP3 protocol for its high degree of soundness and
performance, although the same exercise may be done with
other end-to-end verifiable protocols. The connection between
the SM&V interface and the MP3 protocol requires a slight
change in the voting process (the voter casts her vote only after
the generation of the MP3 receipt, which is different from the
standard MarkPledge protocol usage), and MP3 verification
codes are also used as voting codes, but it can be demonstrated
that the overall system maintains the MP3 security properties
[10].
MP3 ensures the integrity of votes cast, even if every entity
is compromised, provided that there is at least one honest HO
and, that, at the very least, a subset of the trustees are honest.
However, it does not ensure confidentiality of the vote unless
the voting machine is not compromised. Coercion resistance
is not possible without vote confidentiality; therefore, SM&V
ensures coercion resistance only if the voting machine is not
compromised, which in our case requires that the SDCard or
UICC is not compromised.
In addition to the voting machine’s integrity requirement,
SM&V also requires that PDDs do not disclose the “pledges”
to anyone but the voters, and that only legitimate registration
precincts own certified PDDs, i.e. PDDs with a certificate
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TABLE I.

signed by the election committee for that specific election.
Finally, the channel between the PDD and the voter cannot
be tappable, which is the most difficult requirement to satisfy,
given that any one with a camera is able to record and transmit
what is being displayed by the PDD within the voting booth.
In spite of the difficulty, this is a common assumption of most
voting protocols, including the traditional paper-based voting.1

Age
15-24
25-49
50-64
> 64

With the satisfaction of the above requirements, SM&V
is able to ensure simultaneous “end-to-end verifiability” and
limited coercion resistance. In particular, an SM&V system is
vulnerable to the following coercion attacks:
•

Randomization - An attacker may force a voter to
vote randomly, preventing the voter from voting for
her the chosen candidate.

•

Forced-Abstention - An attacker may obtain a proof
of abstention by looking at the tally and verifying
whether there is a vote for the coerced voter. Therefore, anyone may force a voter to abstain and then
verify wether she has complied.

•

Pre-attack surveillance - A coercer may learn with
some probability the “pledge” of a voter by checking
the cast ballot and learning the code next to the
voter’s likely chosen candidate. After learning the
“pledge”, the coercer may force the voter to revote
for another candidate. The coercer does not know,
for sure, however, wether the learned “pledge” is the
correct “pledge”. This vulnerability is shared with
Civitas [8].

The only mitigation mechanism provided by SM&V in
response to any of these attacks is to allow the voter to override
her e-vote by voting physically at a voting booth.
IV.

U SABILITY D ISCUSSION

Usability is a major issue in any voting system but assumes
a specific relevance in end-to-end voting systems, where the
voter distrusts her voting machine and is, therefore, required
to handle a more complex voting interface.
SM&V requires the voter to be able to memorize the
“pledge” for a long period (sometimes over a month) and
to be able to distinguish it from the remaining voting codes.
From a usability perspective, a short sequence of symbols
simplifies memorization; however, the length of the sequence
depends on both the number of different voting codes and
the number of different symbols. The number of different
voting codes is set accordingly with the level of security
required and the size of the ballot; more voting codes imply
a lower probability of guessing the “pledge”. Therefore, using
short and memorable sequences implies the use of large sets
of symbols, which complicate distinguishability, unless the
chosen set of symbols is carefully designed so that each symbol
is clearly distinguishable from the others.
According to Bertin [11] there are eight visual variables
that are used by humans to distinguish symbols: shape, size,
color, brightness, pattern, orientation and horizontal and vertical positions. Symbols that differ in more variables are easier to

D ISTRIBUTION OF SUBJECTS BY AGE AND GENDER

TABLE II.

5
22
2
0

Gender
Male
Female
(11.4%) 8 (18.2%)
(50%)
6 (13.6%)
(4.5%) 1 (2.3%)
(0%)
0
(0%)

M EMORIZATION TECHNIQUES REPORTED BY THE VOTERS

Memorization technique
Sequence of symbols of the “pledge”
Non-repeating symbol of the “pledge”
Candidate in front of the “pledge”
“Pledge” position within the ballot
History with the symbols of the “pledge”
Other

Number
15 (29.4%)
12 (23.5%)
8 (15.6%)
7 (13.7%)
3 (5.88%)
6 (11.8%)

distinguish from each other; therefore it is possible to use large
sets of symbols provided that they differ in as many of these
variables as possible. On the other hand, long-term memory
in humans beings works better with semantic information [12]
rather than with abstract information, which seems to indicate
that symbols representing concrete concepts are preferred over
abstract ones.
We have run tests with a set of 128 different symbols,
varying in both color and shape, representing 128 different
objects and animals2 . Both the “pledge” and the voting codes
in the ballot are shown as combinations of three of these
symbols (with a maximum of 221 combinations), which results
in a highly sound election (cf. [1] for soundness proofs).
The quality of the chosen set of symbols was tested by
performing an experiment with 45 different subjects, with the
distribution of age and gender shown in Table I. Two-thirds of
the subjects were university students or had university degrees;
one-fifth had only a basic education and the remaining subjects
had completed secondary education. Each of the subjects was
shown a sequence of three symbols similar to the “pledge”
and a list of sequences of three symbols similar to the ballot.
Then the subjects were asked to find the “pledge” in the ballot
and memorize both the “pledge” and the position where it
appears in the ballot. A copy of the ballot was given to the
subjects, who were also instructed not to make any mark or
written annotation about the “pledge”. Finally, a month later,
the subjects were asked to point to the “pledge” in the ballot.
The results were promising, although there is still some
margin for improvement; only three of the 45 subjects (6.7%)
were not able to point to the “pledge” within the ballot,
resulting in 93.3% ± 6% correctness for a confidence level
of 0.9. However, the reasons for these errors were completely
unrelated to gender, age or education level. Of the three
subjects who forgot the “pledge”, two mistakenly identified
one symbol for another in their “pledge” (the same pair of
symbols which were too much similar) and the third mistakenly identified a voting code similar to the “pledge” of a
previous experiment. These two types of mistakes confirmed
the relevance of carefully thought-out choice of symbols and

1 Notice the official warnings against selfies taken inside the booth in the
2014 European elections.
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revealed that consecutive elections should not share the same
set of symbols. Both problems may be easily solved.
The voters who chose the correct “pledge” reported using
several techniques in order to memorize it (Table II). While
some reported to have memorized all three symbols in the
“pledge” (29.4%), others memorized just one symbol that they
found was not repeated in any other position in the ballot
(23.5%). Still others memorized the name of the candidate
that was in front of the “pledge” when the ballot was saved
(15.6%). Finally, some memorized the position of the “pledge”
in the ballot (13.7%). Note that a few voters used several
memorization techniques.
Another interesting result was the subjects’ perceptions of
the level of difficulty of the task; the task was perceived to
be much more difficult than it actually is. While 28.9% of the
subjects stated, at the beginning of the experience, that they
were expecting to fail (i.e. forgetting the “pledge”), the reality
is that only 6.7% (three subjects) forgot, and the mistake was
due more to an error in the experiment than to the inability of
the voters. This error in subjects’ perceptions of the difficulty
of the task may result from modesty, i.e. the voter may not
want to boast about her ability to memorize the code without
testing how difficult it is. However, it may also result from not
correctly perceiving the task they were asked to perform. In
fact, several voters showed surprise when they were told that
they could keep the “pledge” written in the ballot together
with the other codes and would just have to memorize which
of them it is the “pledge”, and that they could even refresh
their memory from time to time, if they want to do so.


ordered, which is enough for most elections (O 106 ) but not
all (e.g. Chicago voters in 2000 had 78 choices to make).
V.

Although secure mobile Internet elections are a difficult
goal to achieve, and there is still a long way to go until
all relevant properties are attained simultaneously, particularly
resistance to surveillance attacks, we believe that SM&V is a
step in that direction.
SM&V leaves room for further development in terms of
both security and usability. From a security point of view,
the most important evolution would be the resistance to
surveillance attacks within the voting booth. While eliminating
these attacks may be difficult, it might be possible to raise
the bar for the attacker by incorporating touch sensitive channels (e.g. cold and hot surfaces) between the voter and the
Secure Element generating the vote. From a usability point
of view, it is also possible to envision several developments.
The current interface is not able to manage multiple-choice
and simultaneous elections. Both problems may be solved by
the same solution, given that multiple-choice elections can
mimic multiple simultaneous elections, and several solutions
are currently being tested.
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